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QUESTION 1

A help desk is troubleshooting user reports that the corporate website is presenting untrusted certificate errors to
employees and customers when they visit the website. Which of the following is the MOST likely cause of this error,
provided the certificate has not expired? 

A. The certificate was self signed, and the CA was not imported by employees or customers 

B. The root CA has revoked the certificate of the intermediate CA 

C. The valid period for the certificate has passed, and a new certificate has not been issued 

D. The key escrow server has blocked the certificate from being validated 

Correct Answer: C 

 

QUESTION 2

Which of the following works by implanting software on systems but delays execution until a specific set of conditions is
met? 

A. Logic bomb 

B. Trojan 

C. Scareware 

D. Ransomware 

Correct Answer: A 

 

QUESTION 3

The chief security officer (CS0) has issued a new policy that requires that all internal websites be configured for HTTPS
traffic only. The network administrator has been tasked to update all internal sites without incurring additional costs.
Which of the following is the best solution for the network administrator to secure each internal website? 

A. Use certificates signed by the company CA 

B. Use a signing certificate as a wild card certificate 

C. Use certificates signed by a public ca 

D. Use a self-signed certificate on each internal server 

Correct Answer: D 

This is a way to update all internal sites without incurring additional costs? To be a CA (Certificate Authority), you need
an infrastructure that consists of considerable operational elements, hardware, software, policy frameworks and practice
statements, auditing, security infrastructure and personnel. 
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QUESTION 4

A security technician has been assigned data destruction duties. The hard drives that are being disposed of contain
highly sensitive information. Which of the following data destruction techniques is MOST appropriate? 

A. Degaussing 

B. Purging 

C. Wiping 

D. Shredding 

Correct Answer: A 

Hard drive degaussing is a highly advanced technology used to sanitize hard drives before disposal or reuse.
Degaussers come in various types and sizes, with varying effectiveness as well. A professional data destruction service
selects the 

most appropriate degausser for the job based on prevailing circumstances. 

Degaussing is fast and effective, and it ensures that you\\'re compliant with data regulations. 

 

QUESTION 5

A security engineer wants to implement a site-to-site VPN that will require SSL certificates for mutual authentication.
Which of the following should the engineer implement if the design requires client MAC address to be visible across the
tunnel? 

A. Tunnel mode IPSec 

B. Transport mode VPN IPSec 

C. L2TP 

D. SSL VPN 

Correct Answer: D 

 

QUESTION 6

A systems administrator is installing a new server in a large datacenter. Which of the following BEST describes the
importance of properly positioning servers in the rack to maintain availability? 

A. To allow for visibility of the servers\\' status indicators 

B. To adhere to cable management standards 

C. To maximize the fire suppression system\\'s efficiency 

D. To provide consistent air flow 
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Correct Answer: D 

 

QUESTION 7

Which of the following BEST distinguishes Agile development from other methodologies in terms of vulnerability
management? 

A. Cross-functional teams 

B. Rapid deployments 

C. Daily standups 

D. Peer review 

E. Creating user stories 

Correct Answer: C 

 

QUESTION 8

Which of the following types of attacks precedes the installation of a rootkit on a server? 

A. Pharming 

B. DDoS 

C. Privilege escalation 

D. DoS 

Correct Answer: C 

 

QUESTION 9

Joe, a user, reports to the help desk that he can no longer access any documents on his PC. He states that he saw a
window appear on the screen earlier, but he closed it without reading it. Upon investigation, the technician sees high
disk activity on Joe\\'s PC. Which of the following types of malware is MOST likely indicated by these findings? 

A. Keylogger 

B. Trojan 

C. Rootkit 

D. Crypto-malware 

Correct Answer: D 
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QUESTION 10

Which of the following would a security specialist be able to determine upon examination of a server\\'s certificate? 

A. CA public key 

B. Server private key 

C. CSR 

D. OID 

Correct Answer: D 

 

QUESTION 11

Which of the following policies would help an organization identify and mitigate potential single points of failure in the
company\\'s IT/security operations? 

A. Least privilege 

B. Awareness training 

C. Separation of duties 

D. Mandatory vacation 

Correct Answer: B 

 

 

QUESTION 12

An organization is working with a cloud services provider to transition critical business applications to a hybrid cloud
environment. The organization retains sensitive customer data and wants to ensure the provider has sufficient
administrative and logical controls in place to protect its dat 

A. In which of the following documents would this concern MOST likely be addressed? 

B. Service level agreement 

C. Interconnection security agreement 

D. Non-disclosure agreement 

E. Business process analysis 

Correct Answer: A 

 

QUESTION 13

SY0-501 PDF Dumps | SY0-501 VCE Dumps | SY0-501 Study Guide                                5 / 7

https://www.certbus.com/sy0-501.html
https://www.certbus.com/sy0-501.html
https://www.certbus.com/sy0-501.html


https://www.certbus.com/sy0-501.html
2023 Latest certbus SY0-501 PDF and VCE dumps Download

Which of the following would MOST likely appear in an uncredentialed vulnerability scan? 

A. Self-signed certificates 

B. Missing patches 

C. Auditing parameters 

D. Inactive local accounts 

Correct Answer: D 

 

QUESTION 14

Which of the following controls is implemented in lieu of the primary security controls? 

A. Compensating 

B. Corrective 

C. Detective 

D. Deterrent 

Correct Answer: D 

 

QUESTION 15

A system administrator needs to implement 802.1x whereby when a user logs into the network, the authentication
server communicates to the network switch and assigns the user to the proper VLAN. Which of the following protocols
should be used? 

A. RADIUS 

B. Kerberos 

C. LDAP 

D. MSCHAP 

Correct Answer: A 
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