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QUESTION 1

A company uses AWS Organizations to manage multiple AWS accounts. The company\\'s SysOps team has been
using a manual process to create and manage 1AM roles. The team requires an automated solution to create and
manage the necessary 1AM roles for multiple AWS accounts. 

What is the MOST operationally efficient solution that meets these requirements? 

A. Create AWS CloudFormation templates. Reuse the templates to create the necessary 1AM roles in each of the AWS
accounts. 

B. Use AWS Directory Service with AWS Organizations to automatically associate the necessary 1AM roles with
Microsoft Active Directory users. 

C. Use AWS Resource Access Manager with AWS Organizations to deploy and manage shared resources across the
AWS accounts. 

D. Use AWS CloudFormation StackSets with AWS Organizations to deploy and manage 1AM roles for the AWS
accounts. 

Correct Answer: D 

 

QUESTION 2

A company hosts its website in the us-east-1 Region. The company is preparing to deploy its website into the eu-
central-1 Region. Website visitors who are located in Europe should access the website that is hosted in eu-central-1.
All other visitors access the website that is hosted in us-east-1. The company uses Amazon Route 53 to manage the
website\\'s DNS records. 

Which routing policy should a SysOps administrator apply to the Route 53 record set to meet these requirements? 

A. Geolocation routing policy 

B. Geoproximity routing policy 

C. Latency routing policy 

D. Multivalue answer routing policy 

Correct Answer: A 

Explanation: geolocation "Geolocation routing lets you choose the resources that serve your traffic based on the
geographic location of your users, meaning the location that DNS queries originate from. For example, you might want
all queries from Europe to be routed to an ELB load balancer in the Frankfurt region." 

Could be confused with geoproximity - "Geoproximity routing lets Amazon Route 53 route traffic to your resources
based on the geographic location of your users and your resources. You can also optionally choose to route more traffic
or less to a given resource by specifying a value, known as a bias. A bias expands or shrinks the size of the geographic
region from which traffic is routed to a resource" the use case is not needed as per question. 

https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-policy.html 
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QUESTION 3

A database is running on an Amazon RDS Mufti-AZ DB instance. A recent security audit found the database to be out of
compliance because it was not encrypted. Which approach will resolve the encryption requirement? 

A. Log in to the RDS console and select the encryption box to encrypt the database 

B. Create a new encrypted Amazon EBS volume and attach it to the instance 

C. Encrypt the standby replica in the secondary Availability Zone and promote it to the primary instance. 

D. Take a snapshot of the RDS instance, copy and encrypt the snapshot and then restore to the new RDS instance 

Correct Answer: D 

 

QUESTION 4

A SysOps administrator receives notification that an application that is running on Amazon EC2 instances has failed to
authenticate to an Amazon RDS database To troubleshoot, the SysOps administrator needs to investigate AWS Secrets
Manager password rotation. 

Which Amazon CloudWatch log will provide insight into the password rotation? 

A. AWS CloudTrail logs 

B. EC2 instance application logs 

C. AWS Lambda function logs 

D. RDS database logs 

Correct Answer: B 

 

 

QUESTION 5

An application accesses data through a file system interface. The application runs on Amazon EC2 instances in multiple
Availability Zones, all of which must share the same data. While the amount of data is currently small, the company
anticipates that it will grow to tens of terabytes over the lifetime of the application. 

What is the MOST scalable storage solution to fulfill this requirement? 

A. Connect a large Amazon EBS volume to multiple instances and schedule snapshots. 

B. Deploy Amazon EFS in the VPC and create mount targets in multiple subnets. 

C. Launch an EC2 instance and share data using SMB/CIFS or NFS. 

D. Deploy an AWS Storage Gateway cached volume on Amazon EC2. 

Correct Answer: B 

SOA-C02 VCE Dumps | SOA-C02 Study Guide | SOA-C02 Exam Questions                              3 / 10

https://www.certbus.com/soa-c02.html
https://www.certbus.com/soa-c02.html
https://www.certbus.com/soa-c02.html


https://www.certbus.com/soa-c02.html
2023 Latest certbus SOA-C02 PDF and VCE dumps Download

 

QUESTION 6

A company is expanding its fleet of Amazon EC2 instances before an expected increase of traffic. When a SysOps
administrator attempts to add more instances, an InstanceLimitExceeded error is returned. 

What should the SysOps administrator do to resolve this error? 

A. Add an additional CIDR block to the VPC. 

B. Launch the EC2 instances in a different Availability Zone. 

C. Launch new EC2 instances in another VPC. 

D. Use Service Quotas to request an EC2 quota increase. 

Correct Answer: D 

 

QUESTION 7

A company has a simple web application that runs on a set of Amazon EC2 instances behind an Elastic Load Balancer
in the eu-west-2 Region. Amazon Route 53 holds a DNS record for the application with a simple touting policy. Users
from all over the world access the application through their web browsers. 

The company needs to create additional copies of the application in the us-east-1 Region and in the ap-south-1 Region.
The company must direct users to the Region that provides the fastest response times when the users load the
application. 

What should a SysOps administrator do to meet these requirements? 

A. In each new Region, create a new Elastic Load Balancer and a new set of EC2 Instances to run a copy of the
application. Transition to a geolocation routing policy. 

B. In each new Region, create a copy of the application on new EC2 instances. Add these new EC2 instances to the
Elastic Load Balancer in eu-west-2. Transition to a latency routing policy. 

C. In each new Region, create a copy of the application on new EC2 instances. Add these new EC2 instances to the
Elastic Load Balancer in eu-west-2. Transition to a multivalue routing policy. 

D. In each new Region, create a new Elastic Load Balancer and a new set of EC2 instances to run a copy of the
application. Transition to a latency routing policy. 

Correct Answer: B 

 

QUESTION 8

A SysOps administrator has created a VPC that contains a public subnet and a private subnet. Amazon EC2 instances
that were launched in the private subnet cannot access the internet. The default network ACL is active on all subnets in
the VPC, and all security groups allow all outbound traffic: 

Which solution will provide the EC2 instances in the private subnet with access to the internet? 

SOA-C02 VCE Dumps | SOA-C02 Study Guide | SOA-C02 Exam Questions                              4 / 10

https://www.certbus.com/soa-c02.html
https://www.certbus.com/soa-c02.html
https://www.certbus.com/soa-c02.html


https://www.certbus.com/soa-c02.html
2023 Latest certbus SOA-C02 PDF and VCE dumps Download

A. Create a NAT gateway in the public subnet. Create a route from the private subnet to the NAT gateway. 

B. Create a NAT gateway in the public subnet. Create a route from the public subnet to the NAT gateway. 

C. Create a NAT gateway in the private subnet. Create a route from the public subnet to the NAT gateway. 

D. Create a NAT gateway in the private subnet. Create a route from the private subnet to the NAT gateway. 

Correct Answer: A 

Explanation: NAT Gateway resides in public subnet, and traffic should be routed from private subnet to NAT Gateway:
https://docs.aws.amazon.com/vpc/latest/userguide/vpc- nat-gateway.html 

 

QUESTION 9

A company has attached the following policy to an IAM user: 
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Which of the following actions are allowed for the IAM user? 

A. Amazon RDS DescribeDBInstances action in the us-east-1 Region 

B. Amazon S3 Putobject operation in a bucket named testbucket 

C. Amazon EC2 Describe Instances action in the us-east-1 Region 

D. Amazon EC2 AttachNetworkinterf ace action in the eu-west-1 Region 

Correct Answer: C 

 

QUESTION 10

A company uses an Amazon CloudFront distribution to deliver its website Traffic togs for the website must be centrally
stored and all data must be encrypted at rest. 

Which solution will meet these requirements? 

A. Create an Amazon OpenSearch Service (Amazon Elasttcsearch Service) domain with internet access and server-
side encryption that uses the default AWS managed key Configure CloudFront to use the Amazon OpenSearch Service
(Amazon Elasticsearch Service) domain as a log destination 

B. Create an Amazon OpenSearch Service (Amazon Elasticsearch Service) domain with VPC access and server-side
encryption that uses AES-256 Configure CloudFront to use the Amazon OpenSearch Service (Amazon Elastcsearch
Service) domain as a log destination 

C. Create an Amazon S3 bucket that is configured with default server side encryption that uses AES-256 Configure
CloudFront to use the S3 bucket as a log destination 

D. Create an Amazon S3 bucket that is configured with no default encryption Enable encryption in the CloudFront
dtstnbubon and use the S3 bucket as a log destination 

Correct Answer: C 

 

 

QUESTION 11

A company recently its server infrastructure to Amazon EC2 instances. The company wants to use Amazon
CloudWatch metrics to track instance memory utilization and available disk space. What should a SysOps administrator
do to meet these requirements? 

A. Configure CloudWatch from the AWS Management Console tor all the instances that require monitoring by
CloudWatch. AWS automatically installs and configures the agents far the specified instances. 

B. Install and configure the CloudWatch agent on all the instances. Attach an IAM role to allow the instances to write
logs to CloudWatch. 

C. Install and configure the CloudWatch agent on all the instances. Attach an IAM user to allow the instances to write
logs to CloudWatch. 

D. Install and configure the CloudWatch agent on all the instances. Attach the necessary security groups to allow the
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instances to write logs to CloudWatch 

Correct Answer: C 

 

QUESTION 12

A company has an application that is deployed 10 two AWS Regions in an active-passive configuration. The application
runs on Amazon EC2 instances behind an Application Load Balancer (ALB) in each Region. The instances are in an
Amazon EC2 Auto Scaling group in each Region. The application uses an Amazon Route 53 hosted zone (or DNS. A
SysOps administrator needs to configure automatic failover to the secondary Region. 

What should the SysOps administrator do to meet these requirements? 

A. Configure Route 53 alias records that point to each ALB. Choose a failover routing policy. Set Evaluate Target Health
to Yes. 

B. Configure CNAME records that point to each ALB. Choose a failover routing policy. Set Evaluate Target Health to
Yes. 

C. Configure Elastic Load Balancing (ELB) health checks for the Auto Scaling group. Add a target group to the ALB in
the primary Region. Include the EC2 instances in the secondary Region as targets. 

D. Configure EC2 health checks for the Auto Scaling group. Add a target group to the ALB in the primary Region.
Include the EC2 instances in the secondary Region as targets. 

Correct Answer: A 

 

 

QUESTION 13

A company is using an Amazon Aurora MySQL DB cluster that has point-in-time recovery, backtracking, and automatic
backup enabled. A SysOps administrator needs to be able to roll back the DB cluster to a specific recovery point within
the previous 72 hours. Restores must be completed in the same production DB cluster. 

Which solution will meet these requirements? 

A. Create an Aurora Replica. Promote the replica to replace the primary DB instance. 

B. Create an AWS Lambda function to restore an automatic backup to the existing DB cluster. 

C. Use backtracking to rewind the existing DB cluster to the desired recovery point. 

D. Use point-in-time recovery to restore the existing DB cluster to the desired recovery point. 

Correct Answer: C 

Explanation: "The limit for a backtrack window is 72 hours.....Backtracking is only available for DB clusters that were
created with the Backtrack feature enabled....Backtracking "rewinds" the DB cluster to the time you specify.
Backtracking is not a replacement for backing up your DB cluster so that you can restore it to a point in time....You can
backtrack a DB cluster quickly. Restoring a DB cluster to a point in time launches a new DB cluster and restores it from
backup data or a DB cluster snapshot, which can take hours." 
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https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.Managi ng.Backtrack.html 

 

QUESTION 14

A company recently migrated its application to a VPC on AWS. An AWS Site-to-Site VPN connection connects the
company\\'s on-premises network to the VPC. The application retrieves customer data from another system that resides
on premises. The application uses an on-premises DNS server to resolve domain records. After the migration, the
application is not able to connect to the customer data because of name resolution errors. Which solution will give the
application the ability to resolve the internal domain names? 

A. Launch EC2 instances in the VPC. On the EC2 instances, deploy a custom DNS forwarder that forwards all DNS
requests to the on-premises DNS server. Create an Amazon Route 53 private hosted zone that uses the EC2 instances
for name servers. 

B. Create an Amazon Route 53 Resolver outbound endpoint. Configure the outbound endpoint to forward DNS queries
against the on-premises domain to the on-premises DNS server. 

C. Set up two AWS Direct Connect connections between the AWS environment and the on-premises network. Set up a
link aggregation group (LAG) that includes the two connections. Change the VPC resolver address to point to the on-
premises DNS server. 

D. Create an Amazon Route 53 public hosted zone for the on-premises domain. Configure the network ACLs to forward
DNS requests against the on-premises domain to the Route 53 public hosted zone. 

Correct Answer: B 

https://docs.aws.amazon.com/zh_tw/Route53/latest/DeveloperGuide/resolver-forwarding- outbound-queries.html 

 

QUESTION 15

A company is managing multiple AWS accounts in AWS Organizations. The company is reviewing internal security of its
AWS environment. The company\\'s security administrator has their own AWS account and wants to review the VPC
configuration of developer AWS accounts. 

Which solution will meet these requirements in the MOST secure manner? 

A. Create an IAM policy in each developer account that has read-only access related to VPC resources Assign the
policy to an IAM user. Share the user credentials with the security administrator. 

B. Create an IAM policy in each developer account that has administrator access to all Amazon EC2 actions, including
VPC actions. Assign the policy to an IAM user. Share the user credentials with the security administrator. 

C. Create an IAM policy in each developer account that has administrator access related to VPC resources. Assign the
policy to a cross-account IAM role. Ask the security administrator to assume the role from their account. 

D. Create an IAM policy in each developer account that has read-only access related to VPC resources Assign the
policy to a cross-account IAM role Ask the security administrator to assume the role from their account. 

Correct Answer: D 
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