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QUESTION 1

A server technician is examining reports of system instability on an email server. The technician reviews the notes from
a junior administrator and finds the following information: 

To determine the cause of the issue, which of the following actions should be taken FIRST? 

A. Review the system logs for errors. 

B. Swap the memory with a known-good pair. 

C. Restore the OS from a verified backup. 

D. Update the system with the latest chipset drivers. 

Correct Answer: A 

 

QUESTION 2

Which of the following access control methodologies can be described BEST as allowing a user the least access based
on the jobs the user needs to perform? 

A. Scope-based 

B. Role-based 

C. Location-based 

D. Rule-based 

Correct Answer: B 

 

QUESTION 3

A technician is trying to determine the reason why a Linux server is not communicating on a network. The returned
network configuration is as follows: 

eth0: flags=4163 mtu 1500 inet 127.0.0.1 network 255.255.0.0 broadcast 127.0.0.1 

Which of the following BEST describes what is happening? 

A. The server is configured to use DHCP on a network that has multiple scope options 

B. The server is configured to use DHCP, but the DHCP server is sending an incorrect subnet mask 
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C. The server is configured to use DHCP on a network that does not have a DHCP server 

D. The server is configured to use DHCP, but the DHCP server is sending an incorrect MTU setting 

Correct Answer: B 

 

QUESTION 4

HOTSPOT 

A systems administrator deployed a new web proxy server onto the network. The proxy server has two interfaces: the
first is connected to an internal corporate firewall, and the second is connected to an internet-facing firewall. Many users
at the company are reporting they are unable to access the Internet since the new proxy was introduced. Analyze the
network diagram and the proxy server\\'s host routing table to resolve the Internet connectivity issues. 

INSTRUCTIONS 

Perform the following steps: 

1.

 Click on the proxy server to display its routing table. 

2.

 Modify the appropriate route entries to resolve the Internet connectivity issue. 

If at any time you would like to bring back the initial state of the simulation, please click the Reset All button. 
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Correct Answer: 
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QUESTION 5

A server administrator is installing an OS on a new server. Company policy states no one is to log in directly to the
server. Which of the following Installation methods is BEST suited to meet the company policy? 

A. GUI 

B. Core 

C. Virtualized 
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D. Clone 

Correct Answer: B 

 

 

QUESTION 6

Network connectivity to a server was lost when it was pulled from the rack during maintenance. Which of the following
should the server administrator use to prevent this situation in the future? 

A. Cable management 

B. Rail kits 

C. A wireless connection 

D. A power distribution unit 

Correct Answer: A 

 

QUESTION 7

A systems administrator is trying to run a program on the server to query the database. When attempting to launch the
program, the screen flashes and the program closes. Which of the following should the technician do to get the program
to open correctly? (Choose two.) 

A. Launch the program running as the administrator. 

B. Check HIPS logs to see if the application is blocked. 

C. Log on to the server as the backup administrator. 

D. Log on to the server as the database administrator. 

E. Stop the database and restart the server. 

Correct Answer: AB 

 

QUESTION 8

When configuring networking on a VM, which of the following methods would allow multiple VMs to share the same host
IP address? 

A. Bridged 

B. NAT 

C. Host only 

D. vSwitch 
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Correct Answer: B 

Reference: https://www.virtualbox.org/manual/ch06.html 

 

QUESTION 9

A systems administrator is preparing to install two servers in a single rack. The administrator is concerned that having
both servers in one rack will increase the chance of power issues due to the increased load. Which of the following
should the administrator implement FIRST to address the issue? 

A. Separate circuits 

B. An uninterruptible power supply 

C. Increased PDU capacity 

D. Redundant power supplies 

Correct Answer: A 

 

 

QUESTION 10

A server technician was recently given a penetration testing report. The report states that VNC is running on server
192.168.1.25. Which of the following can the technician conclude about the statement? 

A. The default TCP port for VNC is 3389, and the penetration test is implying the system cannot be remotely accessed. 

B. The default TCP port for VNC is 3389, and the penetration test is implying the system can be remotely accessed. 

C. The default TCP port for VNC is 5900, and the penetration test is implying the system can be remotely accessed. 

D. The default TCP port for VNC is 5900, and the penetration test is implying the system cannot be remotely accessed. 

Correct Answer: C 

 

QUESTION 11

A technician is sizing a blade server that requires 220 VAC drawing 5 amps. Which of the following is the power
consumed in watts? 

A. 44 

B. 225 

C. 1100 

D. 2500 

Correct Answer: C 
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QUESTION 12

Which of the following BEST describes the concept of right to downgrade? 

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently installed software and
is returning to the previously used OS 

B. It allows a server to run on fewer resources than what is outlined in the minimum requirements document without
purchasing a license 

C. It allows for a previous version of an OS to be deployed in a test environment for each current license that is
purchased 

D. It allows a previous version of an OS to be installed and covered by the same license as the newer version 

Correct Answer: D 

 

 

QUESTION 13

A server administrator needs to harden a server by only allowing secure traffic and DNS inquiries. A port scan reports
the following ports are open: 

443 636 

Which of the following open ports should be closed to secure the server properly? (Choose two.) 

A. 21 

B. 22 

C. 23 

D. 53 

E. 443 

F. 636 

Correct Answer: AC 

 

 

QUESTION 14

A server administrator is creating a new server that will be used to house customer sales records. Which of the following
roles will MOST likely be installed on the server? 

A. Print 
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B. File 

C. Database 

D. Messaging 

Correct Answer: C 

 

QUESTION 15

A server technician is installing a Windows server OS on a physical server. The specifications for the installation call for
a 4TB data volume. To ensure the partition is available to the OS, the technician must verify the: 

A. hardware is UEFI compliant 

B. volume is formatted as GPT 

C. volume is formatted as MBR 

D. volume is spanned across multiple physical disk drives 

Correct Answer: B 
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