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QUESTION 1

You have a Microsoft 365 subscription and an Azure subscription. Microsoft 365 Defender and Microsoft Defender for
Cloud are enabled. 

The Azure subscription contains 50 virtual machines. Each virtual machine runs different applications on Windows
Server 2019. 

You need to recommend a solution to ensure that only authorized applications can run on the virtual machines. If an
unauthorized application attempts to run or be installed, the application must be blocked automatically until an
administrator 

authorizes the application. 

Which security control should you recommend? 

A. Azure Active Directory (Azure AD) Conditional Access App Control policies 

B. OAuth app policies in Microsoft Defender for Cloud Apps 

C. app protection policies in Microsoft Endpoint Manager 

D. application control policies in Microsoft Defender for Endpoint 

Correct Answer: B 

 

 

QUESTION 2

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your on-premises network contains an e-commerce web app that was developed in Angular and Node,js. The web app
uses a MongoDB database. You plan to migrate the web app to Azure. The solution architecture team proposes the
following architecture as an Azure landing zone. 

You need to provide recommendations to secure the connection between the web app and the database. The solution
must follow the Zero Trust model. 

Solution: You recommend implementing Azure Application Gateway with Azure Web Application Firewall (WAF). 

Does this meet the goal? 

A. Yes 
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B. No 

Correct Answer: B 

Instead use solution: You recommend creating private endpoints for the web app and the database layer. 

Note: 

How to Use Azure Private Endpoints to Restrict Public Access to WebApps. 

As an Azure administrator or architect, you are sometimes asked the question: “How can we safely deploy internal
business applications to Azure App Services?” 

These applications characteristically are: 

Not accessible from the public internet. 

Accessible from within the on-premises corporate network 

Accessible via an authorized VPN client from outside the corporate network. 

For such scenarios, we can use Azure Private Links, which enables private and secure access to Azure PaaS services
over Azure Private Endpoints, along with the Site-to-Site VPN, Point-to-Site VPN, or the Express Route. Azure Private 

Endpoint is a read-only network interface service associated with the Azure PAAS Services. It allows you to bring
deployed sites into your virtual network, limiting access to them at the network level. 

It uses one of the private IP addresses from your Azure VNet and associates it with the Azure App Services. These
services are called Private Link resources. They can be Azure Storage, Azure Cosmos DB, SQL, App Services Web
App, 

your own / partner owned services, Azure Backups, Event Grids, Azure Service Bus, or Azure Automations. 

Reference: https://www.varonis.com/blog/securing-access-azure-webapps 

 

QUESTION 3

HOTSPOT 

You have a Microsoft 365 E5 subscription and an Azure subscription. 

You need to evaluate the existing environment to increase the overall security posture for the following components: 

1. 

Windows 11 devices managed by Microsoft Intune 

2. 

Azure Storage accounts 

3. 

Azure virtual machines 
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What should you use to evaluate the components? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Microsoft 365 Defender 

The Microsoft 365 Defender portal emphasizes quick access to information, simpler layouts, and bringing related
information together for easier use. It includes Microsoft Defender for Endpoint. 

Microsoft Defender for Endpoint is an enterprise endpoint security platform designed to help enterprise networks
prevent, detect, investigate, and respond to advanced threats. 

You can integrate Microsoft Defender for Endpoint with Microsoft Intune as a Mobile Threat Defense solution.
Integration can help you prevent security breaches and limit the impact of breaches within an organization. 

Microsoft Defender for Endpoint works with devices that run: 

Android 

iOS/iPadOS 

Windows 10 

Windows 11 

Box 2: Microsoft Defender for Cloud 

SC-100 PDF Dumps | SC-100 Practice Test | SC-100 Exam Questions                              5 / 21

https://www.certbus.com/sc-100.html
https://www.certbus.com/sc-100.html
https://www.certbus.com/sc-100.html


https://www.certbus.com/sc-100.html
2023 Latest certbus SC-100 PDF and VCE dumps Download

Microsoft Defender for Cloud currently protects Azure Blobs, Azure Files and Azure Data Lake Storage Gen2 resources.
Microsoft Defender for SQL on Azure price applies to SQL servers on Azure SQL Database, Azure SQL Managed 

Instance and Azure Virtual Machines. 

Box 3: Microsoft 365 Compliance Center 

Azure Storage Security Assessment: Microsoft 365 Compliance Center monitors and recommends encryption for Azure
Storage, and within a few clicks customers can enable built-in encryption for their Azure Storage Accounts. 

Note: Microsoft 365 compliance is now called Microsoft Purview and the solutions within the compliance area have been
rebranded. 

Microsoft Purview can be setup to manage policies for one or more Azure Storage accounts. 

Reference: https://docs.microsoft.com/en-us/azure/purview/tutorial-data-owner-policies-storage 

https://docs.microsoft.com/en-us/microsoft-365/security/defender/microsoft-365-defender? 

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/microsoft-defender-endpoint 

https://azure.microsoft.com/en-gb/pricing/details/defender-for-cloud/ 

 

QUESTION 4

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription that has Microsoft Defender for Cloud enabled. 

You are evaluating the Azure Security Benchmark V3 report. 

In the Secure management ports controls, you discover that you have 0 out of a potential 8 points. 

You need to recommend configurations to increase the score of the Secure management ports controls. 

Solution: You recommend onboarding all virtual machines to Microsoft Defender for Endpoint. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Note: Secure management ports - Brute force attacks often target management ports. Use these recommendations to
reduce your exposure with tools like just-in-time VM access and network security groups. Recommendations: 

-Internet-facing virtual machines should be protected with network security groups 

-

Management ports of virtual machines should be protected with just-in-time network access control 
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-

Management ports should be closed on your virtual machines Reference: https://docs.microsoft.com/en-
us/azure/defender-for-cloud/secure-score-security-controls 

 

QUESTION 5

You need to recommend a solution to secure the MedicalHistory data in the ClaimsDetail table. The solution must meet
the Contoso developer requirements. What should you include in the recommendation? 

A. row-level security (RLS) 

B. Transparent Data Encryption (TDE) 

C. Always Encrypted 

D. data classification 

E. dynamic data masking 

Correct Answer: E 

Scenario: The Contoso developers must be prevented from viewing the data in a column named MedicalHistory in the
ClaimDetails table. 

Dynamic data masking (DDM) limits sensitive data exposure by masking it to non-privileged users. It can be used to
greatly simplify the design and coding of security in your application. 

Dynamic data masking helps prevent unauthorized access to sensitive data by enabling customers to specify how much
sensitive data to reveal with minimal impact on the application layer. DDM can be configured on designated database 

fields to hide sensitive data in the result sets of queries. With DDM, the data in the database isn\\'t changed. DDM is
easy to use with existing applications, since masking rules are applied in the query results. 

Incorrect: 

Not B: Transparent Data Encryption (TDE) encrypts the entire database, not specific columns. 

Reference: https://docs.microsoft.com/en-us/sql/relational-databases/security/dynamic-data-masking 

 

QUESTION 6

Your company has an Azure subscription that uses Azure Storage. 

The company plans to share specific blobs with vendors. 

You need to recommend a solution to provide the vendors with secure access to specific blobs without exposing the
blobs publicly. The access must be time-limited. 

What should you include in the recommendation? 

A. Configure private link connections. 
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B. Configure encryption by using customer-managed keys (CMKs). 

C. Share the connection string of the access key. 

D. Create shared access signatures (SAS). 

Correct Answer: D 

A shared access signature (SAS) provides secure delegated access to resources in your storage account. With a SAS,
you have granular control over how a client can access your data. For example: 

What resources the client may access. 

What permissions they have to those resources. 

How long the SAS is valid. 

Types of shared access signatures 

Azure Storage supports three types of shared access signatures: 

User delegation SAS 

Service SAS 

Account SAS 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview 

 

QUESTION 7

Your company is developing a new Azure App Service web app. 

You are providing design assistance to verify the security of the web app. 

You need to recommend a solution to test the web app for vulnerabilities such as insecure server configurations, cross-
site scripting (XSS), and SQL injection. 

What should you include in the recommendation? 

A. dynamic application security testing (DAST) 

B. static application security testing (SAST) 

C. interactive application security testing (IAST) 

D. runtime application self-protection (RASP) 

Correct Answer: A 

Dynamic application security testing (DAST) is a process of testing an application in an operating state to find security
vulnerabilities. DAST tools analyze programs while they are executing to find security vulnerabilities such as memory 

corruption, insecure server configuration, cross-site scripting, user privilege issues, SQL injection, and other critical
security concerns. 
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Incorrect: 

Not B: SAST tools analyze source code or compiled versions of code when the code is not executing in order to find
security flaws. 

Not C: IAST (interactive application security testing) analyzes code for security vulnerabilities while the app is run by an
automated test, human tester, or any activity “interacting” with the application functionality. 

IAST works inside the application, which makes it different from both static analysis (SAST) and dynamic analysis
(DAST). This type of testing also doesn\\'t test the entire application or codebase, but only whatever is exercised by the 

functional test. 

Not D: Runtime Application Self Protection (RASP) is a security solution designed to provide personalized protection to
applications. It takes advantage of insight into an application\\'s internal data and state to enable it to identify threats at 

runtime that may have otherwise been overlooked by other security solutions. 

RASP\\'s focused monitoring makes it capable of detecting a wide range of threats, including zero-day attacks. Since
RASP has insight into the internals of an application, it can detect behavioral changes that may have been caused by a
novel 

attack. This enables it to respond to even zero-day attacks based upon how they affect the target application. 

Reference: https://docs.microsoft.com/en-us/azure/security/develop/secure-develop 

 

QUESTION 8

Your company has an on-premises network, an Azure subscription, and a Microsoft 365 E5 subscription. The company
uses the following devices: 

1. 

Computers that run either Windows 10 or Windows 11 

2. 

Tablets and phones that run either Android or iOS 

You need to recommend a solution to classify and encrypt sensitive Microsoft Office 365 data regardless of where the
data is stored. 

What should you include in the recommendation? 

A. eDiscovery 

B. Microsoft Information Protection 

C. Compliance Manager 

D. retention policies 

Correct Answer: B 

Protect your sensitive data with Microsoft Purview. 
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Implement capabilities from Microsoft Purview Information Protection (formerly Microsoft Information Protection) to help
you discover, classify, and protect sensitive information wherever it lives or travels. 

Note: You can use Microsoft Information Protection: Microsoft Purview for Auditing and Analytics in Outlook for iOS,
Android, and Mac (DoD). 

Incorrect: 

Not A: Electronic discovery, or eDiscovery, is the process of identifying and delivering electronic information that can be
used as evidence in legal cases. You can use eDiscovery tools in Microsoft Purview to search for content in Exchange 

Online, OneDrive for Business, SharePoint Online, Microsoft Teams, Microsoft 365 Groups, and Yammer teams. You
can search mailboxes and sites in the same eDiscovery search, and then export the search results. You can use
Microsoft 

Purview eDiscovery (Standard) cases to identify, hold, and export content found in mailboxes and sites. If your
organization has an Office 365 E5 or Microsoft 365 E5 subscription (or related E5 add-on subscriptions), you can further
manage 

custodians and analyze content by using the feature-rich Microsoft Purview eDiscovery (Premium) solution in Microsoft
365. 

Not C: What does compliance Manager do? 

Compliance managers ensure that a business, its employees and its projects comply with all relevant regulations and
specifications. This could include health and safety, environmental, legal or quality standards, as well as any ethical
policies 

the company may have. 

Not D: A retention policy (also called a \\'schedule\\') is a key part of the lifecycle of a record. It describes how long a
business needs to keep a piece of information (record), where it\\'s stored and how to dispose of the record when its
time. 

Reference: https://docs.microsoft.com/en-us/microsoft-365/compliance/information-protection 

https://docs.microsoft.com/en-us/microsoft-365/compliance/ediscovery?view=o365-worldwide 

 

QUESTION 9

HOTSPOT 

You need to recommend a solution to meet the AWS requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: Microsoft Defender for servers 
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Scenario: Notify security administrators at Fabrikam if any AWS EC2 instances are noncompliant with secure score
recommendations. 

Defender for Servers is one of the enhanced security features available in Microsoft Defender for Cloud. You can use it
to add threat detection and advanced defenses to your Windows and Linux machines that exist in hybrid and multicloud 

environments. 

Available Defender for Server plans 

Defender for Servers offers you a choice between two paid plans. 

Both include automatic onboarding for resources in Azure, AWS, GCP. 

Plan 1 includes the following benefits: 

Automatic onboarding for resources in Azure, AWS, GCP 

Microsoft threat and vulnerability management 

Flexibility to use Microsoft Defender for Cloud or Microsoft 365 Defender portal 

A Microsoft Defender for Endpoint subscription that includes access to alerts, software inventory, Vulnerability
Assessment and an automatic integration with Microsoft Defender for Cloud. 

Plan 2 includes everything in Plan 1 plus some additional benefits. 

Box 2: Microsoft Sentinel 
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Scenario: AWS Requirements 

Fabrikam identifies the following security requirements for the data hosted in ContosoAWS1: 

Ensure that the security administrators can query AWS service logs directly from the Azure environment. 

Use the Amazon Web Services (AWS) connectors to pull AWS service logs into Microsoft Sentinel. 

Note: These connectors work by granting Microsoft Sentinel access to your AWS resource logs. Setting up the
connector establishes a trust relationship between Amazon Web Services and Microsoft Sentinel. This is accomplished
on AWS 

by creating a role that gives permission to Microsoft Sentinel to access your AWS logs. 

Reference: https://docs.microsoft.com/en-us/azure/defender-for-cloud/defender-for-servers-introduction 

https://docs.microsoft.com/en-us/azure/defender-for-cloud/recommendations-reference-aws 

https://docs.microsoft.com/en-us/azure/sentinel/connect-aws 

 

QUESTION 10

Your company has an Azure subscription that uses Microsoft Defender for Cloud. 

The company signs a contract with the United States government. 

You need to review the current subscription for NIST 800-53 compliance. 

What should you do first? 

A. From Microsoft Sentinel, configure the Microsoft Defender for Cloud data connector. 

B. From Microsoft Defender for Cloud Apps, create an access policy for cloud applications. 

C. From Defender for Cloud, enable Defender for Cloud plans. 

D. From Defender for Cloud, add a regulatory compliance standard. 

Correct Answer: D 

How are regulatory compliance standards represented in Defender for Cloud? 

Industry standards, regulatory standards, and benchmarks are represented in Defender for Cloud\\'s regulatory
compliance dashboard. Each standard is an initiative defined in Azure Policy. 

Reference: https://learn.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages 

 

QUESTION 11

HOTSPOT 

You have an Azure subscription and an on-premises datacenter. The datacenter contains 100 servers that run Windows
Server. All the servers are backed up to a Recovery Services vault by using Azure Backup and the Microsoft Azure
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Recovery Services (MARS) agent. 

You need to design a recovery solution for ransomware attacks that encrypt the on-premises servers. The solution must
follow Microsoft Security Best Practices and protect against the following risks: 

1. 

A compromised administrator account used to delete the backups from Azure Backup before encrypting the servers 

2. 

A compromised administrator account used to disable the backups on the MARS agent before encrypting the servers 

What should you use for each risk? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Soft delete of backups 

How to block intentional or unintentional deletion of backup data? 

Enable Soft delete is enabled to protect backups from accidental or malicious deletes. 

Soft delete is a useful feature that helps you deal with data loss. Soft delete retains backup data for 14 days, allowing
the recovery of that backup item before it\\'s permanently lost. 

Box 2: Multi-user authorization by using Resource Guard 

Ensure Multi-user authorization (MUA) is enabled for an additional layer of protection. 

MUA for Azure Backup uses a new resource called Resource Guard to ensure critical operations, such as disabling soft
delete, stopping and deleting backups, or reducing retention of backup policies, are performed only with applicable 

authorization. 

Reference: https://learn.microsoft.com/en-us/azure/backup/protect-backups-from-ransomware-faq 

 

QUESTION 12

You need to recommend a solution to meet the security requirements for the InfraSec group. What should you use to
delegate the access? 

A. a subscription 

B. a custom role-based access control (RBAC) role 

C. a resource group 

D. a management group 

Correct Answer: B 
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Scenario: Requirements. Security Requirements include: 

Only members of a group named InfraSec must be allowed to configure network security groups (NSGs) and instances
of Azure Firewall, WAF, and Front Door in Sub1. 

If the Azure built-in roles don\\'t meet the specific needs of your organization, you can create your own custom roles.
Just like built-in roles, you can assign custom roles to users, groups, and service principals at management group (in
preview 

only), subscription, and resource group scopes. 

Incorrect: 

Not D: Management groups are useful when you have multiple subscriptions. This is not what is addressed in this
question. 

Scenario: Fabrikam has a single Azure subscription named Sub1. 

Note: If your organization has many Azure subscriptions, you may need a way to efficiently manage access, policies,
and compliance for those subscriptions. Management groups provide a governance scope above subscriptions. You 

organize subscriptions into management groups the governance conditions you apply cascade by inheritance to all
associated subscriptions. 

Management groups give you enterprise-grade management at scale no matter what type of subscriptions you might
have. However, all subscriptions within a single management group must trust the same Azure Active Directory (Azure
AD) tenant. 

Reference: https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles 

 

QUESTION 13

Your company plans to move all on-premises virtual machines to Azure. A network engineer proposes the Azure virtual
network design shown in the following table. 

You need to recommend an Azure Bastion deployment to provide secure remote access to all the virtual machines. 

Based on the virtual network design, how many Azure Bastion subnets are required? 

A. 1 

B. 2 
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C. 3 

D. 4 

E. 5 

Correct Answer: C 

The peering network Hub VNet, VNet1 and VNet2 requires one Bastion. 

VNet3 also requires one Bastion. 

Finally, VNet3 also requires one Bastion. 

Note: 

VNet peering 

Can I still deploy multiple Bastion hosts across peered virtual networks? 

Yes. By default, a user sees the Bastion host that is deployed in the same virtual network in which VM resides.
However, in the Connect menu, a user can see multiple Bastion hosts detected across peered networks. They can
select the 

Bastion host that they prefer to use to connect to the VM deployed in the virtual network. 

Make sure that you have set up an Azure Bastion host for the virtual network in which the virtual machine scale set
resides. 

Azure Bastion requires a dedicated subnet: AzureBastionSubnet. You must create this subnet in the same virtual
network that you want to deploy Azure Bastion to. 

Can I deploy multiple Azure resources in my Azure Bastion subnet? 

No. The Azure Bastion subnet (AzureBastionSubnet) is reserved only for the deployment of your Azure Bastion
resource. 

Reference: https://docs.microsoft.com/en-us/azure/bastion/configuration-settings#subnet 

https://docs.microsoft.com/en-us/azure/bastion/bastion-connect-vm-scale-set 

https://docs.microsoft.com/en-us/azure/bastion/bastion-faq 

 

QUESTION 14

Your company is moving a big data solution to Azure. 

The company plans to use the following storage workloads: 

1. 

Azure Storage blob containers 

2. 
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Azure Data Lake Storage Gen2 

3. 

Azure Storage file shares 

4. 

Azure Disk Storage 

Which two storage workloads support authentication by using Azure AD? Each correct answer presents a complete
solution. 

NOTE: Each correct selection is worth one point. 

A. Azure Storage file shares 

B. Azure Disk Storage 

C. Azure Storage blob containers 

D. Azure Data Lake Storage Gen2 

Correct Answer: CD 

C: Azure Storage supports using Azure Active Directory (Azure AD) to authorize requests to blob data. With Azure AD,
you can use Azure role-based access control (Azure RBAC) to grant permissions to a security principal, which may be a
user, group, or application service principal. The security principal is authenticated by Azure AD to return an OAuth 2.0
token. The token can then be used to authorize a request against the Blob service. 

You can scope access to Azure blob resources at the following levels, beginning with the narrowest scope: 

*

 An individual container. At this scope, a role assignment applies to all of the blobs in the container, as well as container
properties and metadata. 

*

 The storage account. 

*

 The resource group. 

*

 The subscription. 

*

 A management group. 

D: You can securely access data in an Azure Data Lake Storage Gen2 (ADLS Gen2) account using OAuth 2.0 with an
Azure Active Directory (Azure AD) application service principal for authentication. Using a service principal for
authentication provides two options for accessing data in your storage account: 
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A mount point to a specific file or path 

Direct access to data 

Incorrect: 

Not A: To enable AD DS authentication over SMB for Azure file shares, you need to register your storage account with
AD DS and then set the required domain properties on the storage account. To register your storage account with AD
DS, 

create an account representing it in your AD DS. 

Reference: https://docs.microsoft.com/en-us/azure/storage/blobs/authorize-access-azure-active-directory
https://docs.microsoft.com/en-us/azure/databricks/data/data-sources/azure/adls-gen2/azure-datalake-gen2-sp-access 

 

QUESTION 15

Your company develops several applications that are accessed as custom enterprise applications in Azure AD. 

You need to recommend a solution to prevent users on a specific list of countries from connecting to the applications. 

What should you include in the recommendation? 

A. activity policies in Microsoft Defender for Cloud Apps 

B. sign-in risk policies in Azure AD Identity Protection 

C. Azure AD Conditional Access policies 

D. device compliance policies in Microsoft Endpoint Manager 

E. user risk policies in Azure AD Identity Protection 

Correct Answer: A 

Microsoft Defender for Cloud Apps Activity policies. 

Activity policies allow you to enforce a wide range of automated processes using the app provider\\'s APIs. These
policies enable you to monitor specific activities carried out by various users, or follow unexpectedly high rates of one
certain 

type of activity. 

After you set an activity detection policy, it starts to generate alerts - alerts are only generated on activities that occur
after you create the policy. 

Each policy is composed of the following parts: 

Activity filters – Enable you to create granular conditions based on metadata. 

Activity match parameters – Enable you to set a threshold for the number of times an activity repeats to be considered
to match the policy. 

Actions – The policy provides a set of governance actions that can be automatically applied when violations are
detected. 
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Incorrect: 

Not C: Azure AD Conditional Access policies applies to users, not to applications. 

Note: Blocking user logins by location can be an added layer of security to your environment. The following process will
use Azure Active Directory conditional access to block access based on geographical location. For example, you are 

positive that nobody in your organization should be trying to login to select cloud applications from specific countries. 

Reference: https://docs.microsoft.com/en-us/defender-cloud-apps/user-activity-policies 

https://cloudcompanyapps.com/2019/04/18/block-users-by-location-in-azure-o365/ 
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