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QUESTION 1

A company is storing sensitive user information in an Amazon S3 bucket The company wants to provide secure access
to this bucket from the application tier running on Ama2on EC2 instances inside a VPC. 

Which combination of steps should a solutions architect take to accomplish this? (Select TWO.) 

A. Configure a VPC gateway endpoint for Amazon S3 within the VPC 

B. Create a bucket policy to make the objects to the S3 bucket public 

C. Create a bucket policy that limits access to only the application tier running in the VPC 

D. Create an IAM user with an S3 access policy and copy the IAM credentials to the EC2 instance 

E. Create a NAT instance and have the EC2 instances use the NAT instance to access the S3 bucket 

Correct Answer: AC 

https://aws.amazon.com/premiumsupport/knowledge-center/s3-private-connection-no-authentication/ 

 

QUESTION 2

A company has a web application hosted over 10 Amazon EC2 instances with traffic directed by Amazon Route 53. The
company occasionally experiences a timeout error when attempting to browse the application. The networking team
finds that some DNS queries return IP addresses of unhealthy instances, resulting in the timeout error. What should a
solutions architect implement to overcome these timeout errors? 

A. Create a Route 53 simple routing policy record for each EC2 instance. Associate a health check with each record. 

B. Create a Route 53 failover routing policy record for each EC2 instance. Associate a health check with each record. 

C. Create an Amazon CloudFront distribution with EC2 instances as its origin. Associate a health check with the EC2
instances. 

D. Create an Application Load Balancer (ALB) with a health check in front of the EC2 instances. Route to the ALB from
Route 53. 

Correct Answer: D 

An Application Load Balancer (ALB) allows you to distribute incoming traffic across multiple backend instances, and can
automatically route traffic to healthy instances while removing traffic from unhealthy instances. By using an ALB in front
of the EC2 instances and routing traffic to it from Route 53, the load balancer can perform health checks on the
instances and only route traffic to healthy instances, which should help to reduce or eliminate timeout errors caused by
unhealthy instances. 

 

QUESTION 3

A company recently migrated to AWS and wants to implement a solution to protect the traffic that flows in and out of the
production VPC. The company had an inspection server in its on-premises data center. The inspection server performed
specific operations such as traffic flow inspection and traffic filtering. The company wants to have the same
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functionalities in the AWS Cloud. 

Which solution will meet these requirements? 

A. Use Amazon GuardDuty for traffic inspection and traffic filtering in the production VPC 

B. Use Traffic Mirroring to mirror traffic from the production VPC for traffic inspection and filtering. 

C. Use AWS Network Firewall to create the required rules for traffic inspection and traffic filtering for the production
VPC. 

D. Use AWS Firewall Manager to create the required rules for traffic inspection and traffic filtering for the production
VPC. 

Correct Answer: C 

AWS Network Firewall supports both inspection and filtering as required 

 

QUESTION 4

An IAM user made several configuration changes to AWS resources m their company\\'s account during a production
deployment last week. A solutions architect learned that a couple of security group rules are not configured as desired.
The solutions architect wants to confirm which IAM user was responsible for making changes. 

Which service should the solutions architect use to find the desired information? 

A. Amazon GuardDuty 

B. Amazon Inspector 

C. AWS CloudTrail 

D. AWS Config 

Correct Answer: C 

 

 

QUESTION 5

A company has deployed a database in Amazon RDS for MySQL. Due to increased transactions, the database support
team is reporting slow reads against the DB instance and recommends adding a read replica. 

Which combination of actions should a solutions architect take before implementing this change? (Choose two.) 

A. Enable binlog replication on the RDS primary node. 

B. Choose a failover priority for the source DB instance. 

C. Allow long-running transactions to complete on the source DB instance. 

D. Create a global table and specify the AWS Regions where the table will be available. 
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E. Enable automatic backups on the source instance by setting the backup retention period to a value other than 0. 

Correct Answer: CE 

"An active, long-running transaction can slow the process of creating the read replica. We recommend that you wait for
long-running transactions to complete before creating a read replica. If you create multiple read replicas in parallel from
the same source DB instance, Amazon RDS takes only one snapshot at the start of the first create action. When
creating a read replica, there are a few things to consider. First, you must enable automatic backups on the source DB
instance by setting the backup retention period to a value other than 0. This requirement also applies to a read replica
that is the source DB instance for another read replica"
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html 

 

QUESTION 6

A company has applications that run on Amazon EC2 instances in a VPC. One of the applications needs to call the
Amazon S3 API to store and read objects. According to the company\\'s security regulations, no traffic from the
applications is allowed to travel across the internet. 

Which solution will meet these requirements? 

A. Configure an S3 interface endpoint. 

B. Configure an S3 gateway endpoint. 

C. Create an S3 bucket in a private subnet. 

D. Create an S3 bucket in the same Region as the EC2 instance. 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html#types-of-vpc-endpoints-
for-s3 https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-s3.html 

 

QUESTION 7

A company deploys an appliation on five Amazon EC2 instances. An Applicatin Load Balancer (ALB) distributes traffic
to the instances by using a target group. The average CPU usage on each of the insatances is below 10% most of the
time. With occasional surges to 65%. 

A solution architect needs to implement a solution to automate the scalability of the application. The solution must
optimize the cost of the architecture and must ensure that the application has enough CPU resources when surges
occur. 

Which solution will meet these requirements? 

A. Create an Amazon CloudWatch alarm that enters the ALARM state when the CPUUtilization metric is less than 20%.
Create an AWS Lambda function that the CloudWatch alarm invokes to terminate one of the EC2 instances in the ALB
target group. 

B. Create an EC2 Auto Scaling. Select the exisiting ALB as the load balancer and the existing target group as the target
group. Set a target tracking scaling policy that is based on the ASGAverageCPUUtilization metric. Set the minimum
instances to 2, the desired capacity to 3, the desired capacity to 3, the maximum instances to 6, and the target value to
50%. And the EC2 instances to the Auto Scaling group. 
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C. Create an EC2 Auto Scaling. Select the exisiting ALB as the load balancer and the existing target group. Set the
minimum instances to 2, the desired capacity to 3, and the maximum instances to 6 Add the EC2 instances to the
Scaling group. 

D. Create two Amazon CloudWatch alarms. Configure the first CloudWatch alarm to enter the ALARM satet when the
average CPUTUilization metric is below 20%. Configure the seconnd CloudWatch alarm to enter the ALARM state when
the average CPUUtilization metric is aboove 50%. Configure the alarms to publish to an Amazon Simple Notification
Service (Amazon SNS) topic to send an email message. After receiving the message, log in to decrease or increase the
number of EC2 instances that are running 

Correct Answer: B 

 

QUESTION 8

A security team wants to limit access to specific services or actions in all of the team\\'s AWS accounts. All accounts
belong to a large organization in AWS Organizations. The solution must be scalable and there must be a single point
where permissions can be maintained. 

What should a solutions architect do to accomplish this? 

A. Create an ACL to provide access to the services or actions. 

B. Create a security group to allow accounts and attach it to user groups. 

C. Create cross-account roles in each account to deny access to the services or actions. 

D. Create a service control policy in the root organizational unit to deny access to the services or actions. 

Correct Answer: D 

Service control policies (SCPs) are one type of policy that you can use to manage your organization. SCPs offer central
control over the maximum available permissions for all accounts in your organization, allowing you to ensure your
accounts stay within your organization\\'s access control guidelines. See
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scp.ht ml. 

 

QUESTION 9

A company collects temperature, humidity, and atmospheric pressure data in cities across multiple continents. The
average volume of data collected per site each day is 500 GB. Each site has a high-speed internet connection. The
company\\'s weather forecasting applications are based in a single Region and analyze the data daily. 

What is the FASTEST way to aggregate data from all of these global sites? 

A. Enable Amazon S3 Transfer Acceleration on the destination bucket. Use multipart uploads to directly upload site data
to the destination bucket. 

B. Upload site data to an Amazon S3 bucket in the closest AWS Region. Use S3 cross-Region replication to copy
objects to the destination bucket. 

C. Schedule AWS Snowball jobs daily to transfer data to the closest AWS Region. Use S3 cross-Region replication to
copy objects to the destination bucket. 

D. Upload the data to an Amazon EC2 instance in the closest Region. Store the data in an Amazon Elastic Block Store
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(Amazon EBS) volume. Once a day take an EBS snapshot and copy it to the centralized Region. Restore the EBS
volume in the centralized Region and run an analysis on the data daily. 

Correct Answer: A 

You might want to use Transfer Acceleration on a bucket for various reasons, including the following: 

You have customers that upload to a centralized bucket from all over the world. 

You transfer gigabytes to terabytes of data on a regular basis across continents. 

You are unable to utilize all of your available bandwidth over the Internet when uploading to Amazon S3. 

https://docs.aws.amazon.com/AmazonS3/latest/dev/transfer-acceleration.html 

https://aws.amazon.com/s3/transfer-
acceleration/#:~:text=S3%20Transfer%20Acceleration%20(S3TA)%20reduces,to%20S3%
20for%20remote%20applications: 

"Amazon S3 Transfer Acceleration can speed up content transfers to and from Amazon S3 by as much as 50-500% for
long-distance transfer of larger objects. Customers who have either web or mobile applications with widespread users
or 

applications hosted far away from their S3 bucket can experience long and variable upload and download speeds over
the Internet" 

https://docs.aws.amazon.com/AmazonS3/latest/userguide/mpuoverview.html 

"Improved throughput-You can upload parts in parallel to improve throughput." 

 

QUESTION 10

An ecommerce company has an order-processing application that uses Amazon API Gateway and an AWS Lambda
function. The application stores data in an Amazon Aurora PostgreSQL database. During a recent sales event, a
sudden surge in customer orders occurred. Some customers experienced timeouts and the application did not process
the orders of those customers A solutions architect determined that the CPU utilization and memory utilization were high
on the database because of a large number of open connections The solutions architect needs to prevent the timeout
errors while making the least possible changes to the application. 

Which solution will meet these requirements? 

A. Configure provisioned concurrency for the Lambda function Modify the database to be a global database in multiple
AWS Regions 

B. Use Amazon RDS Proxy to create a proxy for the database Modify the Lambda function to use the RDS Proxy
endpoint instead of the database endpoint 

C. Create a read replica for the database in a different AWS Region Use query string parameters in API Gateway to
route traffic to the read replica 

D. Migrate the data from Aurora PostgreSQL to Amazon DynamoDB by using AWS Database Migration Service (AWS
DMS| Modify the Lambda function to use the OynamoDB table 

Correct Answer: D 
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QUESTION 11

A company wants to run a gaming application on Amazon EC2 instances that are part of an Auto Scaling group in the
AWS Cloud. The application will transmit data by using UDP packets. The company wants to ensure that the application
can scale out and in as traffic increases and decreases. 

What should a solutions architect do to meet these requirements? 

A. Attach a Network Load Balancer to the Auto Scaling group 

B. Attach an Application Load Balancer to the Auto Scaling group. 

C. Deploy an Amazon Route 53 record set with a weighted policy to route traffic appropriately 

D. Deploy a NAT instance that is configured with port forwarding to the EC2 instances in the Auto Scaling group. 

Correct Answer: A 

 

 

QUESTION 12

A hospital wants to create digital copies for its large collection of historical written records. The hospital will continue to
add hundreds of new documents each day. The hospital\\'s data team will scan the documents and will upload the
documents to the AWS Cloud. 

A solutions architect must implement a solution to analyze the documents, extract the medical information, and store the
documents so that an application can run SQL queries on the data. The solution must maximize scalability and
operational efficiency. 

Which combination of steps should the solutions architect take to meet these requirements? (Select TWO.) 

A. Write the document information to an Amazon EC2 instance that runs a MySQL database. 

B. Write the document information to an Amazon S3 bucket. Use Amazon Athena to query the data. 

C. Create an Auto Scaling group of Amazon EC2 instances to run a custom application that processes the scanned files
and extracts the medical information. 

D. Create an AWS Lambda function that runs when new documents are uploaded. Use Amazon Rekognition to convert
the documents to raw text. Use Amazon Transcribe Medical to detect and extract relevant medical information from the
text. 

E. Create an AWS Lambda function that runs when new documents are uploaded. Use Amazon Textract to convert the
documents to raw text. Use Amazon Comprehend Medical to detect and extract relevant medical information from the
text. 

Correct Answer: DE 

 

QUESTION 13
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A company provides an online service for posting video content and transcoding it for use by any mobile platform. The
application architecture uses Amazon Elastic File System (Amazon EFS) Standard to collect and store the videos so
that multiple Amazon EC2 Linux instances can access the video content for processing As the popularity of the service
has grown over time, the storage costs have become too expensive. 

Which storage solution is MOST cost-effective? 

A. Use AWS Storage Gateway for files to store and process the video content 

B. Use AWS Storage Gateway for volumes to store and process the video content 

C. Use Amazon EFS for storing the video content Once processing is complete transfer the files to Amazon Elastic
Block Store (Amazon EBS) 

D. Use Amazon S3 for storing the video content Move the files temporarily over to an Amazon Elastic Block Store
(Amazon EBS) volume attached to the server for processing 

Correct Answer: D 

 

QUESTION 14

A company has a highly dynamic batch processing job that uses many Amazon EC2 instances to complete it. The job is
stateless in nature, can be started and stopped at any given time with no negative impact, and typically takes upwards
of 60 minutes total to complete. The company has asked a solutions architect to design a scalable and cost-effective
solution that meets the requirements of the job. 

What should the solutions architect recommend? 

A. Implement EC2 Spot Instances 

B. Purchase EC2 Reserved Instances 

C. Implement EC2 On-Demand Instances 

D. Implement the processing on AWS Lambda 

Correct Answer: A  

 

QUESTION 15

A company stores confidential data in an Amazon Aurora PostgreSQL database in the ap-southeast-3 Region The
database is encrypted with an AWS Key Management Service (AWS KMS) customer managed key The company was 

recently acquired and must securely share a backup of the database with the acquiring company\\'s AWS account in ap-
southeast-3. 

What should a solutions architect do to meet these requirements? 

A. Create a database snapshot Copy the snapshot to a new unencrypted snapshot Share the new snapshot with the
acquiring company\\'s AWS account 

B. Create a database snapshot Add the acquiring company\\'s AWS account to the KMS key policy Share the snapshot
with the acquiring company\\'s AWS account 
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C. Create a database snapshot that uses a different AWS managed KMS key Add the acquiring company\\'s AWS
account to the KMS key alias. Share the snapshot with the acquiring company\\'s AWS account. 

D. Create a database snapshot Download the database snapshot Upload the database snapshot to an Amazon S3
bucket Update the S3 bucket policy to allow access from the acquiring company\\'s AWS account 

Correct Answer: A 
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