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QUESTION 1

A company wants to provide users with access lo AWS resources. The company has 1.500 users and manages their
access to on-premises resources through Active Directory user groups on the corporate network However, the company
does not want users to have to maintain another identity to access the resources A solutions architect must manage
user access to the AWS resources while preserving access to the on-premises resources 

What should the solutions architect do to meet these requirements? 

A. Create an IAM user for each user in the company Attach the appropriate policies to each user 

B. Use Amazon Cognito with an Active Directory user pool Create rotes with the appropriate policies attached 

C. Define cross-account roles with the appropriate policies attached Map the roles to the Active Directory groups 

D. Configure Security Assertion Markup Language (SAML) 2 0-based federation Create roles with the appropriate
policies attached Map the roles to the Active Directory groups 

Correct Answer: D 

 

 

QUESTION 2

A company is building a new dynamic ordering website. The company wants to minimize server maintenance and
patching. The website must be highly available and must scale read and write capacity as quickly as possible to meet
changes in user demand. 

A. Host static content in Amazon S3. Host dynamic content by using Amazon API Gateway and AWS Lambda. Use
Amazon DynamoDB with on-demand capacity for the database Configure Amazon CloudFront to deliver the website
content. 

B. Host static content in Amazon S3. Host dynamic content by using Amazon API Gateway and AWS Lambda. Use
Amazon Aurora with Aurora Auto Scaling for the database Configure Amazon CloudFront to deliver the website
content. 

C. Host all the website content on Amazon EC2 instances. Create an Auto Scaling group to scale the EC2 instances.
Use an Application Load Balancer to distribute traffic Use Amazon DynamoDB with provisioned write capacity for the
database. 

D. Host all the website content on Amzon EC2 instances. Create an Auto Scaling group to scale the EC2 instances Use
an Application Load Balancer to distribute traffic Use Amazon Aurora with Aurora Auto Scaling for the database. 

Correct Answer: A 

 

 

QUESTION 3

A company is automating an order management application. The company\\'s development team has decided to use
SFTP to transfer and store the business-critical information files The files must be encrypted and must be highly
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available. The files also must be automatically deleted a month after they are created. 

Which solution meets these requirements with the LEAST operational overhead? 

A. Configure an Amazon S3 bucket with encryption enabled. Use AWS transfer for SFTP to securely transfer the files to
the S3 bucket Apply an AWS Transfer for SFTP file retention policy to delete the files after a month 

B. Install an SFTP service on an Amazon EC2 instance Mount an Amazon Elastic File System (Amazon EFS) file share
on the EC2 instance. Enable cron to delete the files after a month 

C. Configure an Amazon Elastic File System (Amazon EFS) file system with encryption enabled. Use AWS Transfer for
SFTP to securely transfer the files to the EFS file system. Apply an EFS lifecycle policy to automatically delete the files
after a month. 

D. Configure an Amazon S3 bucket with encryption enabled. Use AWS Transfer for SFTP to securely transfer the files
to the S3 bucket. Apply S3 Lifecycle rules to automatically delete the files after a month. 

Correct Answer: D 

 

 

QUESTION 4

A company has an application in which users create a large number of files The company plans to migrate the
application from its on-premises data center to AWS Currently, the application uploads the files to a shared storage
system A separate fleet of servers then processes the files Access to the files is controlled through Linux file system
permissions 

The company needs to migrate the fleet of servers to Amazon EC2 instances The company must maximize storage
scalability and durability without changing the code of the existing application Which solution will meet these
requirements? 

A. Migrate the files to an Amazon S3 bucket Mount the S3 bucket on the EC2 instances 

B. Migrate the files to a set of Amazon EC2 instance store volumes Mount the instance store volumes on the EC2
instances 

C. Migrate the files to a set of Amazon Elastic Block Store (Amazon EBS) volumes Mount the EBS volumes on the EC2
instances 

D. Migrate the files to an Amazon Elastic File System (Amazon EFS) file system Mount the EFS file system on the EC2
instances 

Correct Answer: D 

 

QUESTION 5

A company hosts an application on multiple Amazon EC2 instances The application processes messages from an
Amazon SQS queue writes to an Amazon RDS table and deletes the message from the queue Occasional duplicate
records are found in the RDS table The SQS queue does not contain any duplicate messages What should a solutions
archived do to ensure messages are being processed once only? 

A. Use the CreateQueue API call to create a new queue 
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B. Use the AddPermission API call to add appropriate permissions 

C. Use the ReceiveMessage API call to set an appropriate wait time. 

D. Use the ChangeMessageVisibility API call to increase the visibility timeout 

Correct Answer: D 

 

QUESTION 6

A solutions architect creates a VPC that includes two public subnets and two private subnets A corporate security
mandate requires the solutions architect to launch all Amazon EC2 instances in a private subnet However when the
solutions architect launches an EC2 instance that runs a web server on ports 80 and 443 in a private subnet, no
external internet traffic can connect to the server. 

What should the solutions architect do to resolve this issue? 

A. Attach the EC2 instance to an Auto Scaling group in a private subnet Ensure that the DNS record for the website
resolves to the Auto Scaling group identifier 

B. Provision an internet-facing Application Load Balancer (ALB) in a public subnet Add the EC2 instance to the target
group that is associated with the ALB Ensure that the DNS record for the website resolves to the ALB 

C. Launch a NAT gateway in a private subnet Update the route table for the private subnets to add a default route to the
NAT gateway Attach a public Elastic IP address to the NAT gateway 

D. Ensure that the security group that is attached to the EC2 instance allows HTTP traffic on port 80 and HTTPS traffic
on port 443 Ensure that the DNS record for the website resolves to the public IP address of the EC2 instance 

Correct Answer: A 

 

QUESTION 7

A solutions architect is designing a new workload in which an AWS Lambda function will access an Amazon DynamoDB
table. What is the MOST secure means of granting the Lambda function access tothe DynamoDB labia? 

A. Create an IAM role with the necessary permissions to access the DynamoDB table Assign the role to the Lambda
function. 

B. Create a DynamoDB user name and password and give them to the developer to use in the Lambda function. 

C. Create an IAM user, and create access and secret keys for the user. Give the user the necessary permissions to
access the DynarnoOB table. Have the developer use these keys to access the resources. 

D. Create an IAM role allowing access from AWS Lambda Assign the role to the DynamoDB table 

Correct Answer: A 

 

QUESTION 8

A company fails an AWS security review conducted by a third party. The review finds that some of the company\\'s
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methods to access the Amazon EMR API are not secure Developers are using AWS Cloud9, and access keys are
connecting to the Amazon EMR API through the public internet Which combination of steps should the company take to
MOST improve its security\\'\\' (Select TWO) 

A. Set up a VPC peering connection to the Amazon EMR API 

B. Set up VPC endpoints to connect to the Amazon EMR API 

C. Set up a NAT gateway to connect to the Amazon EMR API. 

D. Set up 1AM roles to be used to connect to the Amazon EMR API 

E. Set up each developer with AWS Secrets Manager to store access keys 

Correct Answer: BD 

 

QUESTION 9

A company hosts a popular website in the AWS Cloud, A solutions architect needs to provide reports about user click
behaviour in near-real time as users navigate the website. Which solution will meet this requirement 

A. Store the clickstream data in Amazon DynamoDB. Deploy an application that runs on AWS Elastic Beanstalk to
process and analyze the data. 

B. Push the clickstream data from each session to an Amazon Kinesis data stream Analyze the dab by using Amazon
Kinesis Data Analytics. 

C. Store the clickstream data in an Amazon S3 bucket. Order the data by timestamp Process the data with an AWS
Lambda function that is subscribed to object creation events on the S3 bucket. 

D. Forward the clickstream data to Amazon Simple Queue Service (Amazon SQS) Store the data In an Amazon ROS
for MySQL DB instance. Deploy Amazon FC2 Instances to process and analyze the data 

Correct Answer: B 

 

 

QUESTION 10

A solution architect is performing a security review of a recently migrated workload. The workload is a web application
that consists of amazon EC2 instances in an Auto Scaling group behind an Application Load balancer. The solution 

architect must improve the security posture and minimize the impact of a DDoS attack on resources. 

Which solution is MOST effective? 

A. Configure an AWS WAF ACL with rate-based rules. Create an Amazon CloudFront distribution that points to the
Application Load Balancer. Enable the EAF ACL on the CloudFront distribution 

B. Create a custom AWS Lambda function that adds identified attacks into a common vulnerability pool to capture a
potential DDoS attack. use the identified information to modify a network ACL to block access. 

C. Enable VPC Flow Logs and store then in Amazon S3. Create a custom AWS Lambda functions that parses the logs
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looking for a DDoS attack. Modify a network ACL to block identified source IP addresses. 

D. Enable Amazon GuardDuty and configure findings written 10 Amazon GloudWatch Create an event with Cloud
Watch Events for DDoS alerts that triggers Amazon Simple Notification Service (Amazon SNS) Have Amazon SNS
invoke a custom AWS lambda function that parses the logs looking for a DDoS attack Modify a network ACL to block
identified source IP addresses 

Correct Answer: A 

 

 

QUESTION 11

A company plans to host a survey website on AWS. The company anticipates an unpredictable amount of traffic. This
traffic results in asynchronous updates to the database. The company wants to ensure that writes to the database
hosted on AWS do not get dropped. 

Haw should the company write Its application to handle these database requests? 

A. Configure the application to publish to an Amazon Simple Notification Service (Amazon SNS) tope Subscribe the
database to the SNS topic. 

B. Configure lie application :o subscribe to an Amazon Simple Notification Service (Amazon SNS) topic. Publish the
database updates to the SNS topic. 

C. Use Amazon Simple Queue Service (Amazon SQS) FIFO queues to queue the database connection until the
database has resources to write the data. 

D. Use Amazon Simple Queue Service (Amazon SQS) FIFO queues for capturing the writes and dramaing the queue
as each write is made to the database 

Correct Answer: D 

 

 

QUESTION 12

A company has an ordering application that stores customer information in Amazon RDS for MySQL. During regular
business hours, employees run one-time queries for reporting purposes. Timeouts are occurring during order
processing because the reporting queries are taking a long time to run. The company needs to eliminate the timeouts
without preventing employees from performing queries. 

What should a solutions architect do to meet those requirements? 

A. Create a read replica Move reporting queries to the read replica. 

B. Create a read replica. Distribute the ordering application to the primary DB instance and the read replica. 

C. Migrate the ordering application to Amazon DynamoDB with on-demand capacity. 

D. Schedule the reporting queries for non-peak hours. 

Correct Answer: B 

SAA-C02 Study Guide | SAA-C02 Exam Questions | SAA-C02 Braindumps                                6 / 9

https://www.certbus.com/saa-c02.html
https://www.certbus.com/saa-c02.html
https://www.certbus.com/saa-c02.html


https://www.certbus.com/saa-c02.html
2023 Latest certbus SAA-C02 PDF and VCE dumps Download

 

QUESTION 13

A company has a legacy data processing application that runs on Amazon EC2 instances. Data is processed
sequentially, but the order of results does not matter. The application uses a monolithic architecture. The only way that
the company 

can scale the application to meet increased demand is to increase the size of the instances. 

The company\\'s developers have decided to rewrite the application to use a microservices architecture on Amazon
Elastic Container Service (Amazon ECS). 

What should a solutions architect recommend for communication between the microservices? 

A. Create an Amazon Simple Queue Service (Amazon SQS) queue. Add code to the data producers, and send data to
the queue. Add code to the data consumers to process data from the queue. 

B. Create an Amazon Simple Notification Service (Amazon SNS) topic. Add code to the data producers, and publish
notifications to the topic. Add code to the data consumers to subscribe to the topic. 

C. Create an AWS Lambda function to pass messages. Add code to the data producers to call the Lambda function with
a data object. Add code to the data consumers to receive a data object that is passed from the Lambda function. 

D. Create an Amazon DynamoDB table. Enable DynamoDB Streams. Add code to the data producers to insert data into
the table. Add code to the data consumers to use the DynamoDB Streams API to detect new table entries and retrieve
the data. 

Correct Answer: A 

Reference: https://aws.amazon.com/blogs/database/dynamodb-streams-use-cases-and-design-patterns/ 

 

QUESTION 14

A company runs its two-tier ecommerce website on AWS. The web tier consists of a load balancer that sends traffic to
Amazon EC2 instances. The database tier uses an Amazon RDS DB instance. The EC2 instances and the RDS DB
instance should not be exposed to the public internet. The EC2 instances require internet access to complete payment
processing of orders through a third-party web service. The application must be highly available. 

Which combination of configuration options will meet these requirements? (Choose two.) 

A. Use an Auto Scaling group to launch the EC2 instances in private subnets. Deploy an RDS Multi-AZ DB instance in
private subnets. 

B. Configure a VPC with two private subnets and two NAT gateways across two Availability Zones. Deploy an
Application Load Balancer in the private subnets. 

C. Use an Auto Scaling group to launch the EC2 instances in public subnets across two Availability Zones. Deploy an
RDS Multi-AZ DB instance in private subnets. 

D. Configure a VPC with one public subnet, one private subnet, and two NAT gateways across two Availability Zones.
Deploy an Application Load Balancer in the public subnet. 

E. Configure a VPC with two public subnets, two private subnets, and two NAT gateways across two Availability Zones.
Deploy an Application Load Balancer in the public subnets. 
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Correct Answer: AE 

 

 

QUESTION 15

A company delivers files in Amazon S3 to certain users who do not have AWS credentials. These users must be given
access for a limited lime. What should a solutions architect do to securely meet these requirements? 

A. Enable public access on an Amazon S3 bucket. 

B. Generate a presigned URL to share with the users. 

C. Encrypt files using AWS KMS and provide keys to the users. 

D. Create and assign IAM roles that will grant GetObject permissions to the users. 

Correct Answer: B 
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