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QUESTION 1

An external auditor has found that IT security policies in the organization are not maintained and in some cases are
nonexistent. As a result of the audit findings, the CISO has been tasked with the objective of establishing a mechanism
to manage the lifecycle of IT security policies. Which of the following can be used to BEST achieve the CISO\\'s
objectives? 

A. CoBIT 

B. UCF 

C. ISO 27002 

D. eGRC 

Correct Answer: D 

 

QUESTION 2

A company receives an e-discovery request for the Chief Information Officer\\'s (CIO\\'s) email data. The storage
administrator reports that the data retention policy relevant to their industry only requires one year of email data.
However the storage administrator also reports that there are three years of email data on the server and five years of
email data on backup tapes. How many years of data MUST the company legally provide? 

A. 1 

B. 2 

C. 3 

D. 5 

Correct Answer: D 

 

QUESTION 3

A Security Manager is part of a team selecting web conferencing systems for internal use. The system will only be used
for internal employee collaboration. Which of the following are the MAIN concerns of the security manager? (Select
THREE). 

A. Security of data storage 

B. The cost of the solution 

C. System availability 

D. User authentication strategy 

E. PBX integration of the service 

F. Operating system compatibility 
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Correct Answer: ACD 

 

QUESTION 4

A security manager has received the following email from the Chief Financial Officer (CFO): 

"While I am concerned about the security of the proprietary financial data in our ERP application, we have had a lot of
turnover in the accounting group and I am having a difficult time meeting our monthly performance targets. As things 

currently stand, we do not allow employees to work from home but this is something I am willing to allow so we can get
back on track. What should we do first to securely enable this capability for my group?" 

Based on the information provided, which of the following would be the MOST appropriate response to the CFO? 

A. Remote access to the ERP tool introduces additional security vulnerabilities and should not be allowed. 

B. Allow VNC access to corporate desktops from personal computers for the users working from home. 

C. Allow terminal services access from personal computers after the CFO provides a list of the users working from
home. 

D. Work with the executive management team to revise policies before allowing any remote access. 

Correct Answer: D 

The Chief Financial Officer (CFO) wants to change company policy to allow employees to work from home. Before the
new policy is implemented, the relevant documented company policies should be updated to reflect the new policy.
Company policies are rarely defined by a single person in a company; they are usually defined by executive
management. Therefore, you should work with the executive management team to revise the policies. 

 

QUESTION 5

A security tester is testing a website and performs the following manual query: 

https://www.comptia.com/cookies.jsp?products=5%20and%201=1 

The following response is received in the payload: 

"ORA-000001: SQL command not properly ended" 

Which of the following is the response an example of? 

A. Fingerprinting 

B. Cross-site scripting 

C. SQL injection 

D. Privilege escalation 

Correct Answer: A 

This is an example of Fingerprinting. The response to the code entered includes "ORA- 000001" which tells the attacker
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that the database software being used is Oracle. Fingerprinting can be used as a means of ascertaining the operating
system of a remote computer on a network. Fingerprinting is more generally used to detect specific versions of
applications or protocols that are run on network servers. Fingerprinting can be accomplished "passively" by sniffing
network packets passing between hosts, or it can be accomplished "actively" by transmitting specially created packets
to the target machine and analyzing the response. 

 

QUESTION 6

An administrator wants to enable policy based flexible mandatory access controls on an open source OS to prevent
abnormal application modifications or executions. Which of the following would BEST accomplish this? 

A. Access control lists 

B. SELinux 

C. IPtables firewall 

D. HIPS 

Correct Answer: B 

The most common open source operating system is LINUX. Security-Enhanced Linux (SELinux) was created by the
United States National Security Agency (NSA) and is a Linux kernel security module that provides a mechanism for
supporting access control security policies, including United States Department of Defense?tyle mandatory access
controls (MAC). NSA Security-enhanced Linux is a set of patches to the Linux kernel and some utilities to incorporate a
strong, flexible mandatory access control (MAC) architecture into the major subsystems of the kernel. It provides an
enhanced mechanism to enforce the separation of information based on confidentiality and integrity requirements, which
allows threats of tampering and bypassing of application security mechanisms to be addressed and enables the
confinement of damage that can be caused by malicious or flawed applications. 

 

QUESTION 7

The Chief Executive Officer (CEO) has asked a security project manager to provide recommendations on the breakout
of tasks for the development of a new product. The CEO thinks that by assigning areas of work appropriately the overall
security of the product will be increased, because staff will focus on their areas of expertise. Given the below groups
and tasks select the BEST list of assignments. 

Groups: Networks, Development, Project Management, Security, Systems Engineering, Testing 

Tasks: Decomposing requirements, Secure coding standards, Code stability, Functional validation, Stakeholder
engagement, Secure transport 

A. Systems Engineering: Decomposing requirements Development: Secure coding standards Testing: Code stability
Project Management: Stakeholder engagement Security: Secure transport Networks: Functional validation 

B. Systems Engineering: Decomposing requirements Development: Code stability Testing: Functional validation Project
Management: Stakeholder engagement Security: Secure coding standards Networks: Secure transport 

C. Systems Engineering: Functional validation Development: Stakeholder engagement Testing: Code stability Project
Management: Decomposing requirements Security: Secure coding standards Networks: Secure transport 

D. Systems Engineering: Decomposing requirements Development: Stakeholder engagement Testing: Code stability
Project Management: Functional validation Security: Secure coding standards Networks: Secure transport 
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Correct Answer: B 

 

QUESTION 8

A newly-appointed risk management director for the IT department at Company XYZ, a major pharmaceutical
manufacturer, needs to conduct a risk analysis regarding a new system which the developers plan to bring on-line in
three weeks. The director begins by reviewing the thorough and well-written report from the independent contractor who
performed a security assessment of the system. The report details what seem to be a manageable volume of
infrequently exploited security vulnerabilities. The director decides to implement continuous monitoring and other
security controls to mitigate the impact of the vulnerabilities. Which of the following should the director require from the
developers before agreeing to deploy the system? 

A. An incident response plan which guarantees response by tier two support within 15 minutes of an incident. 

B. A definitive plan of action and milestones which lays out resolutions to all vulnerabilities within six months. 

C. Business insurance to transfer all risk from the company shareholders to the insurance company. 

D. A prudent plan of action which details how to decommission the system within 90 days of becoming operational. 

Correct Answer: B 

 

QUESTION 9

A software project manager has been provided with a requirement from the customer to place limits on the types of
transactions a given user can initiate without external interaction from another user with elevated privileges. This
requirement is BEST described as an implementation of: 

A. an administrative control 

B. dual control 

C. separation of duties 

D. least privilege 

E. collusion 

Correct Answer: C 

Separation of duties requires more than one person to complete a task. 

 

QUESTION 10

A health service provider is considering the impact of allowing doctors and nurses access to the internal email system
from their personal smartphones. The Information Security Officer (ISO) has received a technical document from the
security administrator explaining that the current email system is capable of enforcing security policies to personal
smartphones, including screen lockout and mandatory PINs. Additionally, the system is able to remotely wipe a phone if
reported lost or stolen. Which of the following should the Information Security Officer be MOST concerned with based
on this scenario? (Select THREE). 
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A. The email system may become unavailable due to overload. 

B. Compliance may not be supported by all smartphones. 

C. Equipment loss, theft, and data leakage. 

D. Smartphone radios can interfere with health equipment. 

E. Data usage cost could significantly increase. 

F. Not all smartphones natively support encryption. 

G. Smartphones may be used as rogue access points. 

Correct Answer: BCF 

 

QUESTION 11

A security manager for a service provider has approved two vendors for connections to the service provider backbone.
One vendor will be providing authentication services for its payment card service, and the other vendor will be providing
maintenance to the service provider infrastructure sites. Which of the following business agreements is MOST relevant
to the vendors and service provider\\'s relationship? 

A. Memorandum of Agreement 

B. Interconnection Security Agreement 

C. Non-Disclosure Agreement 

D. Operating Level Agreement 

Correct Answer: B 

The Interconnection Security Agreement (ISA) is a document that identifies the requirements for connecting systems
and networks and details what security controls are to be used to protect the systems and sensitive data. 

 

QUESTION 12

An application present on the majority of an organization\\'s 1,000 systems is vulnerable to a buffer overflow attack.
Which of the following is the MOST comprehensive way to resolve the issue? 

A. Deploy custom HIPS signatures to detect and block the attacks. 

B. Validate and deploy the appropriate patch. 

C. Run the application in terminal services to reduce the threat landscape. 

D. Deploy custom NIPS signatures to detect and block the attacks. 

Correct Answer: B 

If an application has a known issue (such as susceptibility to buffer overflow attacks) and a patch is released to resolve
the specific issue, then the best solution is always to deploy the patch. 
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A buffer overflow occurs when a program or process tries to store more data in a buffer (temporary data storage area)
than it was intended to hold. Since buffers are created to contain a finite amount of data, the extra information - which
has to go somewhere - can overflow into adjacent buffers, corrupting or overwriting the valid data held in them. Although
it may occur accidentally through programming error, buffer overflow is an increasingly common type of security attack
on data integrity. In buffer overflow attacks, the extra data may contain codes designed to trigger specific actions, in
effect sending new instructions to the attacked computer that could, for example, damage the user\\'s files, change data,
or disclose confidential information. Buffer overflow attacks are said to have arisen because the C programming
language supplied the framework, and poor programming practices supplied the vulnerability. 

 

QUESTION 13

A security administrator notices a recent increase in workstations becoming compromised by malware. Often, the
malware is delivered via drive-by downloads, from malware hosting websites, and is not being detected by the corporate
antivirus. Which of the following solutions would provide the BEST protection for the company? 

A. Increase the frequency of antivirus downloads and install updates to all workstations. 

B. Deploy a cloud-based content filter and enable the appropriate category to prevent further infections. 

C. Deploy a WAF to inspect and block all web traffic which may contain malware and exploits. 

D. Deploy a web based gateway antivirus server to intercept viruses before they enter the network. 

Correct Answer: B 

The undetected malware gets delivered to the company via drive-by and malware hosing websites. Display filters and
Capture filters when deployed on the cloud-based content should provide the protection required. 

 

QUESTION 14

The following has been discovered in an internally developed application: 

Error - Memory allocated but not freed: 

char *myBuffer = malloc(BUFFER_SIZE); 

if (myBuffer != NULL) { 

*myBuffer = STRING_WELCOME_MESSAGE; 

printf("Welcome to: %s\n", myBuffer); 

} 

exit(0); 

Which of the following security assessment methods are likely to reveal this security weakness? (Select TWO). 

A. Static code analysis 

B. Memory dumping 

C. Manual code review 
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D. Application sandboxing 

E. Penetration testing 

F. Black box testing 

Correct Answer: AC 

A Code review refers to the examination of an application (the new network based software product in this case) that is
designed to identify and assess threats to the organization. Application code review ?whether manual or static will
reveal the type of security weakness as shown in the exhibit. 

 

QUESTION 15

An organization determined that each of its remote sales representatives must use a smartphone for email access. The
organization provides the same centrally manageable model to each person. Which of the following mechanisms BEST
protects the confidentiality of the resident data? 

A. Require dual factor authentication when connecting to the organization\\'s email server. 

B. Require each sales representative to establish a PIN to access the smartphone and limit email storage to two weeks. 

C. Require encrypted communications when connecting to the organization\\'s email server. 

D. Require a PIN and automatic wiping of the smartphone if someone enters a specific number of incorrect PINs. 

Correct Answer: D 
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