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QUESTION 1

A company is terminating an employee for misbehavior. Which of the following steps is MOST important in the process
of disengagement from this employee? 

A. Obtain a list of passwords used by the employee. 

B. Generate a report on outstanding projects the employee handled. 

C. Have the employee surrender company identification. 

D. Have the employee sign an NDA before departing. 

Correct Answer: C 

 

QUESTION 2

A security administrator is creating a subnet on one of the corporate firewall interfaces to use as a DMZ which is
expected to accommodate at most 14 physical hosts. Which of the following subnets would BEST meet the
requirements? 

A. 192.168.0.16 255.25.255.248 

B. 192.168.0.16/28 

C. 192.168.1.50 255.255.25.240 

D. 192.168.2.32/27 

Correct Answer: B 

 

QUESTION 3

A network operations manager has added a second row of server racks in the datacenter. These racks face the
opposite direction of the first row of racks. Which of the following is the reason the manager installed the racks this
way? 

A. To lower energy consumption by sharing power outlets 

B. To create environmental hot and cold isles 

C. To eliminate the potential for electromagnetic interference 

D. To maximize fire suppression capabilities 

Correct Answer: B 

 

QUESTION 4
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An information security specialist is reviewing the following output from a Linux server. 

Based on the above information, which of the following types of malware was installed on the server? 

A. Logic bomb 

B. Trojan 

C. Backdoor 

D. Ransomware 

E. Rootkit 

Correct Answer: A 

 

QUESTION 5

Which of the following differentiates a collision attack from a rainbow table attack? 

A. A rainbow table attack performs a hash lookup 

B. A rainbow table attack uses the hash as a password 

C. In a collision attack, the hash and the input data are equivalent 

D. In a collision attack, the same input results in different hashes 

Correct Answer: A 

 

QUESTION 6

A security administrator has found a hash in the environment known to belong to malware. The administrator then finds
this file to be in in the preupdate area of the OS, which indicates it was pushed from the central patch system. 

File: winx86_adobe_flash_upgrade.exe Hash: 99ac28bede43ab869b853ba62c4ea243 

The administrator pulls a report from the patch management system with the following output: Given the above outputs,
which of the following MOST likely happened? 
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A. The file was corrupted after it left the patch system. 

B. The file was infected when the patch manager downloaded it. 

C. The file was not approved in the application whitelist system. 

D. The file was embedded with a logic bomb to evade detection. 

Correct Answer: B 

 

QUESTION 7

A new security policy in an organization requires that all file transfers within the organization be completed using
applications that provide secure transfer. Currently, the organization uses FTP and HTTP to transfer files. Which of the
following should the organization implement in order to be compliant with the new policy? 

A. Replace FTP with SFTP and replace HTTP with TLS 

B. Replace FTP with FTPS and replaces HTTP with TFTP 

C. Replace FTP with SFTP and replace HTTP with Telnet 

D. Replace FTP with FTPS and replaces HTTP with IPSec 

Correct Answer: B 

 

QUESTION 8

A workstation puts out a network request to locate another system. Joe, a hacker on the network, responds before the
real system does, and he tricks the workstation into communicating with him. Which of the following BEST describes
what occurred? 

A. The hacker used a race condition. 

B. The hacker used a pass-the-hash attack. 

C. The hacker-explogted importer key management. 

D. The hacker explogted weak switch configuration. 

Correct Answer: D 

 

QUESTION 9

Which of the following attacks specifically impacts data availability? 
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A. DDoS 

B. Trojan 

C. MITM 

D. Rootkit 

Correct Answer: A 

References: 

 

QUESTION 10

Which of the following types of keys is found in a key escrow? 

A. Public 

B. Private 

C. Shared 

D. Session 

Correct Answer: B 

https://www.professormesser.com/security-plus/sy0-401/key-escrow-3/ 

 

QUESTION 11

An information security analyst needs to work with an employee who can answer questions about how data for a
specific system is used in the business. The analyst should seek out an employee who has the role of: 

A. steward 

B. owner 

C. privacy officer 

D. systems administrator 

Correct Answer: B 

 

QUESTION 12

A new firewall has been places into service at an organization. However, a configuration has not been entered on the
firewall. Employees on the network segment covered by the new firewall report they are unable to access the network.
Which of the following steps should be completed to BEST resolve the issue? 

A. The firewall should be configured to prevent user traffic form matching the implicit deny rule. 
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B. The firewall should be configured with access lists to allow inbound and outbound traffic. 

C. The firewall should be configured with port security to allow traffic. 

D. The firewall should be configured to include an explicit deny rule. 

Correct Answer: A 

 

QUESTION 13

Six months into development, the core team assigned to implement a new internal piece of software must convene to
discuss a new requirement with the stake holders. A stakeholder identified a missing feature critical to the organization,
which must be implemented. The team needs to validate the feasibility of the newly introduced requirement and ensure
it does not introduce new vulnerabilities to the software and other applications that will integrate with it. Which of the
following BEST describes what the company? 

A. The system integration phase of the SDLC 

B. The system analysis phase of SSDSLC 

C. The system design phase of the SDLC 

D. The system development phase of the SDLC 

Correct Answer: B 

 

QUESTION 14

A help desk is troubleshooting user reports that the corporate website is presenting untrusted certificate errors to
employees and customers when they visit the website. Which of the following is the MOST likely cause of this error,
provided the certificate has not expired? 

A. The certificate was self signed, and the CA was not imported by employees or customers 

B. The root CA has revoked the certificate of the intermediate CA 

C. The valid period for the certificate has passed, and a new certificate has not been issued 

D. The key escrow server has blocked the certificate from being validated 

Correct Answer: C 

 

QUESTION 15

After a user reports stow computer performance, a systems administrator detects a suspicious file, which was installed
as part of a freeware software package. 

The systems administrator reviews the output below: 
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Based on the above information, which of the following types of malware was installed on the user\\'s computer? 

A. RAT 

B. Keylogger 

C. Spyware 

D. Worm 

E. Bot 

Correct Answer: A 
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