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QUESTION 1

The provision that defines the level of responsibility between the penetration tester and the client for preventing
unauthorized disclosure is found in the: 

A. NDA 

B. SLA 

C. MSA 

D. SOW 

Correct Answer: A 

The provision that defines the level of responsibility between the penetration tester and the client for preventing
unauthorized disclosure is found in the NDA, which stands for Non-Disclosure Agreement. The NDA is a legal
agreement between two or more parties that outlines confidential material or knowledge that the parties wish to share
with one another, but with restrictions on access, use or disclosure of that information. The NDA is commonly used in
the context of penetration testing to protect the client\\'s sensitive information that the tester may have access to during
the engagement. The NDA defines the terms of confidentiality and non-disclosure of information related to the
engagement, including the responsibilities and obligations of both the tester and the client to ensure that any information
exchanged or obtained during the engagement is kept confidential and not disclosed to unauthorized parties. This is
particularly important in penetration testing, as the tester is granted access to the client\\'s network and systems, and
may uncover vulnerabilities or sensitive information that should not be disclosed to unauthorized parties. In summary,
the NDA plays a crucial role in defining the level of responsibility between the penetration tester and the client for
preventing unauthorized disclosure of confidential information, and is an important legal instrument for protecting the
client\\'s sensitive information during a penetration testing engagement. 

 

QUESTION 2

DRAG DROP 

Instructions: 

Analyze the code segments to determine which sections are needed to complete a port scanning script. Drag the
appropriate elements into the correct locations to complete the script. 

If at any time you would like to bring back the initial state of the simulation, please click the reset all button. 

During a penetration test, you gain access to a system with a limited user interface. This machine appears to have
access to an isolated network that you would like to port scan. 

Select and Place: 
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Correct Answer: 
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QUESTION 3

A Chief Information Security Officer wants to evaluate the security of the company\\'s e- commerce application. Which of
the following tools should a penetration tester use FIRST to obtain relevant information from the application without
triggering alarms? 

A. SQLmap 

B. DirBuster 

C. w3af 

D. OWASP ZAP 

Correct Answer: C 

W3AF, the Web Application Attack and Audit Framework, is an open source web application security scanner that
includes directory and filename bruteforcing in its list of capabilities. 
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QUESTION 4

A Chief Information Security Officer wants a penetration tester to evaluate whether a recently installed firewall is
protecting a subnetwork on which many decades- old legacy systems are connected. The penetration tester decides to
run an OS discovery and a full port scan to identify all the systems and any potential vulnerability. 

Which of the following should the penetration tester consider BEFORE running a scan? 

A. The timing of the scan 

B. The bandwidth limitations 

C. The inventory of assets and versions 

D. The type of scan 

Correct Answer: C 

 

QUESTION 5

During an engagement, a penetration tester found the following list of strings inside a file: 

Which of the following is the BEST technique to determine the known plaintext of the strings? 

A. Dictionary attack 

B. Rainbow table attack 

C. Brute-force attack 

D. Credential-stuffing attack 

Correct Answer: B 
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QUESTION 6

A penetration tester who is doing a company-requested assessment would like to send traffic to another system using
double tagging. Which of the following techniques would BEST accomplish this goal? 

A. RFID cloning 

B. RFID tagging 

C. Meta tagging 

D. Tag nesting 

Correct Answer: D 

since vlan hopping requires 2 vlans to be nested in a single packet. Double tagging occurs when an attacker adds and
modifies tags on an Ethernet frame to allow the sending of packets through any VLAN. This attack takes advantage of
how many switches process tags. Most switches will only remove the outer tag and forward the frame to all native VLAN
ports. With that said, this exploit is only successful if the attacker belongs to the native VLAN of the trunk link. https://
cybersecurity.att.com/blogs/security-essentials/vlan-hopping- and-mitigation 

 

QUESTION 7

During the reconnaissance phase, a penetration tester obtains the following output: 

Reply from 192.168.1.23: bytes=32 time
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