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QUESTION 1

The executive team for your company has an extended retention policy of two years in place so that they have access
to email for a longer period of time. Your COO has found this useful in the past but when they went to find an email from
last year to prove details of a contract in dispute, they were unable to find it. It is no longer in the Trash. They have
requested that you recover it. 

What should you do? 

A. Using Vault, perform a search for the email and export the content to a standard format to provide for investigation. 

B. Using the Gmail Audit log, perform a search for the email, export the results, then import with G Suite Migration for
Microsoft Outlook. 

C. Using the Message ID, contact Google G Suite support to recover the email, then import with G Suite Migration for
Microsoft Outlook. 

D. Using the Vault Audit log, perform a search for the email, export the results. then import with G Suite Migration for
Microsoft Outlook. 

Correct Answer: A 

 

QUESTION 2

On which two platforms can you push WiFi connection information with G Suite? (Choose two.) 

A. Mac OS 

B. Windows 

C. Chrome OS 

D. iOS 

E. Linux 

Correct Answer: CD 

Reference: https://support.google.com/a/answer/2634553?hl=en 

 

QUESTION 3

You are supporting an investigation that is being conducted by your litigation team. The current default retention policy
for mail is 180 days, and there are no custom mail retention policies in place. The litigation team has identified a user
who is central to the investigation, and they want to investigate the mail data related to this user without the user\\'s
awareness. 

What two actions should you take? (Choose two.) 

A. Move the user to their own Organization Unit, and set a custom retention policy 
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B. Create a matter using Google Vault, and share the matter with the litigation team members. 

C. Create a hold on the user\\'s mailbox in Google Vault 

D. Reset the user\\'s password, and share the new password with the litigation team. 

E. Copy the user\\'s data to a secondary account. 

Correct Answer: DE 

 

QUESTION 4

Your company uses a whitelisting approach to manage third-party apps and add-ons. The Senior VP of 

Sales and Marketing has urgently requested access to a new Marketplace app that has not previously been 

vetted. The company\\'s Information Security policy empowers you, as a G Suite admin, to grant provisional 

access immediately if all of the following conditions are met: 

Access to the app is restricted to specific individuals by request only. 

The app does not have the ability to read or manage emails. 

Immediate notice is given to the Infosec team, followed by the submission of a security risk analysis report 

within 14 days. 

Which actions should you take first to ensure that you are compliant with Infosec policy? 

A. Move the Senior VP to a sub-OU before enabling Marketplace Settings > "Allow Users to Install Any App from G
Suite Marketplace." 

B. Confirm that the Senior VP\\'s OU has the following Gmail setting disabled before whitelisting the app: "Let users
delegate access to their mailbox." 

C. Add the Marketplace app, then review the authorized scopes in Security > Manage API client access. 

D. Search the G Suite support forum for feedback about the app to include in the risk analysis report. 

Correct Answer: A 

 

 

QUESTION 5

Your organization is part of a highly regulated industry with a very high turnover. In order to recycle licenses for new
employees and comply with data retention regulations, it has been determined that certain G Suite data should be
stored in a separate backup environment. 

How should you store data for this situation? 

A. Use routing rules to dual-deliver mail to an on-premises SMTP server and G Suite. 

PROFESSIONAL-COLLABORATION-ENGINEER VCE Dumps | PROFESSIONAL-COLLABORATION-ENGINEER
Practice Test | PROFESSIONAL-COLLABORATION-ENGINEER Exam Questions

                             4 / 10

https://www.certbus.com/professional-collaboration-engineer.html
https://www.certbus.com/professional-collaboration-engineer.html
https://www.certbus.com/professional-collaboration-engineer.html
https://www.certbus.com/professional-collaboration-engineer.html


https://www.certbus.com/professional-collaboration-engineer.html
2023 Latest certbus PROFESSIONAL-COLLABORATION-ENGINEER PDF
and VCE dumps Download

B. Write a script and use G Suite APIs to access and download user data. 

C. Use a third-party tool to configure secure backup of G Suite data. 

D. Train users to use Google Takeout and store their archives locally. 

Correct Answer: C 

 

QUESTION 6

After making a recent migration to G Suite, you updated your Google Cloud Directory Sync configuration to synchronize
the global address list. Users are now seeing duplicate contacts in their global directory in G Suite. You need to resolve
this issue. 

What should you do? 

A. Train users to use G Suite\\'s merge contacts feature. 

B. Enable directory contact deduplication in the G Suite Admin panel. 

C. Update shared contact search rules to exclude internal users. 

D. Create a new global directory, and delete the original. 

Correct Answer: A 

 

QUESTION 7

Your company has been engaged in a lawsuit, and the legal department has been asked to discover and hold all email
for two specific users. Additionally, they have been asked to discover and hold any email referencing "Secret Project
123." 

What steps should you take to satisfy this request? 

A. Create a Matter and a Hold. Set the Hold to Gmail, set it to the top level Organization, and set the search terms to
"secret project 123." Create a second Hold. Set the second Hold to Gmail, set it to Accounts, and enter: user1 @your-
company.com, user2@your-company.com. Save. 

B. Create a Matter and a Hold. Set the Hold to Gmail, set it to Accounts, and set the usernames to: user1@your-
company.com, user2@your-company. Set the search terms to: (secret project 123). Save. 

C. Create a Matter and a Hold. Set the Hold to Gmail, set it to Accounts, and enter: user1@yourcompany.com AND
user2@your-company.com. Set the search terms to: secret AND project AND 123. Save. 

D. Create a Matter and a Hold. Set the Hold to Gmail, set it to Accounts, and set the usernames to: user1@your-
company.com, user2@your-company. Set the search terms to secret OR project OR 123. Save. 

Correct Answer: B 

 

QUESTION 8
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Your company is in the process of deploying Google Drive Enterprise for your sales organization. You have discovered
that there are many unmanaged accounts across your domain. Your security team wants to manage these accounts
moving forward. 

What should you do? 

A. Disable access to all "Other Services" in the G Suite Admin Console. 

B. Use the Transfer Tool for unmanaged accounts to invite users into the domain. 

C. Use the Data Migration Service to transfer the data to a managed account. 

D. Open a support ticket to have Google transfer unmanaged accounts into your domain. 

Correct Answer: C 

 

QUESTION 9

Your organization has implemented Single Sign-On (SSO) for the multiple cloud-based services it utilizes. During
authentication, one service indicates that access to the SSO provider cannot be accessed due to invalid information. 

What should you do? 

A. Verify the NameID Element in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

B. Verify the Audience Element in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

C. Verify the Subject attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

D. Verify the Recipient attribute in the SAML Response matches the Assertion Consumer Service (ACS) URL. 

Correct Answer: B 

Reference: https://auth0.com/docs/protocols/saml/saml-configuration/troubleshoot/auth0-as-sp 

 

QUESTION 10

Your organization is concerned with the increasing threat of phishing attacks that may impact users. Leadership has
declined to force-enable 2-Step verification. You need to apply a security measure to prevent unauthorized access to
user accounts. 

What should you do? 

A. Enable Enforce Strong Password policy. 

B. Enable Employee ID Login Challenge. 

C. Decrease the Maximum User Session Length. 

D. Revoke token authorizations to external applications. 

Correct Answer: D 
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QUESTION 11

Your Security Officer ran the Security Health Check and found the alert that "Installation of mobile applications from
unknown sources" was occurring. They have asked you to find a way to prevent that from happening. 

Using Mobile Device Management (MDM), you need to configure a policy that will not allow mobile applications to be
installed from unknown sources. 

What MDM configuration is needed to meet this requirement? 

A. In the Application Management menu, configure the whitelist of apps that Android and iOS devices are allowed to
install. 

B. In the Application Management menu, configure the whitelist of apps that Android, iOS devices, and Active Sync
devices are allowed to install. 

C. In Android Settings, ensure that "Allow non-Play Store apps from unknown sources installation" is unchecked. 

D. In Device Management > Setup > Device Approvals menu, configure the "Requires Admin approval" option. 

Correct Answer: C 

Reference: https://support.google.com/a/answer/7491893?hl=en 

 

QUESTION 12

The CFO just informed you that one of their team members wire-transferred money to the wrong account because they
received an email that appeared to be from the CFO. The CFO has provided a list of all users that may be responsible
for sending wire transfers. The CFO also provided a list of banks the company sends wire transfers to. There are no
external users that should be requesting wire transfers. The CFO is working with the bank to resolve the issue and
needs your help to ensure that this does not happen again. 

What two actions should you take? (Choose two.) 

A. Configure objectionable content to reject messages with the words "wire transfer." 

B. Verify that DMARC, DKIM, and SPF records are configured correctly for your domain. 

C. Create a rule requiring secure transport for all messages regarding wire transfers. 

D. Add the sender of the wire transfer email to the blocked senders list. 

E. Enable all admin settings in Gmail\\'s safety > spoofing and authentication. 

Correct Answer: BD 

 

QUESTION 13

Your cyber security team has requested that all email destined for external domains be scanned for credit card
numbers, and if found, the email must be encrypted using your cloud-based third-party encryption provider. You are
responsible for configuring to meet this request. 
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What should you do? 

A. Create a content compliance rule on outbound mail and internal-sending mail using the predefined rule for credit card
numbers, and add a custom header that your third-party encryption provider can scan for and encrypt. 

B. Create a content compliance rule on outbound mail using the predefined rule for credit card numbers, and check
"Encrypt message if not encrypted". 

C. Create a content compliance rule on outbound mail using the predefined rule for credit card numbers, and add a
custom header that your third-party encryption provider can scan for and encrypt. 

D. Create a content compliance rule on outbound mail using the predefined rule for credit card numbers, and check
"Change route" to send to your third-party encryption provider to encrypt. 

Correct Answer: D 

 

QUESTION 14

Your business partner requests that a new custom cloud application be set up to log in without having separate
credentials. 

What is your business partner required to provide in order to proceed? 

A. Service provider logout URL 

B. Service provider ACS URL 

C. Identity Provider URL 

D. Service provider certificate 

Correct Answer: B 

Reference: https://support.google.com/a/answer/6087519?hl=en 

 

QUESTION 15

The CEO of your company has indicated that messages from trusted contacts are being delivered to spam, and it is
significantly affecting their work. The messages from these contacts have not always been classified as spam.
Additionally, you recently configured SPF, DKIM, and DMARC for your domain. You have been tasked with
troubleshooting the issue. 

What two actions should you take? (Choose two.) 

A. Obtain the message header and analyze using G Suite Toolbox. 

B. Review the contents of the messages in Google Vault. 

C. Set up a Gmail routing rule to whitelist the sender. 

D. Conduct an Email log search to trace the message route. 

E. Validate that your domain is not on the Spamhaus blacklist. 
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Correct Answer: AC 
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