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QUESTION 1

You want to apply a new Cloud Armor policy to an application that is deployed in Google Kubernetes Engine (GKE).
You want to find out which target to use for your Cloud Armor policy. 

Which GKE resource should you use? 

A. GKE Node 

B. GKE Pod 

C. GKE Cluster 

D. GKE Ingress 

Correct Answer: B 

Reference: https://cloud.google.com/kubernetes-engine/docs/how-to/cloud-armor-backendconfig 

 

QUESTION 2

Your company just completed the acquisition of Altostrat (a current GCP customer). Each company has a separate
organization in GCP and has implemented a custom DNS solution. Each organization will retain its current domain and
host names until after a full transition and architectural review is done in one year. These are the assumptions for both
GCP environments. 

1. 

Each organization has enabled full connectivity between all of its projects by using Shared VPC. 

2. 

Both organizations strictly use the 10.0.0.0/8 address space for their instances, except for bastion hosts (for accessing
the instances) and load balancers for serving web traffic. 

3. 

There are no prefix overlaps between the two organizations. 

4. 

Both organizations already have firewall rules that allow all inbound and outbound traffic from the 10.0.0.0/8 address
space. 

5. 

Neither organization has Interconnects to their on-premises environment. 

You want to integrate networking and DNS infrastructure of both organizations as quickly as possible and with minimal
downtime. 

Which two steps should you take? (Choose two.) 
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A. Provision Cloud Interconnect to connect both organizations together. 

B. Set up some variant of DNS forwarding and zone transfers in each organization. 

C. Connect VPCs in both organizations using Cloud VPN together with Cloud Router. 

D. Use Cloud DNS to create A records of all VMs and resources across all projects in both organizations. 

E. Create a third organization with a new host project, and attach all projects from your company and Altostrat to it using
shared VPC. 

Correct Answer: CD 

 

 

QUESTION 3

You work for a university that is migrating to GCP. 

These are the cloud requirements: 

1. 

On-premises connectivity with 10 Gbps 

2. 

Lowest latency access to the cloud 

3. 

Centralized Networking Administration Team 

New departments are asking for on-premises connectivity to their projects. You want to deploy the most cost-efficient
interconnect solution for connecting the campus to Google Cloud. 

What should you do? 

A. Use Shared VPC, and deploy the VLAN attachments and Interconnect in the host project. 

B. Use Shared VPC, and deploy the VLAN attachments in the service projects. Connect the VLAN attachment to the
Shared VPC\\'s host project. 

C. Use standalone projects, and deploy the VLAN attachments in the individual projects. Connect the VLAN attachment
to the standalone projects\\' Interconnects. 

D. Use standalone projects and deploy the VLAN attachments and Interconnects in each of the individual projects. 

Correct Answer: A 

 

 

QUESTION 4
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You are designing a Google Kubernetes Engine (GKE) cluster for your organization. The current cluster size is expected
to host 10 nodes, with 20 Pods per node and 150 services. Because of the migration of new services over the next 2
years, there is a planned growth for 100 nodes, 200 Pods per node, and 1500 services. You want to use VPC-native
clusters with alias IP ranges, while minimizing address consumption. 

How should you design this topology? 

A. Create a subnet of size/25 with 2 secondary ranges of: /17 for Pods and /21 for Services. Create a VPC-native
cluster and specify those ranges. 

B. Create a subnet of size/28 with 2 secondary ranges of: /24 for Pods and /24 for Services. Create a VPC-native
cluster and specify those ranges. When the services are ready to be deployed, resize the subnets. 

C. Use gcloud container clusters create [CLUSTER NAME]--enable-ip-aliasto create a VPC-native cluster. 

D. Use gcloud container clusters create [CLUSTER NAME]to create a VPC-native cluster. 

Correct Answer: B 

Reference: https://cloud.google.com/kubernetes-engine/docs/how-to/private-clusters 

 

QUESTION 5

You need to give each member of your network operations team least-privilege access to create, modify, and delete
Cloud Interconnect VLAN attachments. 

What should you do? 

A. Assign each user the editor role. 

B. Assign each user the compute.networkAdmin role. 

C. Give each user the following permissions only: compute.interconnectAttachments.create,
compute.interconnectAttachments.get. 

D. Give each user the following permissions only: compute.interconnectAttachments.create,
compute.interconnectAttachments.get, compute.routers.create, compute.routers.get, compute.routers.update. 

Correct Answer: C 

 

 

QUESTION 6

Your company is running out of network capacity to run a critical application in the on-premises data center. You want to
migrate the application to GCP. You also want to ensure that the Security team does not lose their ability to monitor
traffic to and from Compute Engine instances. 

Which two products should you incorporate into the solution? (Choose two.) 

A. VPC flow logs 

B. Firewall logs 

PROFESSIONAL-CLOUD-NETWORK-ENGINEER Study Guide |
PROFESSIONAL-CLOUD-NETWORK-ENGINEER Exam Questions |
PROFESSIONAL-CLOUD-NETWORK-ENGINEER Braindumps

                             5 / 11

https://www.certbus.com/professional-cloud-network-engineer.html
https://www.certbus.com/professional-cloud-network-engineer.html
https://www.certbus.com/professional-cloud-network-engineer.html


https://www.certbus.com/professional-cloud-network-engineer.html
2023 Latest certbus PROFESSIONAL-CLOUD-NETWORK-ENGINEER PDF
and VCE dumps Download

C. Cloud Audit logs 

D. Stackdriver Trace 

E. Compute Engine instance system logs 

Correct Answer: CD 

Reference: https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-organizations 

 

QUESTION 7

In order to provide subnet level isolation, you want to force instance-A in one subnet to route through a security
appliance, called instance-B, in another subnet. 

What should you do? 

A. Create a more specific route than the system-generated subnet route, pointing the next hop to instance-B with no
tag. 

B. Create a more specific route than the system-generated subnet route, pointing the next hop to instance-B with a tag
applied to instance-A. 

C. Delete the system-generated subnet route and create a specific route to instance-B with a tag applied to instance-A. 

D. Move instance-B to another VPC and, using multi-NIC, connect instance-B\\'s interface to instance-A\\'s network.
Configure the appropriate routes to force traffic through to instance-A. 

Correct Answer: B 

 

 

QUESTION 8

Your end users are located in close proximity to us-east1 and europe-west1. Their workloads need to communicate with
each other. You want to minimize cost and increase network efficiency. 

How should you design this topology? 

A. Create 2 VPCs, each with their own regions and individual subnets. Create 2 VPN gateways to establish connectivity
between these regions. 

B. Create 2 VPCs, each with their own region and individual subnets. Use external IP addresses on the instances to
establish connectivity between these regions. 

C. Create 1 VPC with 2 regional subnets. Create a global load balancer to establish connectivity between the regions. 

D. Create 1 VPC with 2 regional subnets. Deploy workloads in these subnets and have them communicate using private
RFC1918 IP addresses. 

Correct Answer: D 

Explanation: 
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VPC Network Peering enables you to peer VPC networks so that workloads in different VPC networks can 

communicate in private RFC 1918 space. Traffic stays within Google\\'s network and doesn\\'t traverse the 

public internet. 

Reference: https://cloud.google.com/vpc/docs/vpc-peering 

 

QUESTION 9

You decide to set up Cloud NAT. After completing the configuration, you find that one of your instances is not using the
Cloud NAT for outbound NAT. 

What is the most likely cause of this problem? 

A. The instance has been configured with multiple interfaces. 

B. An external IP address has been configured on the instance. 

C. You have created static routes that use RFC1918 ranges. 

D. The instance is accessible by a load balancer external IP address. 

Correct Answer: B 

Reference: https://www.sovereignsolutionscorp.com/google-cloud-nat/ 

 

QUESTION 10

You need to ensure your personal SSH key works on every instance in your project. You want to accomplish this as
efficiently as possible. 

What should you do? 

A. Upload your public ssh key to the project Metadata. 

B. Upload your public ssh key to each instance Metadata. 

C. Create a custom Google Compute Engine image with your public ssh key embedded. 

D. Use gcloud compute sshto automatically copy your public ssh key to the instance. 

Correct Answer: A 

Reference: https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys 

 

QUESTION 11

Your company\\'s web server administrator is migrating on-premises backend servers for an application to GCP.
Libraries and configurations differ significantly across these backend servers. The migration to GCP will be lift-and-shift,
and all requests to the servers will be served by a single network load balancer frontend. You want to use a GCP-native
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solution when possible. 

How should you deploy this service in GCP? 

A. Create a managed instance group from one of the images of the on-premises servers, and link this instance group to
a target pool behind your load balancer. 

B. Create a target pool, add all backend instances to this target pool, and deploy the target pool behind your load
balancer. 

C. Deploy a third-party virtual appliance as frontend to these servers that will accommodate the significant differences
between these backend servers. 

D. Use GCP\\'s ECMP capability to load-balance traffic to the backend servers by installing multiple equal-priority static
routes to the backend servers. 

Correct Answer: B 

 

Reference: https://cloud.google.com/compute/docs/instance-groups/adding-an-instance-group-to-a-loadbalancer 

 

QUESTION 12

You are disabling DNSSEC for one of your Cloud DNS-managed zones. You removed the DS records from your zone
file, waited for them to expire from the cache, and disabled DNSSEC for the zone. You receive reports that DNSSEC
validating resolves are unable to resolve names in your zone. 

What should you do? 

A. Update the TTL for the zone. 

B. Set the zone to the TRANSFER state. 

C. Disable DNSSEC at your domain registrar. 

D. Transfer ownership of the domain to a new registrar. 

Correct Answer: C 

Explanation: 

Before disabling DNSSEC for a managed zone you want to use, you must deactivate DNSSEC at your 

domain registrar to ensure that DNSSEC-validating resolvers can still resolve names in the zone. 

Reference: https://cloud.google.com/dns/docs/dnssec-config 

 

QUESTION 13

Your company offers a popular gaming service. Your instances are deployed with private IP addresses, and external
access is granted through a global load balancer. You have recently engaged a traffic-scrubbing service and want to
restrict your origin to allow connections only from the traffic-scrubbing service. 
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What should you do? 

A. Create a Cloud Armor Security Policy that blocks all traffic except for the traffic-scrubbing service. 

B. Create a VPC Firewall rule that blocks all traffic except for the traffic-scrubbing service. 

C. Create a VPC Service Controls Perimeter that blocks all traffic except for the traffic-scrubbing service. 

D. Create IPTables firewall rules that block all traffic except for the traffic-scrubbing service. 

Correct Answer: B 

 

 

QUESTION 14

Your on-premises data center has 2 routers connected to your GCP through a VPN on each router. All applications are
working correctly; however, all of the traffic is passing across a single VPN instead of being load-balanced across the 2
connections as desired. 

During troubleshooting you find: 

1. 

Each on-premises router is configured with the same ASN. 

2. 

Each on-premises router is configured with the same routes and priorities. 

3. 

Both on-premises routers are configured with a VPN connected to a single Cloud Router. 

4. 

The VPN logs have no-proposal-chosen lines when the VPNs are connecting. 

5. 

BGP session is not established between one on-premises router and the Cloud Router. 

What is the most likely cause of this problem? 

A. One of the VPN sessions is configured incorrectly. 

B. A firewall is blocking the traffic across the second VPN connection. 

C. You do not have a load balancer to load-balance the network traffic. 

D. BGP sessions are not established between both on-premises routers and the Cloud Router. 

Correct Answer: C 
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QUESTION 15

You have enabled HTTP(S) load balancing for your application, and your application developers have reported that
HTTP(S) requests are not being distributed correctly to your Compute Engine Virtual Machine instances. You want to
find data about how the request are being distributed. 

Which two methods can accomplish this? (Choose two.) 

A. On the Load Balancer details page of the GCP Console, click on the Monitoring tab, select your backend service, and
look at the graphs. 

B. In Stackdriver Error Reporting, look for any unacknowledged errors for the Cloud Load Balancers service. 

C. In Stackdriver Monitoring, select Resources > Metrics Explorer and search for https/ request_bytes_count metric. 

D. In Stackdriver Monitoring, select Resources > Google Cloud Load Balancers and review the Key Metrics graphs in
the dashboard. 

E. In Stackdriver Monitoring, create a new dashboard and track the https/backend_request_count metric for the load
balancer. 

Correct Answer: AD 
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