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QUESTION 1

An administrator has 750 firewalls The administrator\\'s central-management Panorama instance deploys dynamic
updates to the firewalls. 

The administrator notices that the dynamic updates from Panorama do not appear on some of the firewalls. 

If Panorama pushes the configuration of a dynamic update schedule to managed firewalls, but the configuration does
not appear what is the root cause? 

A. Panorama has no connection to Palo Alto Networks update servers 

B. Panorama does not have valid licenses to push the dynamic updates 

C. No service route is configured on the firewalls to Palo Alto Networks update servers 

D. Locally-defined dynamic update settings take precedence over the settings that Panorama pushed 

Correct Answer: D 

Locally defined dynamic updates setting on a managed Palo Alto Networks firewall take preference over the Panorama
pushed setting. https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClKQCA0 

 

QUESTION 2

An administrator has created an SSL Decryption policy rule that decrypts SSL sessions on any port. Which log entry can
the administrator use to verify that sessions are being decrypted? 

A. In the details of the Traffic log entries 

B. Decryption log 

C. Data Filtering log 

D. In the details of the Threat log entries 

Correct Answer: A 

Reference: https://live.paloaltonetworks.com/t5/Configuration-Articles/How-to-Implement- and-Test-SSL-Decryption/ta-
p/59719 https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClboCAC The Question is
simply asking how to verify if traffic was being decrypted. There are (2) ways to see this in the traffic logs: 

1.

 To confirm that the traffic is decrypted inside the WebGUI > Monitor > Logs > Traffic. Click the magnifying glass icon in
the traffic log entries to confirm that the connections were decrypted. 

2.

 Another way to validate the decrypted session is by enabling the column "Decrypted" as below Traffic logs . This can
be done by clicking on the arrow down next to any column title and selecting the Columns > Decrypted. This shows
decrypted status in regular traffic log view. 
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QUESTION 3

What can an engineer use with GlobalProtect to distribute user-specific client certificates to each GlobalProtect user? 

A. Certificate profile 

B. SSL/TLS Service profile 

C. OCSP Responder 

D. SCEP 

Correct Answer: D 

 

QUESTION 4

A Palo Alto Networks NGFW just submitted a file to WildFire for analysis. Assume a 5- minute window for analysis. The
firewall is configured to check for verdicts every 5 minutes. 

How quickly will the firewall receive back a verdict? 

A. More than 15 minutes 

B. 5 minutes 

C. 10 to 15 minutes 

D. 5 to 10 minutes 

Correct Answer: D 

"As new WildFire signatures are available every five minutes, this setting ensures the firewall retrieves these signatures
within a minute of availability." Meaning if the WildFire checks for verdict at 06:00 PM it would next check at 06:05,
however if you submit a file at 06:06 - WildFire would check at 06:10 but your verdict will come at 06:11, which would be
fetched by WildFire at 06:15 - hence 9 minutes since you submitted. So 5 to 10 mins depending on your time of
submission. 

 

QUESTION 5

Review the images. A firewall policy that permits web traffic includes the global-logs policy as depicted. 
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What is the result of traffic that matches the "Alert - Threats" Profile Match List? 

A. The source address of SMTP traffic that matches a threat is automatically blocked as BadGuys for 180 minutes. 

B. The source address of traffic that matches a threat is automatically blocked as BadGuys for 180 minutes. 

C. The source address of traffic that matches a threat is automatically tagged as BadGuys for 180 minutes. 

D. The source address of SMTP traffic that matches a threat is automatically tagged as BadGuys for 180 minutes. 

Correct Answer: C 
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QUESTION 6

A network administrator plans a Prisma Access deployment with three service connections, each with a BGP peering to
a CPE. The administrator needs to minimize the BGP configuration and management overhead on on-prem network
devices. 

What should the administrator implement? 

A. target service connection for traffic steering 

B. summarized BGP routes before advertising 

C. hot potato routing 

D. default routing 

Correct Answer: C 

 

QUESTION 7

If an administrator does not possess a website\\'s certificate, which SSL decryption mode will allow the Palo Alto
networks NGFW to inspect when users browse to HTTP(S) websites? 

A. SSL Forward Proxy 

B. SSL Inbound Inspection 

C. TLS Bidirectional proxy 

D. SSL Outbound Inspection 

Correct Answer: A 

https://knowledgebase.paloaltonetworks.com/KCSArticleDetail?id=kA10g000000ClV8CAK
https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/configure-ssl- inbound-inspection.html 

 

QUESTION 8

What should an administrator consider when planning to revert Panorama to a pre-PAN- OS 8.1 version? 

A. Panorama cannot be reverted to an earlier PAN-OS release if variables are used in templates or template stacks. 

B. An administrator must use the Expedition tool to adapt the configuration to the pre-PAN- OS 8.1 state. 

C. When Panorama is reverted to an earlier PAN-OS release, variables used in templates or template stacks will be
removed automatically. 

D. Administrators need to manually update variable characters to those used in pre-PAN- OS 8.1. 

Correct Answer: A 

You are unable to downgrade from PAN-OS 8.1 to an earlier PAN-OS release if variables are used in your template or
template stack configuration. Variables must be removed from the template and template stack configuration to
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downgrade. 

 

QUESTION 9

What can be used to create dynamic address groups? 

A. dynamic address 

B. region objects 

C. tags 

D. FODN addresses 

Correct Answer: C 

 

QUESTION 10

When configuring forward error correction (FEC) for PAN-OS SD-WAN, an administrator would turn on the feature
inside which type of SD-WAN profile? 

A. Certificate profile 

B. Path Quality profile 

C. SD-WAN Interface profile 

D. Traffic Distribution profile 

Correct Answer: C 

 

 

QUESTION 11

A network security engineer is asked to provide a report on bandwidth usage. Which tab in the ACC provides the
information needed to create the report? 

A. Blocked Activity 

B. Bandwidth Activity 

C. Threat Activity 

D. Network Activity 

Correct Answer: D 
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QUESTION 12

A company is looking to increase redundancy in their network. Which interface type could help accomplish this? 

A. Layer 2 

B. Virtual wire 

C. Tap 

D. Aggregate ethernet 

Correct Answer: D 

An aggregate group increases the bandwidth between peers by load balancing traffic across the combined interfaces. It
also provides redundancy https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-networking-admin/configure-
interfaces/ configure-an-aggregate-interface-group#id9c0f5a8b-0aad-4be5-821d- ef9d7c11a88d 

 

QUESTION 13

Which feature must you configure to prevent users form accidentally submitting their corporate credentials to a phishing
website? 

A. URL Filtering profile 

B. Zone Protection profile 

C. Anti-Spyware profile 

D. Vulnerability Protection profile 

Correct Answer: A 

Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/threat- prevention/prevent-credential-
phishing 

Phishing attack prevention extends the URL filtering capabilities to actively detect targeted credential phishing attacks
through a cloud-based analytics service as well as through heuristics on the device itself. 

 

QUESTION 14

You are auditing the work of a co-worker and need to verify that they have matched the Palo Alto Networks Best
Practices for Anti-Spyware Profiles. 

For Which three severity levels should single-packet captures be enabled to meet the Best Practice standard? (Choose
three) 

A. High 

B. Medium 

C. Critical 
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D. Informational 

E. Low 

Correct Answer: ABC 

https://docs.paloaltonetworks.com/pan-os/9-0/pan-os-admin/policy/security- profiles 

 

QUESTION 15

A web server is hosted in the DMZ and the server is configured to listen for incoming connections on TCP port 443. A
Security policies rules allowing access from the Trust zone to the DMZ zone needs to be configured to allow web-
browsing access. The web server hosts its contents over HTTP(S). Traffic from Trust to DMZ is being decrypted with a
Forward Proxy rule. 

Which combination of service and application, and order of Security policy rules, needs to be configured to allow
cleartext web- browsing traffic to this server on tcp/443? 

A. Rule #1: application: web-browsing; service: application-default; action: allow Rule #2: application: ssl; service:
application-default; action: allow 

B. Rule #1: application: web-browsing; service: service-https; action: allow Rule #2:application: ssl; service: application-
default; action: allow 

C. Rule # 1: application: ssl; service: application-default; action: allow Rule #2: application: web-browsing; service:
application-default; action: allow 

D. Rule #1: application: web-browsing; service: service-http; action: allow Rule #2: application: ssl; service: application-
default; action: allow 

Correct Answer: B 
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