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QUESTION 1

Referring to the exhibit, which statement is true? 

A. The packet failed the HMAC validation. 

B. The packet did not match any of the local IPsec SAs. 

C. The packet was protected with an unsupported encryption algorithm. 

D. The IPsec negotiation failed because the SPI was unknown. 

Correct Answer: A 

Explanation: http://kb.fortinet.com/kb/viewContent.do?externalId=FD33101 

 

QUESTION 2

You are asked to implement a wireless network for a conference center and need to provision a high number of access
points to support a large number of wireless client connections. Which statement describes a valid solution for this
requirement? 

A. Use a captive portal for guest access. Use both 2.4 GHz and 5 GHz bands. Enable frequency and access point hand-
off. Use more channels, thereby supporting more clients. 

B. Use an open wireless network with no portal. Use both 2.4 GHz and 5 GHz bands. Use 802.11ac capable access
points and configure channel bonding to support greater throughput for wireless clients. 
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C. Use a pre-shared key only for wireless client security. Use the 5 GHz band only for greater security. Use 802.11ac
capable access points and configure channel bonding to support greater throughput for wireless clients. 

D. Use a captive portal for guest access. Use both the 2.4 GHz and 5 GHz bands, and configure frequency steering.
Configure rogue access point detection in order to automatically control the transmit power of each AP. 

Correct Answer: D 

 

QUESTION 3

Your NOC contracts the security team due to a problem with a new application flow. You are instructed to disable
hardware acceleration for the policy shown in the exhibit for troubleshooting purposes. 

Which command will disable hardware acceleration for the new application policy? 
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A. B. C. 

D. 

Correct Answer: D 

References: http://docs.fortinet.com/uploaded/files/1607/fortigate-hardware-accel-50.pdf 

 

QUESTION 4

You have deployed two FortiGate devices as an HA pair. One FortiGate will process traffic while the other FortiGate is a
standby. The standby monitors the primary for failure and only takes the role of processing traffic if it detects that the 

primary FortiGate has failed. 

Which style of FortiGate HA does this scenario describe? 

A. active-passive HA 

B. active-active HA 

C. partial mesh HA 

D. full mesh HA 

Correct Answer: A 
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QUESTION 5

Referring to the configuration shown in the exhibit, which three statements are true? (Choose three.) 

A. Traffic logging is disabled in policy 96. 

B. TCP handshake is completed and no FIN/RST has been forwarded. 

C. No packet has hit this session in the last five minutes. 

D. No QoS is applied to this traffic. 

E. The traffic goes through a VIP applied to policy 96. 

Correct Answer: B 

References: http://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 
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QUESTION 6

The output shown in the exhibit from FortiManager is displayed during an import of the device configuration. Which
statement describes the correct action taken for these duplicate objects? 

A. The import fails because of the duplicate entries detected which exist in the ADOM database. 

B. FortiManager installs these duplicate objects to the managed device from the ADOM database. 

C. FortiManager does not import these duplicate entries into the ADOM database because they already exist in the
ADOM database. 

D. FortiManager creates indexed duplicate entries for these objects in the ADOM database. 

Correct Answer: B 

References: http://docs.fortinet.com/uploaded/files/2905/FortiManager-5.4.0-Administration-Guide.pdf 

 

QUESTION 7

Your marketing department uncompressed and executed a file that the whole department received using Skype. 
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Reviewing the exhibit, which two details do you determine from your initial analysis of the payload? 

A. The payload contains strings that the malware is monitoring to harvest credentials. 

B. This is a type of Trojan that will download and pirate movies using your Netflix credentials. 

C. This type of threat of a DDoS attack using instant messaging to send e-mails to further spread the infection. 

D. This threat payload is uploading private user videos which are then used to extort Bitcoin payments. 

Correct Answer: B 

 

QUESTION 8

Which Fortinet product is used for antispam protection? 

A. FortiSwitch 

B. FortiGate 

C. FortiWeb 

D. FortiDB 

Correct Answer: B 

 

QUESTION 9
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The exhibit shows an explicit Web proxy configuration in a FortiGate device. The FortiGate is installed between a client
with the IP address 172.16.10.4 and a Web server using port 80 with the IP address 10.10.3.4. The client Web browser
is 

properly sending HTTP traffic to the FortiGate Web proxy IP address 172.16.10.254. 

Which two sniffer commands will capture this HTTP traffic? (Choose two.) 

A. diagnose sniffer packet any `host 172.16.10.4 and host 172.16.10.254\\' 3 

B. diagnose sniffer packet any `host 172.16.10.254 and host 10.10.3.4\\' 3 

C. diagnose sniffer packet any `host 172.16.10.4 and port 8080\\' 3 

D. diagnose sniffer packet any `host 172.16.10.4 and host 10.10.3.4\\' 3 

Correct Answer: CD 

 

Sniffer should run between webproxy to webserver 

And also Sniffer between client machine to web proxy connectivity as it is in explicit mode. 

Reference: 

http://www.maxnetwork.org/fortigate-packet-capture 

 

Latest NSE8 Dumps | NSE8 PDF Dumps | NSE8 Practice Test                              8 / 13

https://www.certbus.com/nse8.html
https://www.certbus.com/nse8.html
https://www.certbus.com/nse8.html


https://www.certbus.com/nse8.html
2023 Latest certbus NSE8 PDF and VCE dumps Download

QUESTION 10

Your FortiGate has multiple CPUs. You want to verify the load for each CPU. Which two commands will accomplish this
task? (Choose two.) 

A. get system performance status 

B. diag system mpstat 

C. diag system cpu stat 

D. diag system top 

Correct Answer: AD 

References: http://kb.fortinet.com/kb/documentLink.do?externalID=13825 

 

QUESTION 11

Which three statements about throughput on a wireless network are true? (Choose three.) 

A. A wireless device labelled as 300 Mbps should be expected to provide a throughput of 300Mbps. 

B. Be careful to ensure the capabilities of the wireless clients match those of the access points, in order to achieve
higher throughput. 

C. Reducing the duty cycles of the wireless media by generating fewer beacons may improve throughput. 

D. Because of the higher level of RF noise that is typical in the 2.4 GHz ISM band, throughput of 2.4 GHz devices will
typically be less than 5 GHz devices. 

E. Because of the full-duplex nature of the medium and the minimal overhead generated by CSMA/CA, the actual
aggregate throughput is typically close to the data rate. 

Correct Answer: D 

References: http://www.tp-link.in/faq-499.html 

 

QUESTION 12

Which three configuration scenarios will result in an IPsec negotiation failure between two FortiGate devices? (Choose
three.) 

A. mismatched phase 2 selectors 

B. mismatched Anti-Replay configuration 

C. mismatched Perfect Forward Secrecy 

D. failed Dead Peer Detection negotiation 

E. mismatched IKE version 
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Correct Answer: C 

In IPsec negotiations, Perfect Forward Secrecy (PFS) ensures that each new cryptographic key is unrelated to any
previous key. Either enable or disable PFS on both the tunnel peers; otherwise, the LAN-to-LAN (L2L) IPsec tunnel is
not established 

 

QUESTION 13

Your colleague has enabled virtual clustering to load balance traffic between the cluster units. You notice that all traffic
is currently directed to a single FortiGate unit. Your colleague has applied the configuration shown in the exhibit. 

Which step would you perform to load balance traffic within the virtual cluster? 

A. Issue the diagnose sys ha reset-uptime command on the unit that is currently processing traffic to enable load
balancing. 

B. Add an additional virtual cluster high-availability link to enable cluster load balancing. 

C. Input Virtual Cluster domain 1 and Virtual Cluster domain 2 device priorities for each cluster unit. 

D. Use the set override enable command on both units to allow the secondary unit to load balance traffic. 

Correct Answer: C 

Reference: http://docs.fortinet.com/uploaded/files/1088/fortigate-ha-50.pdf 

 

QUESTION 14

Latest NSE8 Dumps | NSE8 PDF Dumps | NSE8 Practice Test                             10 / 13

https://www.certbus.com/nse8.html
https://www.certbus.com/nse8.html
https://www.certbus.com/nse8.html


https://www.certbus.com/nse8.html
2023 Latest certbus NSE8 PDF and VCE dumps Download

Referring to the command output shown in the exhibit, how many hosts are connected to the FortiGate? 

A. 7 

B. 6 

C. 2 

D. 256 

Correct Answer: B 

References: http://cookbook.fortinet.com/troubleshooting-fortigate-installation/ 

 

QUESTION 15

Which command syntax would you use to configure the serial number of a FortiGate as its host name? 
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A. B. C. D. 

Correct Answer: C 

References:
http://docs.fortinet.com/uploaded/files/2002/FortiOS%20Handbook%20-%20System%20Administration%205.2.pdf 
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