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QUESTION 1

Which configuration can be used to reduce the number of BGP sessions in an IBGP network? 

A. Neighbor range 

B. Route reflector 

C. Next-hop-self 

D. Neighbor group 

Correct Answer: B 

 

QUESTION 2

Examine the output from the `diagnose vpn tunnel list\\' command shown in the exhibit; then answer the question
below. 

Which command can be used to sniffer the ESP traffic for the VPN DialUP_0? 
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A. diagnose sniffer packet any `port 500\\' 

B. diagnose sniffer packet any `esp\\' 

C. diagnose sniffer packet any `host 10.0.10.10\\' 

D. diagnose sniffer packet any `port 4500\\' 

Correct Answer: B 

 

QUESTION 3

View the exhibit, which contains the output of a real-time debug, and then answer the question below. 

Which of the following statements is true regarding this output? (Choose two.) 

A. This web request was inspected using the root web filter profile. 

B. FortiGate found the requested URL in its local cache. 

C. The requested URL belongs to category ID 52. 

D. The web request was allowed by FortiGate. 

Correct Answer: BC 

 

QUESTION 4

Examine the partial output from two web filter debug commands; then answer the question below: 
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Based on the above outputs, which is the FortiGuard web filter category for the web site www.fgt99.com? 

A. Finance and banking 

B. General organization. 

C. Business. 

D. Information technology. 

Correct Answer: C 

 

QUESTION 5

View the global IPS configuration, and then answer the question below. 
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Which of the following statements is true regarding this configuration? 

A. IPS will scan every byte in every session. 

B. FortiGate will spawn IPS engine instances based on the system load. 

C. New packets will be passed through without inspection if the IPS socket buffer runs out of memory. 

D. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory. 

Correct Answer: A 

 

QUESTION 6

Examine the partial output from the IKE real time debug shown in the exhibit; then answer the question below. 
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Why didn\\'t the tunnel come up? 

A. IKE mode configuration is not enabled in the remote IPsec gateway. 

B. The remote gateway\\'s Phase-2 configuration does not match the local gateway\\'s phase- 2 configuration. 

C. The remote gateway\\'s Phase-1 configuration does not match the local gateway\\'s phase- 1 configuration. 

D. One IPsec gateway is using main mode, while the other IPsec gateway is using aggressive mode. 

Correct Answer: B 

 

QUESTION 7

Examine the output of the `get router info ospf interface\\' command shown in the exhibit; then answer the question
below. 

Which statements are true regarding the above output? (Choose two.) 

A. The port4 interface is connected to the OSPF backbone area. 

B. The local FortiGate has been elected as the OSPF backup designated router. 

C. There are at least 5 OSPF routers connected to the port4 network. 

D. Two OSPF routers are down in the port4 network. 

Correct Answer: AD 

 

QUESTION 8
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An administrator wants to capture ESP traffic between two FortiGates using the built-in sniffer. If the administrator
knows that there is no NAT device located between both FortiGates, what command should the administrator execute? 

A. diagnose sniffer packet any `udp port 500\\' 

B. diagnose sniffer packet any `udp port 4500\\' 

C. diagnose sniffer packet any `esp\\' 

D. diagnose sniffer packet any `udp port 500 or udp port 4500\\' 

Correct Answer: C 

 

QUESTION 9

Which of the following statements is true regarding a FortiGate configured as an explicit web proxy? 

A. FortiGate limits the number of simultaneous sessions per explicit web proxy user. This limit CANNOT be modified by
the administrator. 

B. FortiGate limits the total number of simultaneous explicit web proxy users. 

C. FortiGate limits the number of simultaneous sessions per explicit web proxy user. The limit CAN be modified by the
administrator. 

D. FortiGate limits the number of workstations that authenticate using the same web proxy user credentials. This limit
CANNOT be modified by the administrator. 

Correct Answer: C 

 

QUESTION 10

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 
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Which statements are true regarding the output in the exhibit? (Choose two.) 

A. BGP state of the peer 10.125.0.60 is Established. 

B. BGP peer 10.200.3.1 has never been down since the BGP counters were cleared. 

C. Local BGP peer has not received an OpenConfirm from 10.200.3.1. 

D. The local BGP peer has received a total of 3 BGP prefixes. 

Correct Answer: AC 

 

QUESTION 11

Which of the following statements are correct regarding application layer test commands? (Choose two.) 

A. They are used to filter real-time debugs. 

B. They display real-time application debugs. 

C. Some of them display statistics and configuration information about a feature or process. 

D. Some of them can be used to restart an application. 

Correct Answer: BC 

 

QUESTION 12

Examine the output of the `get router info bgp summary\\' command shown in the exhibit; then answer the question
below. 
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Which statement can explain why the state of the remote BGP peer 10.200.3.1 is Connect? 

A. The local peer is receiving the BGP keepalives from the remote peer but it has not received any BGP prefix yet. 

B. The TCP session for the BGP connection to 10.200.3.1 is down. 

C. The local peer has received the BGP prefixed from the remote peer. 

D. The local peer is receiving the BGP keepalives from the remote peer but it has not received the OpenConfirm yet. 

Correct Answer: B 

 

QUESTION 13

When does a RADIUS server send an Access-Challenge packet? 

A. The server does not have the user credentials yet. 

B. The server requires more information from the user, such as the token code for two- factor authentication. 

C. The user credentials are wrong. 

D. The user account is not found in the server. 

Correct Answer: B 

 

QUESTION 14

Examine the following partial outputs from two routing debug commands; then answer the question below. 

# get router info kernel 

tab=254 vf=0 scope=0type=1 proto=11 prio=0 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 

gwy=10.200.1.254 dev=2(port1) 

tab=254 vf=0 scope=0type=1 proto=11 prio=10 0.0.0.0/0.0.0.0/0->0.0.0.0/0 pref=0.0.0.0 
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gwy=10.200.2.254 dev=3(port2) 

tab=254 vf=0 scope=253type=1 proto=2 prio=0 0.0.0.0/0.0.0.0/.->10.0.1.0/24 pref=10.0.1.254 

gwy=0.0.0.0 dev=4(port3) 

# get router info routing-table all s*0.0.0.0/0 [10/0] via 10.200.1.254, portl [10/0] via 10.200.2.254, port2, 

[10/0] dO.0.1.0/24 is directly connected, port3 dO.200.1.0/24 is directly connected, portl d0.200.2.0/24 is 

directly connected, port2 Which outbound interface or interfaces will be used by this FortiGate to route web traffic from
internal users to the Internet? 

A. port! 

B. port2. 

C. Both portl and port2. 

D. port3. 

Correct Answer: B 

 

QUESTION 15

View the exhibit, which contains a screenshot of some phase-1 settings, and then answer the question below. 

The VPN is up, and DPD packets are being exchanged between both IPsec gateways; however, traffic cannot pass
through the tunnel. To diagnose, the administrator enters these CLI commands: 
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However, the IKE real time debug does not show any output. Why? 

A. The debug output shows phases 1 and 2 negotiations only. Once the tunnel is up, it does not show any more output. 

B. The log-filter setting was set incorrectly. The VPN\\'s traffic does not match this filter. 

C. The debug shows only error messages. If there is no output, then the tunnel is operating normally. 

D. The debug output shows phase 1 negotiation only. After that, the administrator must enable the following real time
debug: diagnose debug application ipsec -1. 

Correct Answer: D 
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