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QUESTION 1

Which statements are correct regarding FortiAnalyzer reports? (Choose two) 

A. FortiAnalyzer provides the ability to create custom reports. 

B. FortiAnalyzer glows you to schedule reports to run. 

C. FortiAnalyzer includes pre-defined reports only. 

D. FortiAnalyzer allows reporting for FortiGate devices only. 

Correct Answer: AB 

 

QUESTION 2

What can you do on FortiAnalyzer to restrict administrative access from specific locations? 

A. Configure trusted hosts for that administrator. 

B. Enable geo-location services on accessible interface. 

C. Configure two-factor authentication with a remote RADIUS server. 

D. Configure an ADOM for respective location. 

Correct Answer: A 

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/hardening-your-fortigate/582009/systemadministrator-best-
practices 

 

QUESTION 3

What purposes does the auto-cache setting on reports serve? (Choose two.) 

A. To reduce report generation time 

B. To automatically update the hcache when new logs arrive 

C. To reduce the log insert lag rate 

D. To provide diagnostics on report generation time 

Correct Answer: AB 

Reference: https://docs.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/282280/enablingautocache 

 

QUESTION 4
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What are two advantages of setting up fabric ADOM? (Choose two.) 

A. It can be used for fast data processing and log correlation 

B. It can be used to facilitate communication between devices in same Security Fabric 

C. It can include all Fortinet devices that are part of the same Security Fabric 

D. It can include only FortiGate devices that are part of the same Security Fabric 

Correct Answer: AC 

https://docs.fortinet.com/document/fortianalyzer/6.2.5/administration-guide/448471/creating-a-securityfabric-adom 

 

QUESTION 5

You\\'ve moved a registered logging device out of one ADOM and into a new ADOM. What happens when you rebuild
the new ADOM database? 

A. FortiAnalyzer resets the disk quota of the new ADOM to default. 

B. FortiAnalyzer migrates archive logs to the new ADOM. 

C. FortiAnalyzer migrates analytics logs to the new ADOM. 

D. FortiAnalyzer removes logs from the old ADOM. 

Correct Answer: C 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40383 

 

QUESTION 6

What is Log Insert Lag Time on FortiAnalyzer? 

A. The number of times in the logs where end users experienced slowness while accessing resources. 

B. The amount of lag time that occurs when the administrator is rebuilding the ADOM database. 

C. The amount of time that passes between the time a log was received and when it was indexed on FortiAnalyzer. 

D. The amount of time FortiAnalyzer takes to receive logs from a registered device 

Correct Answer: C 

 

QUESTION 7

View the exhibit: 
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What does the 1000MB maximum for disk utilization refer to? 

A. The disk quota for the FortiAnalyzer model 

B. The disk quota for all devices in the ADOM 

C. The disk quota for each device in the ADOM 

D. The disk quota for the ADOM type 

Correct Answer: B 

https://docs.fortinet.com/document/fortianalyzer/6.2.0/administration- guide/743670/configuring-logstorage-policy 

 

QUESTION 8

Which two methods are the most common methods to control and restrict administrative access on FortiAnalyzer?
(Choose two.) 

A. Virtual domains 

B. Administrative access profiles 

C. Trusted hosts 

D. Security Fabric 

Correct Answer: BC 

Reference: https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/219292/administrator-profiles
https://docs2.fortinet.com/document/fortianalyzer/6.0.0/administration-guide/581222/trusted-hosts 

 

QUESTION 9

In FortiAnalyzer\\'s FormView, source and destination IP addresses from FortiGate devices are not resolving to a
hostname. How can you resolve the source and destination IPs, without introducing any additional performance impact
to FortiAnalyzer? 

A. Configure local DNS servers on FortiAnalyzer 

B. Resolve IPs on FortiGate 
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C. Configure # set resolve-ip enable in the system FortiView settings 

D. Resolve IPs on a per-ADOM basis to reduce delay on FortiView while IPs resolve 

Correct Answer: B 

 

 

QUESTION 10

What does the disk status Degraded mean for RAID management? 

A. One or more drives are missing from the FortiAnalyzer unit. The drive is no longer available to the operating system. 

B. The FortiAnalyzer device is writing to all the hard drives on the device in order to make the array fault tolerant. 

C. The FortiAnalyzer device is writing data to a newly added hard drive in order to restore the hard drive to an optimal
state. 

D. The hard drive Is no longer being used by the RAID controller 

Correct Answer: D 

 

QUESTION 11

On FortiAnalyzer, what is a wildcard administrator account? 

A. An account that permits access to members of an LDAP group 

B. An account that allows guest access with read-only privileges 

C. An account that requires two-factor authentication 

D. An account that validates against any user account on a FortiAuthenticator 

Correct Answer: A 

https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/747268/configuring-wildcard-admin-accounts 

 

QUESTION 12

An administrator has moved FortiGate A from the root ADOM to ADOM1. Which two statements are true regarding
logs? (Choose two.) 

A. Analytics logs will be moved to ADOM1 from the root ADOM automatically. 

B. Archived logs will be moved to ADOM1 from the root ADOM automatically. 

C. Logs will be presented in both ADOMs immediately after the move. 

D. Analytics logs will be moved to ADOM1 from the root ADOM after you rebuild the ADOM1 SQL database. 
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Correct Answer: BD 

Reference: https://community.fortinet.com/t5/Fortinet-Forum/FW-Migration-between-ADOMs/m-p/32683? m=158008 

 

QUESTION 13

What is the recommended method of expanding disk space on a FortiAnalyzer VM? 

A. From the VM host manager, add an additional virtual disk and use the #execute lvm extend command to expand the
storage 

B. From the VM host manager, expand the size of the existing virtual disk 

C. From the VM host manager, expand the size of the existing virtual disk and use the # execute format disk command
to reformat the disk 

D. From the VM host manager, add an additional virtual disk and rebuild your RAID array 

Correct Answer: A 

https://kb.fortinet.com/kb/documentLink.do?externalID=FD40848 

 

QUESTION 14

On the RAID management page, the disk status is listed as Initializing. 

What does the status Initializing indicate about what the FortiAnalyzer is currently doing? 

A. FortiAnalyzer is ensuring that the parity data of a redundant drive is valid 

B. FortiAnalyzer is writing data to a newly added hard drive to restore it to an optimal state 

C. FortiAnalyzer is writing to all of its hard drives to make the array fault tolerant 

D. FortiAnalyzer is functioning normally 

Correct Answer: C 

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/4cb0dce6-dbef-11e9-89770050569
2583a/FortiAnalyzer-5.6.10-Administration-Guide.pdf (40) 

 

QUESTION 15

Why should you use an NTP server on FortiAnalyzer and all registered devices that log into FortiAnalyzer? 

A. To properly correlate logs 

B. To use real-time forwarding 

C. To resolve host names 
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D. To improve DNS response times 

Correct Answer: A 
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