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QUESTION 1

Which of the following DLP actions will always be performed if it is selected? 

A. Archive 

B. Quarantine Interface 

C. Ban Sender 

D. Block 

E. None 

F. Ban 

G. Quarantine IP Address 

Correct Answer: A 

 

QUESTION 2

An end user logs into the full-access SSL VPN portal and selects the Tunnel Mode option by clicking on the "Connect"
button. The administrator has enabled split tunneling. 

Given that the user authenticates against the SSL VPN policy shown in the image below, which statement below
identifies the route that is added to the client\\'s routing table. 

A. A route to destination matching the `WIN2K3\\' address object. 

B. A route to the destination matching the `all\\' address object. 

C. A default route. 

D. No route is added. 

Correct Answer: A 
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QUESTION 3

Which of the following pieces of information can be included in the Destination Address field of a firewall policy? 

A. An IP address pool, a virtual IP address, an actual IP address, and an IP address group. 

B. A virtual IP address, an actual IP address, and an IP address group. 

C. An actual IP address and an IP address group. 

D. Only an actual IP address. 

Correct Answer: B 

 

QUESTION 4

A portion of the device listing for a FortiAnalyzer unit is displayed in the exhibit. 

Which of the following statements best describes the reason why the FortiGate 60B unit is unable to archive data to the
FortiAnalyzer unit? 

A. The FortiGate unit is considered an unregistered device. 

B. The FortiGate unit has been blocked from sending archive data to the FortiAnalyzer device by the administrator. 

C. The FortiGate unit has insufficient privileges. The administrator should edit the device entry in the FortiAnalyzer and
modify the privileges. 

D. The FortiGate unit is being treated as a syslog device and is only permitted to send log data. 

Correct Answer: A 

 

QUESTION 5

The __________ CLI command is used on the FortiGate unit to run static commands such as ping or to reset the
FortiGate unit to factory defaults. 

A. execute 

Correct Answer: A 
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QUESTION 6

When configuring FortiGuard on FortiManager, which two statements are correct regarding Allow Push Update settings
configured in the FortiGuard Antivirus and IPS Settings? (Choose two.) 

A. If an urgent or critical FortiGuard Antivirus and/or IPS update becomes available, the FortiManager built-in FDS will
send push update notifications to each managed device. 

B. If an urgent or critical FortiGuard Antivirus and/or IPS update becomes available, the FortiManager built-in FDS will
receive push update notifications. 

C. FortiManager\\'s built-in FDS service may not correctly receive push updates if the external facing IP address of any
intermediary NAT device is dynamic. 

D. FortiManager\\'s built-in FDS service does not allow an administrator to override the default FortiManager IP address
and port used by the FDN to send update messages. 

Correct Answer: BC 

 

QUESTION 7

Bob wants to send Alice a file that is encrypted using public key cryptography. 

Which of the following statements is correct regarding the use of public key cryptography in this scenario? 

A. Bob will use his private key to encrypt the file and Alice will use her private key to decrypt the file. 

B. Bob will use his public key to encrypt the file and Alice will use Bob\\'s private key to decrypt the file. 

C. Bob will use Alice\\'s public key to encrypt the file and Alice will use her private key to decrypt the file. 

D. Bob will use his public key to encrypt the file and Alice will use her private key to decrypt the file. 

E. Bob will use Alice\\'s public key to encrypt the file and Alice will use Bob\\'s public key to decrypt the file. 

Correct Answer: C 

 

QUESTION 8

Which Fortinet products and features could be considered part of a comprehensive solution to monitor and prevent the
leakage of senstive data? (Select all that apply.) 

A. Archive non-compliant outgoing e-mails using FortiMail. 

B. Restrict unofficial methods of transferring files such as P2P using Application Control lists on a FortiGate. 

C. Monitor database activity using FortiAnalyzer. 

D. Apply a DLP sensor to a firewall policy. 

E. Configure FortiClient to prevent files flagged as sensitive from being copied to a USB disk. 

Correct Answer: ABD 

NSE5 VCE Dumps | NSE5 Exam Questions | NSE5 Braindumps                                4 / 8

https://www.certbus.com/nse5.html
https://www.certbus.com/nse5.html
https://www.certbus.com/nse5.html


https://www.certbus.com/nse5.html
2023 Latest certbus NSE5 PDF and VCE dumps Download

 

QUESTION 9

When creating administrative users which of the following configuration objects determines access rights on the
FortiGate unit? 

A. profile 

B. allowaccess interface settings 

C. operation mode 

D. local-in policy 

Correct Answer: A 

 

QUESTION 10

Examine the exhibit shown below then answer the question that follows it. 

Within the UTM Proxy Options, the CA certificate Fortinet_CA_SSLProxy defines which of the following: 

A. FortiGate unit\\'s encryption certificate used by the SSL proxy. 

B. FortiGate unit\\'s signing certificate used by the SSL proxy. 

C. FortiGuard\\'s signing certificate used by the SSL proxy. 

D. FortiGuard\\'s encryption certificate used by the SSL proxy. 

Correct Answer: A 

 

QUESTION 11

What two statements are correct regarding administrative users and accounts? (Choose two.) 

A. Administrative user accounts can exist locally or remotely. 

NSE5 VCE Dumps | NSE5 Exam Questions | NSE5 Braindumps                                5 / 8

https://www.certbus.com/nse5.html
https://www.certbus.com/nse5.html
https://www.certbus.com/nse5.html


https://www.certbus.com/nse5.html
2023 Latest certbus NSE5 PDF and VCE dumps Download

B. Administrative user login information is available to all administrators through the Web- based manager. 

C. Administrative users must be assigned an administrative profile. 

D. Administrative user access is restricted by administrative profiles only. 

Correct Answer: AC 

 

QUESTION 12

Which spam filter is not available on a FortiGate device? 

A. Sender IP reputation database 

B. URLs included in the body of known SPAM messages. 

C. Email addresses included in the body of known SPAM messages. 

D. Spam object checksums 

E. Spam grey listing 

Correct Answer: E 

 

QUESTION 13

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down according to their sequence number. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed on best match. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

QUESTION 14

Which of the following statements is correct regarding URL Filtering on the FortiGate unit? 

A. The FortiGate unit can filter URLs based on patterns using text and regular expressions. 

B. The available actions for URL Filtering are Allow and Block. 

C. Multiple URL Filter lists can be added to a single Web filter profile. 

D. A FortiGuard Web Filtering Override match will override a block action in the URL filter list. 

Correct Answer: A 
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QUESTION 15

The diag sys session list command is executed in the CLI. The output of this command is shown in the exhibit. 

Based on the output from this command, which of the following statements is correct? 

A. This is a UDP session. 

B. Traffic shaping is being applied to this session. 

C. This is an ICMP session. 

D. This traffic has been authenticated. 

E. This session matches a firewall policy with ID 5. 

Correct Answer: B 
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