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QUESTION 1

A team manager has decided that, while some members of the team need access to a particular website, the majority of
the team does not 

Which configuration option is the most effective way to support this request? 

A. Implement a web filter category override for the specified website 

B. Implement a DNS filter for the specified website. 

C. Implement web filter quotas for the specified website 

D. Implement web filter authentication for the specified website. 

Correct Answer: D 

 

 

QUESTION 2

Refer to the exhibit. 

Which contains a session diagnostic output. Which statement is true about the session diagnostic output? 

A. The session is in SYN_SENT state. 

B. The session is in FIN_ACK state. 

C. The session is in FTN_WAIT state. 
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D. The session is in ESTABLISHED state. 

Correct Answer: A 

Indicates TCP (proto=6) session in SYN_SENT state (proto=state=2)
https://kb.fortinet.com/kb/viewContent.do?externalId=FD30042 

 

QUESTION 3

An organization\\'s employee needs to connect to the office through a high-latency internet connection. Which SSL VPN
setting should the administrator adjust to prevent the SSL VPN negotiation failure? 

A. Change the session-ttl. 

B. Change the login timeout. 

C. Change the idle-timeout. 

D. Change the udp idle timer. 

Correct Answer: B 

 

QUESTION 4

Which three pieces of information does FortiGate use to identify the hostname of the SSL server when SSL certificate
inspection is enabled? (Choose three.) 

A. The subject field in the server certificate 

B. The serial number in the server certificate 

C. The server name indication (SNI) extension in the client hello message 

D. The subject alternative name (SAN) field in the server certificate 

E. The host field in the HTTP header 

Correct Answer: ACD 

Reference: https://checkthefirewall.com/blogs/fortinet/ssl-inspection 

 

QUESTION 5

Examine the network diagram shown in the exhibit, then answer the following question: Which one of the following
routes is the best candidate route for FGT1 to route traffic from the Workstation to the Web server? 
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A. 172.16.0.0/16 [50/0] via 10.4.200.2, port2 [5/0] 

B. 0.0.0.0/0 [20/0] via 10.4.200.2, port2 

C. 10.4.200.0/30 is directly connected, port2 

D. 172.16.32.0/24 is directly connected, port1 

Correct Answer: D 

 

QUESTION 6

Which two policies must be configured to allow traffic on a policy-based next-generation firewall (NGFW) FortiGate?
(Choose two.) 

A. Firewall policy 

B. Policy rule 

C. Security policy 

D. SSL inspection and authentication policy 

Correct Answer: CD 

Reference: https://docs.fortinet.com/document/fortigate/5.6.0/cookbook/38324/ngfw-policy-based-mode 

 

QUESTION 7

A network administrator wants to set up redundant IPsec VPN tunnels on FortiGate by using two IPsec VPN tunnels and
static routes. 

1. 

All traffic must be routed through the primary tunnel when both tunnels are up 
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2. 

The secondary tunnel must be used only if the primary tunnel goes down 

3. 

In addition, FortiGate should be able to detect a dead tunnel to speed up tunnel failover 

Which two key configuration changes are needed on FortiGate to meet the design requirements? (Choose two,) 

A. Configure a high distance on the static route for the primary tunnel, and a lower distance on the static route for the
secondary tunnel. 

B. Enable Dead Peer Detection. 

C. Configure a lower distance on the static route for the primary tunnel, and a higher distance on the static route for the
secondary tunnel. 

D. Enable Auto-negotiate and Autokey Keep Alive on the phase 2 configuration of both tunnels. 

Correct Answer: BC 

B - because the customer requires the tunnels to notify when a tunnel goes down. DPD is designed for that purpose. To
send a packet over a firewall to determine a failover for the next tunnel after a specific amount of time of not receiving a
response from its peer. 

C - remember when it comes to choosing a route with regards to Administrative Distance. The route with the lowest
distance for that particular route will be chosen. So, by configuring a lower routing distance on the primary tunnel,
means that the primary tunnel will be chosen to route packets towards their destination. 

 

QUESTION 8

Refer to the exhibits. 
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The exhibits show the SSL and authentication policy (Exhibit A) and the security policy (Exhibit B) tor Facebook. 

NSE4_FGT-7.0 PDF Dumps | NSE4_FGT-7.0 VCE Dumps | NSE4_FGT-7.0 Study Guide                             6 / 11

https://www.certbus.com/nse4_fgt-7-0.html
https://www.certbus.com/nse4_fgt-7-0.html
https://www.certbus.com/nse4_fgt-7-0.html


https://www.certbus.com/nse4_fgt-7-0.html
2023 Latest certbus NSE4_FGT-7.0 PDF and VCE dumps Download

Users are given access to the Facebook web application. They can play video content hosted on Facebook but they are
unable to leave reactions on videos or other types of posts. 

Which part of the policy configuration must you change to resolve the issue? 

A. The SSL inspection needs to be a deep content inspection. 

B. Force access to Facebook using the HTTP service. 

C. Additional application signatures are required to add to the security policy. 

D. Add Facebook in the URL category in the security policy. 

Correct Answer: A 

The lock logo behind Facebook_like.Button indicates that SSL Deep Inspection is Required. 

 

QUESTION 9

Which three CLI commands can you use to troubleshoot Layer 3 issues if the issue is in neither the physical layer nor
the link layer? (Choose three.) 

A. diagnose sys top 

B. execute ping 

C. execute traceroute 

D. diagnose sniffer packet any 

E. get system arp 

Correct Answer: BCD 

 

QUESTION 10

Which of the following are purposes of NAT traversal in IPsec? (Choose two.) 

A. To detect intermediary NAT devices in the tunnel path. 

B. To dynamically change phase 1 negotiation mode aggressive mode. 

C. To encapsulation ESP packets in UDP packets using port 4500. 

D. To force a new DH exchange with each phase 2 rekey. 

Correct Answer: AC 

 

QUESTION 11

An administrator is configuring an Ipsec between site A and siteB. The Remotes Gateway setting in both sites has been
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configured as Static IP Address. For site A, the local quick mode selector is 192.16.1.0/24 and the remote quick mode
selector is 192.16.2.0/24. How must the administrator configure the local quick mode selector for site B? 

A. 192.168.3.0/24 

B. 192.168.2.0/24 

C. 192.168.1.0/24 

D. 192.168.0.0/8 

Correct Answer: B 

 

QUESTION 12

Examine this FortiGate configuration: 

Examine the output of the following debug command: 

Based on the diagnostic outputs above, how is the FortiGate handling the traffic for new sessions that require
inspection? 

A. It is allowed, but with no inspection 

B. It is allowed and inspected as long as the inspection is flow based 

C. It is dropped. 
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D. It is allowed and inspected, as long as the only inspection required is antivirus. 

Correct Answer: C 

 

QUESTION 13

Refer to the exhibit. 

In the network shown in the exhibit, the web client cannot connect to the HTTP web server. The administrator runs the
FortiGate built-in sniffer and gets the output as shown in the exhibit. 

What should the administrator do next to troubleshoot the problem? 

A. Run a sniffer on the web server. 

B. Capture the traffic using an external sniffer connected to port1. 

C. Execute another sniffer in the FortiGate, this time with the filter "host 10.0.1.10" 

D. Execute a debug flow. 

Correct Answer: D 

 

QUESTION 14

The HTTP inspection process in web filtering follows a specific order when multiple features are enabled in the web filter
profile. 

What order must FortiGate use when the web filter profile has features enabled, such as safe search? 

A. DNS-based web filter and proxy-based web filter 

B. Static URL filter, FortiGuard category filter, and advanced filters 
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C. Static domain filter, SSL inspection filter, and external connectors filters 

D. FortiGuard category filter and rating filter 

Correct Answer: B 

Reference: https://fortinet121.rssing.com/chan-67705148/all_p1.html 

 

QUESTION 15

Refer to the exhibit. 

Which contains a session list output. Based on the information shown in the exhibit, which statement is 

true? 

A. Destination NAT is disabled in the firewall policy. 

B. One-to-one NAT IP pool is used in the firewall policy. 

C. Overload NAT IP pool is used in the firewall policy. 

D. Port block allocation IP pool is used in the firewall policy. 

Correct Answer: B 

FortiGate_Security_6.4 page 155 . In one-to-one, PAT is not required. 
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