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QUESTION 1

Which statements about HA for FortiGate devices are true? (Choose two.) 

A. Sessions handled by proxy-based security profiles cannot be synchronized. 

B. Virtual clustering can be configured between two FortiGate devices that have multiple VDOMs. 

C. HA management interface settings are synchronized between cluster members. 

D. Heartbeat interfaces are not required on the primary device. 

Correct Answer: BC 

 

QUESTION 2

When using WPAD DNS method, which FQDN format do browsers use to query the DNS server? 

A. srv_proxy./wpad.dat 

B. srv_tcp.wpad. 

C. wpad. 

D. proxy..wpad 

Correct Answer: C 

 

QUESTION 3

Which statements about the firmware upgrade process on an active-active HA cluster are true? (Choose two.) 

A. The firmware image must be manually uploaded to each FortiGate. 

B. Only secondary FortiGate devices are rebooted. 

C. Uninterruptable upgrade is enabled by default. 

D. Traffic load balancing is temporally disabled while upgrading the firmware. 

Correct Answer: BD 

 

QUESTION 4

Which of the following statements describe WMI polling mode for the FSSO collector agent? (Choose two.) 

A. The NetSessionEnum function is used to track user logoffs. 

B. WMI polling can increase bandwidth usage in large networks. 
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C. The collector agent uses a Windows API to query DCs for user logins. 

D. The collector agent do not need to search any security event logs. 

Correct Answer: CD 

 

QUESTION 5

An administrator is investigating a report of users having intermittent issues with browsing the web. The administrator
ran diagnostics and received the output shown in the exhibit. 

Examine the diagnostic output shown exhibit. Which of the following options is the most likely cause of this issue? 

A. NAT port exhaustion 

B. High CPU usage 

C. High memory usage 

D. High session timeout value 

Correct Answer: A 

 

QUESTION 6

Which of the following statements about backing up logs from the CLI and downloading logs from the GUI are true?
(Choose two.) 

A. Log downloads from the GUI are limited to the current filter view 
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B. Log backups from the CLI cannot be restored to another FortiGate. 

C. Log backups from the CLI can be configured to upload to FTP as a scheduled time 

D. Log downloads from the GUI are stored as LZ4 compressed files. 

Correct Answer: BC 

 

QUESTION 7

Which of the following statements correctly describes FortiGates route lookup behavior when searching for a suitable
gateway? (Choose two) 

A. Lookup is done on the first packet from the session originator 

B. Lookup is done on the last packet sent from the responder 

C. Lookup is done on every packet, regardless of direction 

D. Lookup is done on the first reply packet from the responder 

Correct Answer: AB 

 

QUESTION 8

Which of the following FortiGate configuration tasks will create a route in the policy route table? (Choose two.) 

A. Static route created with a Named Address object 

B. Static route created with an Internet Services object 

C. SD-WAN route created for individual member interfaces 

D. SD-WAN rule created to route traffic based on link latency 

Correct Answer: BD 

 

QUESTION 9

Which of the following statements about converse mode are true? (Choose two.) 

A. FortiGate stops sending files to FortiSandbox for inspection. 

B. FortiGate stops doing RPF checks over incoming packets. 

C. Administrators cannot change the configuration. 

D. Administrators can access the FortiGate only through the console port. 

Correct Answer: AC 
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QUESTION 10

Which of the following conditions are required for establishing an IPSec VPN between two FortiGate devices? (Choose
two.) 

A. If XAuth is enabled as a server in one peer, it must be enabled as a client in the other peer. 

B. If the VPN is configured as route-based, there must be at least one firewall policy with the action set to IPSec. 

C. If the VPN is configured as DialUp User in one peer, it must be configured as either Static IP Address or Dynamic
DNS in the other peer. 

D. If the VPN is configured as a policy-based in one peer, it must also be configured as policy-based in the other peer. 

Correct Answer: BC 

 

QUESTION 11

Examine the exhibit, which contains a session diagnostic output. 

Which of the following statements about the session diagnostic output is true? 

A. The session is in ESTABLISHED state. 

B. The session is in LISTEN state. 

C. The session is in TIME_WAIT state. 

D. The session is in CLOSE_WAIT state. 

Correct Answer: A 

 

QUESTION 12
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Which of the following statements is true regarding SSL VPN settings for an SSL VPN portal? 

A. By default, FortiGate uses WINS servers to resolve names. 

B. By default, the SSL VPN portal requires the installation of a client\\'s certificate. 

C. By default, split tunneling is enabled. 

D. By default, the admin GUI and SSL VPN portal use the same HTTPS port. 

Correct Answer: D 

 

QUESTION 13

View the exhibit. 

Why is the administrator getting the error shown in the exhibit? 

A. The administrator must first enter the command edit global. 

B. The administrator admin does not have the privileges required to configure global settings. 

C. The global settings cannot be configured from the root VDOM context. 

D. The command config system global does not exist in FortiGate. 

Correct Answer: C 

 

QUESTION 14
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View the exhibit: 

Which statement about the exhibit is true? (Choose two.) 

A. Broadcast traffic received in port1-VLAN10 will not be forwarded to port2-VLAN10. 

B. port-VLAN1 is the native VLAN for the port1 physical interface. 

C. port1-VLAN10 and port2-VLAN10 can be assigned to different VDOMs. 

D. Traffic between port1-VLAN1 and port2-VLAN1 is allowed by default. 

Correct Answer: AC 

 

QUESTION 15

How does FortiGate select the central SNAT policy that is applied to a TCP session? 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central SNAT policy, reviewing from top to bottom. 

C. It selects the central SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 

Correct Answer: B 
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