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QUESTION 1

An administrator observes that the port1 interface cannot be configured with an IP address. What can be 

the reasons for that? 

(Choose three.) 

Response: 

A. The interface has been configured for one-arm sniffer. 

B. The interface is a member of a virtual wire pair. 

C. The operation mode is transparent. 

D. The interface is a member of a zone. 

E. Captive portal is enabled in the interface. 

Correct Answer: ABC 

 

QUESTION 2

Which statement best describes the role of a DC agent in an FSSO DC agent mode solution? Response: 

A. Captures the logon events and forwards them to FortiGate. 

B. Captures the logon events and forwards them to the collector agent. 

C. Captures the logon and logoff events and forwards them to the collector agent. 

D. Captures the user IP address and workstation name and forwards them to FortiGate. 

Correct Answer: B 

 

QUESTION 3

Which of the following statements are true about route-based IPsec VPNs? 

(Choose two.) 

Response: 

A. A virtual IPsec interface is automatically created after a phase 1 is added to the configuration 

B. They require firewall policies with the Action set to IPsec 

C. They support L2TP-over-IPsec tunnels 

D. They can be created in transparent mode VDOMs 
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Correct Answer: AC 

 

QUESTION 4

How are the application control signatures updated on a FortiGate device? Response: 

A. By running the application control auto-learning feature. 

B. Through FortiGuard updates. 

C. By upgrading the FortiOS firmware to a newer release. 

D. By clicking Update Signatures in the application control profile. 

Correct Answer: B 

 

QUESTION 5

Which of the following are IP pool types supported by FortiGate? 

(Choose three.) 

Response: 

A. Overload 

B. One-to-One 

C. Transparent 

D. Outgoing interface 

E. Port block allocation 

Correct Answer: ABC 

 

QUESTION 6

Which statements about an IPv6-over-IPv4 IPsec configuration are correct? 

(Choose two.) 

Response: 

A. The remote gateway IP must be an IPv6 address. 

B. The source quick mode selector must be an IPv4 address. 

C. The local gateway IP must an IPv4 address. 

D. The destination quick mode selector must be an IPv6 address. 
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Correct Answer: CD 

 

QUESTION 7

Which statements best describe auto discovery VPN (ADVPN). 

(Choose two.) 

Response: 

A. It requires the use of dynamic routing protocols so that spokes can learn the routes to other spokes. 

B. ADVPN is only supported with IKEv2. 

C. Tunnels are negotiated dynamically between spokes. 

D. Every spoke requires a static tunnel to be configured to other spokes so that phase 1 and phase 2 proposals are
defined in advance. 

Correct Answer: AC 

 

QUESTION 8

Examine the following log message attributes and select two correct statements from the list below. 

(Choose two.) 

Response: 

A. The category action was set to warning. 

B. The website was allowed on the first attempt. 

C. The user was prompted to decide whether to proceed or go back. 

D. The user failed authentication. 

Correct Answer: BC 

 

QUESTION 9

How does FortiGate select the central SNAT policy that is applied to a TCP session? Response: 

A. It selects the SNAT policy specified in the configuration of the outgoing interface. 

B. It selects the first matching central-SNAT policy from top to bottom. 

C. It selects the central-SNAT policy with the lowest priority. 

D. It selects the SNAT policy specified in the configuration of the firewall policy that matches the traffic. 
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Correct Answer: B 

 

QUESTION 10

Which of the following web filtering modes apply to full URL inspection? 

(Choose two.) 

Response: 

A. Proxy-based 

B. DNS-based 

C. Policy-based 

D. Flow-based 

E. IP-based 

Correct Answer: AB 

 

QUESTION 11

Under what circumstance would you enable LEARN as the Action on a firewall policy? Response: 

A. You want FortiGate to compile security feature activity from various security-related logs, such as virus and attack
logs. 

B. You want FortiGate to monitor a specific security profile in a firewall policy, and provide recommendations for that
profile. 

C. You want to capture data across all traffic and security vectors, and receive learning logs and a report with
recommendations. 

D. You want FortiGate to automatically modify your firewall policies as it learns your networking behavior. 

Correct Answer: C 

 

QUESTION 12

Which of the following statements is true regarding client integrity checking in SSL VPN? Response: 

A. It detects the Windows client security applications running in the SSL VPN client\\'s PCs. 

B. It validates the SSL VPN user credentials on the remote authentication server. 

C. It verifies which SSL VPN portal must be presented to each SSL VPN user. 

D. It verifies that the latest SSL VPN client is installed in the client\\'s PC. 
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Correct Answer: A 

 

QUESTION 13

Which of the following statements about web caching are true? 

(Choose two.) 

Response: 

A. Web caching slows down web browsing due to constant read-write cycles from FortiGate memory. 

B. When a client makes a web request, the proxy checks if the requested URL is already in memory. 

C. Only heavy content is cached, for example, videos, images, audio and so on. 

D. Web caching is supported in both explicit and implicit proxy. 

Correct Answer: BD 

 

QUESTION 14

Which statement about the firewall policy authentication timeout is true? Response: 

A. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source IP address after this times
expires. 

B. It is a hard timeout. The FortiGate removes the temporary policy for a user\\'s source MAC address after this times
expires. 

C. It is an idle timeout. The FortiGate considers a user to be idle if it does not see any packets coming from the user\\'s
source MAC address. 

D. It is an idle timeout. The FortiGate considers a user to be idle if it does not see any packets coming from the user\\'s
source IP. 

Correct Answer: D 

 

QUESTION 15

Which of the following are differences between IPsec main mode and IPsec aggressive mode? 

(Choose two.) 

Response: 

A. Aggressive mode supports XAuth, while main mode does not. 

B. Six packets are usually exchanged during main mode, while only three packets are exchanged during aggressive
mode. 

Latest NSE4_FGT-5.6 Dumps | NSE4_FGT-5.6 PDF Dumps | NSE4_FGT-5.6 Braindumps                               6 / 8

https://www.certbus.com/nse4_fgt-5-6.html
https://www.certbus.com/nse4_fgt-5-6.html
https://www.certbus.com/nse4_fgt-5-6.html


https://www.certbus.com/nse4_fgt-5-6.html
2023 Latest certbus NSE4_FGT-5.6 PDF and VCE dumps Download

C. The first packet of aggressive mode contains the peer ID, while the first packet of main mode does not. 

D. Main mode cannot be used for dialup VPNs, while aggressive mode can. 

Correct Answer: BC 
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