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QUESTION 1

You will be managing 1000 SRX Series devices. Each SRX Series device requires basic source NAT to access the
Internet. 

Which product should you use to manage these NAT rules on the SRX Series devices? 

A. Security Director 

B. CSO 

C. Contrail 

D. JSA 

Correct Answer: A 

 

QUESTION 2

You are designing a data center security solution for a customer. The customer asks that you provide a DDoS solution.
Several IPsec tunnels will be terminated at the data center gateway. 

Which type of security is your customer asking you to implement? 

A. segmentation 

B. intra-data center policy enforcement 

C. perimeter protection 

D. compliance 

Correct Answer: C 

 

QUESTION 3

Your customer is getting ready to deploy a new WAN architecture. It must be simple to set up, address hub scaling
concerns, and allow the automatic addition of new sites without requiring changes to the hub site. They want to deploy
either AutoVPN or Auto Discovery VPN. 

In this scenario, why would you propose Auto Discovery VPN as a solution? 

A. Your customer requires direct spoke-to-spoke communication 

B. OSPF support is required 

C. Only Auto Discovery VPN supports the automatic addition of valid spokes 

D. Your customer needs to configure the hub site only once 

Correct Answer: A 
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QUESTION 4

Policy Enforcer provides which benefit? 

A. log management 

B. command and control protection 

C. centralized management of security devices 

D. IPsec encryption 

Correct Answer: C 

 

QUESTION 5

Your company has outgrown its existing secure enterprise WAN that is configured to use OSPF, AutoVPN, and IKE
version 1. You are asked if it is possible to make a design change to improve the WAN performance without purchasing
new hardware. 

Which two design changes satisfy these requirements? (Choose two.) 

A. Modify the IPsec proposal from AES-128 to AES-256 

B. Change the IGP from OSPF to IS-IS 

C. Migrate to IKE version 2 

D. Implement Auto Discovery VPN 

Correct Answer: BD 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/topic-map/security-auto-discoveryvpns.html 

 

QUESTION 6

You are creating a data center security design. Virtual security functions must be performed on east-west traffic.
Security functions must be commissioned and decommissioned frequently, and the least resource-intensive architecture
must be used. 

In this scenario, what will accomplish this task? 

A. all-in-one NFV security devices with device templates 

B. service chaining with container-based security functions 

C. a security appliance segmented into logical systems 

D. filter-based forwarding to direct traffic to the required security devices 

Correct Answer: A 
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QUESTION 7

You want to deploy a VPN that will connect branch locations to the main office. You will eventually add additional branch
locations to the topology, and you must avoid additional configuration on the hub when those sites are added. 

In this scenario, which VPN solution would you recommend? 

A. Site-to-Site VPN 

B. Hub-and-Spoke VPN 

C. AutoVPN 

D. Group VPN 

Correct Answer: C 

Reference: https://www.juniper.net/assets/us/en/local/pdf/solutionbriefs/3510477-en.pdf 

 

QUESTION 8

You are required to design a university network to meet the conditions shown below. 

Users connected to the university network should be able to access the Internet and the research 

department lab network. 

The research department lab network should not be able to reach the Internet. 

Which three actions satisfy the design requirements? (Choose three.) 

A. Use a global permit policy for Internet traffic 

B. Use a global deny security policy for the research lab 

C. Use separate security zones for each department 

D. Use the default deny security policy for the research lab 

E. Use a static NAT rule between the internal zones for the research lab 

Correct Answer: ACD 

 

QUESTION 9

You are designing a data center security architecture. The design requires automated scaling of security services
according to real-time traffic flows. 

Which two design components will accomplish this task? (Choose two.) 

A. telemetry with an SDN controller 

Latest JN0-1331 Dumps | JN0-1331 Practice Test | JN0-1331 Study Guide                                4 / 8

https://www.certbus.com/jn0-1331.html
https://www.certbus.com/jn0-1331.html
https://www.certbus.com/jn0-1331.html


https://www.certbus.com/jn0-1331.html
2023 Latest certbus JN0-1331 PDF and VCE dumps Download

B. JFlow traffic monitoring with event scripts 

C. VNF security devices deployed on x86 servers 

D. VRF segmentation on high-capacity physical security appliances 

Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/learn-about/LearnAbout_NFV.pdf 

 

QUESTION 10

You want to deploy JATP in your network that uses SRX Series devices. 

In this scenario, which feature must you enable on the SRX Series devices? 

A. SSL forward proxy 

B. AppSecure 

C. UTM antivirus 

D. IPS 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/release-independent/jatp/topics/concept/jatpsrx-integration-
getting-started.html 

 

QUESTION 11

You are working on a network design that will use EX Series devices as Layer 2 access switches in a campus
environment. You must include Junos Space in your design. You want to take advantage of security features supported
on the devices. 

Which two security features would satisfy this requirement? (Choose two.) 

A. SDSN 

B. Stateful Firewall 

C. Access Control 

D. ALG 

Correct Answer: BC 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/concept/ex-series-securityoverview.html 

 

QUESTION 12
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You are asked to install a mechanism to protect an ISP network from denial-of-service attacks from a small number of
sources. 

Which mechanism will satisfy this requirement? 

A. RTBH 

B. UTM 

C. Sky ATP 

D. GeoIP 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/day-one-books/DO_BGP_FLowspec.pdf 

 

QUESTION 13

You are working with a customer to create a design proposal using SRX Series devices. As part of the design, you must
consider the requirements shown below: 

1.

 You must ensure that every packet entering your device is independently inspected against a set of rules. 

2.

 You must provide a way to protect the device from undesired access attempts. 

3.

 You must ensure that you can apply a different set of rules for traffic leaving the device than are in use for traffic
entering the device. 

In this scenario, what do you recommend using to accomplish these requirements? 

A. firewall filters 

B. intrusion prevention system 

C. unified threat management 

D. screens 

Correct Answer: A 

Reference: https://www.juniper.net/documentation/en_US/junos/topics/example/firewall-filter-statelessexample-trusted-
source-block-telnet-and-ssh-access.html 

 

QUESTION 14

You are designing a new campus Internet access service that implements dynamic NAT for customer IP addressing.
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The customer requires services that allow peer-to-peer networking and online gaming. 

In this scenario, what will accomplish this task? 

A. EVPN over IPsec 

B. one-to-one NAT 

C. stacked VLAN tagging 

D. endpoint independent mapping 

Correct Answer: C 

 

QUESTION 15

You are designing a data center interconnect between two sites across a service provider Layer 3 VPN service. The
sites require Layer 2 connectivity between hosts, and the connection must be secure. 

In this scenario, what will accomplish this task? 

A. EVPN over IPsec 

B. MACsec encryption 

C. SSL VPN encryption 

D. stacked VLAN tagging 

Correct Answer: B 
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