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QUESTION 1
It is important to staff who use email messaging to provide PII to others on a regular basis to have confidence that their
messages are not intercepted or altered during transmission. They are concerned about which of the following types of
security control?
A. Integrity
B. Safety
C. Availability
D. Confidentiality
Correct Answer: A
Integrity means that the messages/ data is not altered. PII is personally identifiable information that can be used to
uniquely identify an individual. PII can be used to ensure the integrity of data/messages.
Incorrect Answers:
B: Safety concerns would refer to the physical safety and aspect of security, measures such fences, lighting, locks,
CCTV, escape plans, etc. is the focus.
C: Availability refers to the measures that are used to keep services and systems operational.
D: Confidentiality would refer to preventing unauthorized users from accessing the messages.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
401, 404, 413, 414

QUESTION 2
Digital Signatures provide which of the following?
A. Confidentiality
B. Authorization
C. Integrity
D. Authentication
E. Availability
Correct Answer: C
A digital signature is similar in function to a standard signature on a document. It validates the integrity of the message
and the sender.
Incorrect Answers:
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A: A cryptographic system would be needed to provide Confidentiality.
B: Digital signatures are not used for authorization.
D: Digital signature is one methods of verifying authenticity but there are other methods as well.
E: Digital signatures are not helpful in providing availability.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 414

QUESTION 3
Which of the following uses port 22 by default? (Select THREE).
A. SSH
B. SSL
C. TLS
D. SFTP
E. SCP
F. FTPS
G. SMTP
H. SNMP
Correct Answer: ADE
SSH uses TCP port 22. All protocols encrypted by SSH, including SFTP, SHTTP, SCP, SExec, and slogin, also use
TCP port 22.
Incorrect Answers:
B: SSL operates over TCP port 443.
C: TLS can operate over TCP ports 443 and 80.
F: FTPS uses ports 989 and 990.
G: SMTP uses TCP port 25.
H: SNMP makes use of UDP ports 161 and 162.
References:
Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 42, 45, 51.
http://en.wikipedia.org/wiki/List_of_TCP_and_UDP_port_numbers
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QUESTION 4
In order to prevent and detect fraud, which of the following should be implemented?
A. Job rotation
B. Risk analysis
C. Incident management
D. Employee evaluations
Correct Answer: A
A job rotation policy defines intervals at which employees must rotate through positions. Similar in purpose to mandatory
vacations, it helps to ensure that the company does not become too dependent on one person and it does afford the
company with the opportunity to place another person in that same job and in this way the company can potentially
uncover any fraud perhaps committed by the incumbent.
Incorrect Answers:
B: Risk assessment is also known as risk analysis or risk calculation and it deals with the threats, vulnerabilities, and
impacts of a loss of information-processing capabilities or a loss of information itself.
C: Incident management refers to the steps that are followed when events occur.
D: The Evaluation process is called an audit.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 4,
10, 26

QUESTION 5
Access mechanisms to data on encrypted USB hard drives must be implemented correctly otherwise:
A. user accounts may be inadvertently locked out.
B. data on the USB drive could be corrupted.
C. data on the hard drive will be vulnerable to log analysis.
D. the security controls on the USB drive can be bypassed.
Correct Answer: D
A common access mechanism to data on encrypted USB hard drives is a password. If a weak password is used,
someone could guess the password and bypass the security controls on the USB drive to access the data.
Incorrect Answers:
A: Not configuring a password (or other access mechanism) on an encrypted USB hard drive would not lock out a user
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account. It would just enable someone to access the data on the hard drive.
B: Not configuring a password (or other access mechanism) on an encrypted USB hard drive would not corrupt the data.
It would just enable someone to access the data on the hard drive.
C: Not configuring a password (or other access mechanism) on an encrypted USB hard drive would not cause the data
on the hard drive will be vulnerable to log analysis. It would just enable someone to access the data on the hard drive.
References:
http://www.pcadvisor.co.uk/test-centre/pc-peripheral/114492/group-test-top-7-encrypted-hard- drives/?pn=2

QUESTION 6
Elastic cloud computing environments often reuse the same physical hardware for multiple customers over time as
virtual machines are instantiated and deleted. This has important implications for which of the following data security
concerns?
A. Hardware integrity
B. Data confidentiality
C. Availability of servers
D. Integrity of data
Correct Answer: B
Data that is not kept separate or segregated will impact on that data\\'s confidentiality maybe being compromised. Be
aware of the fact that your data is only as safe as the data with which it is integrated. For example, assume that your
client database is hosted on a server that another company is also using to test an application that they are creating. If
their application obtains root-level access at some point (such as to change passwords) and crashes at that point, then
the user running the application could be left with root permissions and conceivably be to access data on the server for
which they are not authorized, such as your client database. Data segregation is crucial; keep your data on secure
servers.
Incorrect Answers:
A: Hardware integrity is not an issue for the customer when making use of cloud computing.
C: Making use of cloud computing is in essence providing availability of servers for the customers.
D: Data integrity is not at risk in this scenario.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
17-18

QUESTION 7
Which of the following risk mitigation strategies will allow Ann, a security analyst, to enforce least privilege principles?
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A. User rights reviews
B. Incident management
C. Risk based controls
D. Annual loss expectancy
Correct Answer: A
A least privilege policy should be used when assigning permissions. Give users only the permissions and rights that
they need to do their work and no more.
Incorrect Answers:
B: Incident management refers to the steps that are followed when events occur and is thus not a risk mitigation
strategy.
C: Risk based controls is not the same as risk mitigation. Risk mitigation refers to the actual steps taken to reduce risk.
D: Annual Los Expectancy or ALE refers to the loss a company expects to lose in monetary value in a year.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 5,
10, 26, 413

QUESTION 8
A security administrator needs to update the OS on all the switches in the company. Which of the following MUST be
done before any actual switch configuration is performed?
A. The request needs to be sent to the incident management team.
B. The request needs to be approved through the incident management process.
C. The request needs to be approved through the change management process.
D. The request needs to be sent to the change management team.
Correct Answer: C
Change Management is a risk mitigation approach and refers to the structured approach that is followed to secure a
company\\'s assets. Thus the actual switch configuration should first be subject to the change management approval.
Incorrect Answers:
A: Incident management refers to the steps followed WHEN events occur (making sure controls are in place to prevent
unauthorized access to, and changes of, all IT assets). The scenario want to know what must be done prior to the
incident.
B: Incident management refers to the process that has to be followed WHEN an event occurred not prior to the event.
D: Immediately prior to the actual switch configuration the request should be approved through the change management
process.
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References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, p 10

QUESTION 9
Configuring the mode, encryption methods, and security associations are part of which of the following?
A. IPSec
B. Full disk encryption
C. 802.1x
D. PKI
Correct Answer: A
IPSec can operate in tunnel mode or transport mode. It uses symmetric cryptography to provide encryption security.
Furthermore, it makes use of Internet Security Association and Key Management Protocol (ISAKMP).
Incorrect Answers:
B: Full disk encryption is used to provide protection for an OS, its installed applications, and all locally stored data. It
does not require you to configure the mode, encryption methods, and security associations.
C: 802.1x is a port-based authentication mechanism. It does not require you to configure the mode, encryption methods,
and security associations.
D: A PKI is the definition of the mechanisms involved in implementing certificates. It does not require you to configure
the mode, encryption methods, and security associations.
References:
Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 25, 40, 41, 251, 346.

QUESTION 10
Which of the following attacks would cause all mobile devices to lose their association with corporate access points
while the attack is underway?
A. Wireless jamming
B. Evil twin
C. Rogue AP
D. Packet sniffing
Correct Answer: A
When most people think of frequency jamming, what comes to mind are radio, radar and cell phone jamming. However,
any communication that uses radio frequencies can be jammed by a strong radio signal in the same frequency. In this
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manner, Wi-Fi may be attacked with a network jamming attack, reducing signal quality until it becomes unusable or
disconnects occur. With very similar methods, a focused and aimed signal can actually break access point hardware, as
with
equipment destruction attacks.
Incorrect Answers:
B: An evil twin, in the context of network security, is a rogue or fake wireless access point (WAP) that appears as a
genuine hotspot offered by a legitimate provider. In an evil twin attack, an eavesdropper or hacker fraudulently creates
this
rogue hotspot to collect the personal data of unsuspecting users. Sensitive data can be stolen by spying on a
connection or using a phishing technique.
For example, a hacker using an evil twin exploit may be positioned near an authentic Wi-Fi access point and discover
the service set identifier (SSID) and frequency. The hacker may then send a radio signal using the exact same
frequency
and SSID. To end users, the rogue evil twin appears as their legitimate hotspot with the same name.
In wireless transmissions, evil twins are not a new phenomenon. Historically, they were known as honeypots or base
station clones. With the advancement of wireless technology and the use of wireless devices in public areas, it is very
easy
for novice users to set up evil twin exploits. An evil twin access point would not cause all mobile devices to lose their
association with corporate access points. Therefore, this answer is incorrect.
C: A rogue access point is a wireless access point that has either been installed on a secure company network without
explicit authorization from a local network administrator, or has been created to allow a hacker to conduct a man-inthemiddle attack. Rogue access points of the first kind can pose a security threat to large organizations with many
employees, because anyone with access to the premises can install (maliciously or non-maliciously) an inexpensive
wireless
router that can potentially allow access to a secure network to unauthorized parties. Rogue access points of the second
kind target networks that do not employ mutual authentication (client-server server-client) and may be used in
conjunction with a rogue RADIUS server, depending on security configuration of the target network. A rogue access
point would not cause all mobile devices to lose their association with corporate access points. Therefore, this answer
is
incorrect.
D: Packet sniffing is the process of intercepting data as it is transmitted over a network. A sniffer (packet sniffer) is a tool
that intercepts data flowing in a network. If computers are connected to a local area network that is not filtered or
switched, the traffic can be broadcast to all computers contained in the same segment. This doesn\\'t generally occur,
since computers are generally told to ignore all the comings and goings of traffic from other computers. However, in the
case
of a sniffer, all traffic is shared when the sniffer software commands the Network Interface Card (NIC) to stop ignoring
the traffic. The NIC is put into promiscuous mode, and it reads communications between computers within a particular
segment. This allows the sniffer to seize everything that is flowing in the network, which can lead to the unauthorized
access of sensitive data. A packet sniffer can take the form of either a hardware or software solution. A sniffer is also
known
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as a packet analyzer. Packet sniffing would not cause all mobile devices to lose their association with corporate access
points. Therefore, this answer is incorrect.
References:
http://whatis.techtarget.com/definition/frequency-jammer http://www.techopedia.com/definition/5057/evil-twin
http://en.wikipedia.org/wiki/Rogue_access_point
http://www.techopedia.com/definition/4113/sniffer

QUESTION 11
The security team would like to gather intelligence about the types of attacks being launched against the organization.
Which of the following would provide them with the MOST information?
A. Implement a honeynet
B. Perform a penetration test
C. Examine firewall logs
D. Deploy an IDS
Correct Answer: A
A honeynet is a network set up with intentional vulnerabilities; its purpose is to invite attack, so that an attacker\\'s
activities and methods can be studied and that information used to increase network security. A honeynet contains one
or more honey pots, which are computer systems on the Internet expressly set up to attract and "trap" people who
attempt to penetrate other people\\'s computer systems. Although the primary purpose of a honeynet is to gather
information about attackers\\' methods and motives, the decoy network can benefit its operator in other ways, for
example by diverting attackers from a real network and its resources. The Honeynet Project, a non-profit research
organization dedicated to computer security and information sharing, actively promotes the deployment of honeynets. In
addition to the honey pots, a honeynet usually has real applications and services so that it seems like a normal network
and a worthwhile target. However, because the honeynet doesn\\'t actually serve any authorized users, any attempt to
contact the network from without is likely an illicit attempt to breach its security, and any outbound activity is likely
evidence that a system has been compromised. For this reason, the suspect information is much more apparent than it
would be in an actual network, where it would have to be found amidst all the legitimate network data. Applications
within a honeynet are often given names such as "Finances" or "Human Services" to make them sound appealing to the
attacker.
A virtual honeynet is one that, while appearing to be an entire network, resides on a single server. Incorrect Answers:
B: Penetration testing evaluates an organization\\'s ability to protect its networks, applications, computers and users
from attempts to circumvent its security controls to gain unauthorized or privileged access to protected assets. You
perform a
penetration test by attempting to gain access to the system. However, to do this, you are trying to exploit weaknesses
that you know about. An attacker might use a different method. To view all methods used by attackers, you need to set
up
a honeynet. Therefore, this answer is incorrect.
C: The firewall logs will provide information about network connections that are allowed or blocked. However, an
attacker would connect to the network by using an allowed port. Therefore, the firewall logs will not provide information
about
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methods of attack. Therefore, this answer is incorrect.
D: An intrusion detection system (IDS) is a device or software application that monitors network or system activities for
malicious activities or policy violations and produces reports to a management station. IDS come in a variety of "flavors"
and approach the goal of detecting suspicious traffic in different ways. There are network based (NIDS) and host based
(HIDS) intrusion detection systems. Some systems may attempt to stop an intrusion attempt but this is neither required
nor expected of a monitoring system.
An IDS can monitor malicious activities. However, an attacker may use a method that is not detected by the IDS as an
intrusion attempt. This question is asking for the BEST answer. A honeypot is a better answer because it is designed to
be
attacked to enable you to view the methods used for the attacks. Therefore, this answer is incorrect.
References:
http://searchsecurity.techtarget.com/definition/honeynet http://en.wikipedia.org/wiki/Intrusion_detection_system

QUESTION 12
A security administrator must implement a system to allow clients to securely negotiate encryption keys with the
company\\'s server over a public unencrypted communication channel.
Which of the following implements the required secure key negotiation? (Select TWO).
A. PBKDF2
B. Symmetric encryption
C. Steganography
D. ECDHE
E. Diffie-Hellman
Correct Answer: DE
Elliptic curve DiffieHellman (ECDH) is an anonymous key agreement protocol that allows two parties, each having an
elliptic curve public-private key pair, to establish a shared secret over an insecure channel. This shared secret may be
directly used as a key, or better yet, to derive another key which can then be used to encrypt subsequent
communications using a symmetric key cipher. It is a variant of the DiffieHellman protocol using elliptic curve
cryptography. Note: Adding an ephemeral key to Diffie-Hellman turns it into DHE (which, despite the order of the
acronym, stands for Ephemeral Diffie-Hellman). Adding an ephemeral key to Elliptic Curve Diffie-Hellman turns it into
ECDHE (again, overlook the order of the acronym letters, it is called Ephemeral Elliptic Curve Diffie-Hellman). It is the
ephemeral component of each of these that provides the perfect forward secrecy.
Incorrect Answers:
A: PBKDF2 is to strengthen keys, but it would resolve the problem with the key exchange on an unsecure channel.
PBKDF2 (Password-Based Key Derivation Function 2) is part of PKCS #5 v. 2.01. It applies some function (like a hash
or HMAC) to the password or passphrase along with Salt to produce a derived key.
B: Symmetric encryption would not in itself help on an unsecure channel.
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C: Steganography is the process of hiding one message in another. Steganography is not used for secure key
negotiation.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
248, 249-251, 254, 256
QUESTIO5N NO: 53
An administrator has two servers and wants them to communicate with each other using a secure algorithm.
Which of the following choose to provide both CRC integrity checks and RCA encryption?
A. NTLM
B. RSA
C. CHAP
D. ECDHE
Answer: D
ECDHE provides both CRC integrity checks and RCA encryption. Adding an ephemeral key to Elliptic Curve DiffieHellman turns it into ECDHE. It is the ephemeral component of each of these that provides the perfect forward secrecy.
Forward secrecy is a property of any key exchange system, which ensures that if one key is compromised, subsequent
keys will not also be compromised. Perfect forward secrecy occurs when this process is unbreakable.
Incorrect Answers:
A: NTLM does not use RCA encryption.
Microsoft replaced the LANMAN protocol with NTLM (NT LAN Manager) with the release of Windows NT. NTLM uses
MD4/MD5 hashing algorithms. Several versions of this protocol exist (NTLMv1, NTLMv2), and it is still in widespread
use
despite the fact that Microsoft has pointed to Kerberos as being its preferred authentication protocol.
B: RSA is one of the first practical public-key cryptosystems and is widely used for secure data transmission. However,
RSA does not use RCA encryption.
C: CHAP does use RCA encryption.
CHAP provides protection against replay attacks by the peer through the use of an incrementally changing identifier and
of a variable challenge-value. CHAP requires that both the client and server know the plaintext of the secret, although it
is never sent over the network
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp
139, 143, 252, 254, 256
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QUESTION 13
Which of the following technical controls helps to prevent Smartphones from connecting to a corporate network?
A. Application white listing
B. Remote wiping
C. Acceptable use policy
D. Mobile device management
Correct Answer: D
Mobile device management (MDM) is allows for managing the mobile devices that employees use to access company
resources. MDM is intended to improve security, provide monitoring, enable remote management, and support
troubleshooting. It can be used to push or remove applications, manage data, and enforce configuration settings on
these devices.
Incorrect Answers:
A: Application whitelisting is a form of application security which prevents any software from running on a system unless
it is included on a preapproved exception list. It does not prevent Smartphones from connecting to a corporate network.
B: Remote wipe is the process of deleting data on a device in the event that the device is stolen. This is performed over
remote connections such as the mobile phone service or the internet connection and helps ensure that sensitive data is
not accessed by unauthorized people.
C: An acceptable use policy is a document that defines the acceptable activity, practice, or use for equipment and
resources. However, the policy must still be enforced.
References:
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 24,
340 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 79, 236, 238

QUESTION 14
Which of the following application security principles involves inputting random data into a program?
A. Brute force attack
B. Sniffing
C. Fuzzing
D. Buffer overflow
Correct Answer: C
Fuzzing is a software testing technique that involves providing invalid, unexpected, or random data to as inputs to a
computer program. The program is then monitored for exceptions such as crashes, or failed validation, or memory
leaks.
Incorrect Answers:
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A: A Brute force attack consists of systematically checking all possible keys or passwords until a match is found.
B: A sniffer is a passive network monitoring tool that provides information of network traffic in real-time. They are used
for troubleshooting purposes, but can also be used by attackers to determine what protocols and systems are running
on a network.
D: Buffer overflow is an exploit at programming error, bugs and flaws. It occurs when an application receives more data
than it is programmed to handle. This may cause the application to terminate or to write data beyond the end of the
allocated space in memory. The termination of the application may cause the system to send the data with temporary
access to privileged levels in the system, while overwriting can cause important data to be lost.
References:
http://en.wikipedia.org/wiki/Fuzz_testing
http://en.wikipedia.org/wiki/Brute-force_attack
Dulaney, Emmett and Chuck Eastton, CompTIA Security+ Study Guide, Sixth Edition, Sybex, Indianapolis, 2014, pp 66,
218, 257, 338 Stewart, James Michael, CompTIA Security+ Review Guide, Sybex, Indianapolis, 2014, pp 18, 197, 229,

QUESTION 15
How often, at a MINIMUM, should Sara, an administrator, review the accesses and rights of the users on her system?
A. Annually
B. Immediately after an employee is terminated
C. Every five years
D. Every time they patch the server
Correct Answer: A
Reviewing the accesses and rights of the users on a system at least annually is acceptable practice. More frequently
would be desirable but too frequently would be a waste of administrative time.
Incorrect Answers:
B: You could check that a user hasn\\'t accessed your system after the user has been terminated. However, this
question is asking about all users. It is unnecessary to check the accesses and rights of all users every time one user is
terminated. Therefore, this answer is incorrect.
C: Every five years is too long. You should check the accesses and rights of the users on a system at least annually.
Therefore, this answer is incorrect.
D: It is unnecessary to check the accesses and rights of the users on a system every time the system is patched. This
would be a waste of administrative time. Therefore, this answer is incorrect.

Latest JK0-022 Dumps

JK0-022 VCE Dumps

Latest JK0-022 Dumps | JK0-022 VCE Dumps | JK0-022 Study Guide

JK0-022 Study Guide

13 / 14

https://www.certbus.com/JK0-022.html
2022 Latest certbus JK0-022 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !
100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:
https://www.certbus.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.
Copyright © certbus, All Rights Reserved.

Latest JK0-022 Dumps | JK0-022 VCE Dumps | JK0-022 Study Guide

Powered by TCPDF (www.tcpdf.org)

14 / 14

