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QUESTION 1

Universal containers(UC) wants to integrate a third-party reward calculation system with salesforce to calculate rewards.
Rewards will be calculated on a schedule basis and update back into salesforce. The integration between Salesforce
and the reward calculation system needs to be secure. Which are the recommended best practices for using Oauth
flows in this scenario? Choose 2 answers 

A. Oauth refresh token flow 

B. Oauth SAML bearer assertion flow 

C. Oauthjwt bearer token flow 

D. Oauth Username-password flow 

Correct Answer: BC 

 

QUESTION 2

Universal Containers (UC) is looking to purchase a third-party application as an Identity Provider. UC is looking to
develop a business case for the purchase in general and has enlisted an Architect for advice. Which two capabilities of
an Identity Provider should the Architect detail to help strengthen the business case? Choose 2 answers 

A. The Identity Provider can authenticate multiple applications. 

B. The Identity Provider can authenticate multiple social media accounts. 

C. The Identity provider can store credentials for multiple applications. 

D. The Identity Provider can centralize enterprise password policy. 

Correct Answer: AD 

 

QUESTION 3

An identity architect has built a native mobile application and plans to integrate it with a Salesforce Identity solution. The
following are the requirements for the solution: 

1. 

Users should not have to login every time they use the app. 

2. 

The app should be able to make calls to the Salesforce REST API. 

3. 

End users should NOT see the OAuth approval page. 

How should the identity architect configure the Salesforce connected app to meet the requirements? 
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A. Enable the API Scope and Offline Access Scope, upload a certificate so JWT Bearer Flow can be used and then set
the connected app access settings to "Admin Pre- Approved". 

B. Enable the API Scope and Offline Access Scope on the connected app, and then set the connected app to access
settings to \\'Admin Pre-Approved". 

C. Enable the Full Access Scope and then set the connected app access settings to "Admin Pre-Approved". 

D. Enable the API Scope and Offline Access Scope on the connected app, and then set the Connected App access
settings to "User may self authorize". 

Correct Answer: A 

 

QUESTION 4

In an SP-Initiated SAML SSO setup where the user tries to access a resource on the Service Provider, What HTTP
param should be used when submitting a SAML Request to the Idp to ensure the user is returned to the intended
resourse after authentication? 

A. RedirectURL 

B. RelayState 

C. DisplayState 

D. StartURL 

Correct Answer: B 

 

QUESTION 5

Universal Containers wants to implement Single Sign-on for a Salesforce org using an external Identity Provider and
corporate identity store. 

What type of authentication flow is required to support deep linking\\' 

A. Web Server OAuth SSO flow 

B. Service-Provider-Initiated SSO 

C. Identity-Provider-initiated SSO 

D. StartURL on Identity Provider 

Correct Answer: B 

 

QUESTION 6

Universal containers (UC) has an e-commerce website while customers can buy products, make payments, and
manage their accounts. UC decides to build a customer Community on Salesforce and wants to allow the customers to
access the community for their accounts without logging in again. UC decides to implement ansp-Initiated SSO using a
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SAML- BASED complaint IDP. In this scenario where salesforce is the service provider, which two activities must be
performed in salesforce to make sp-Initiated SSO work? Choose 2 answers 

A. Configure SAML SSO settings. 

B. Configure Delegated Authentication 

C. Create a connected App 

D. Set up my domain 

Correct Answer: AD 

 

QUESTION 7

A pharmaceutical company has an on-premise application (see illustration) that it wants to integrate with Salesforce. 

The IT director wants to ensure that requests must include a certificate with a trusted certificate chain to access the
company\\'s on-premise application endpoint. 

What should an Identity architect do to meet this requirement? 
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A. Use open SSL to generate a Self-signed Certificate and upload it to the on-premise app. 

B. Configure the company firewall to allow traffic from Salesforce IP ranges. 

C. Generate a certificate authority-signed certificate in Salesforce and uploading it to the on-premise application
Truststore. 

D. Upload a third-party certificate from Salesforce into the on-premise server. 

Correct Answer: B 

 

QUESTION 8

Universal Containers (UC) wants to build a few applications that leverage the Salesforce REST API. UC has asked its
Architect to describe how the API calls will be authenticated to a specific user. Which two mechanisms can the Architect
provide? Choose 2 Answers 
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A. Authentication Token 

B. Session ID 

C. Refresh Token 

D. Access Token 

Correct Answer: CD 

 

QUESTION 9

An architect has successfully configured SAML-BASED SSO for universal containers. SSO has been working for 3
months when Universal containers manually adds a batch of new users to salesforce. The new users receive an error
from salesforce when trying to use SSO. Existing users are still able to successfully use SSO to access salesforce.
What is the probable cause of this behaviour? 

A. The administrator forgot to reset the new user\\'s salesforce password. 

B. The Federation ID field on the new user records is not correctly set 

C. The my domain capability is not enabled on the new user\\'s profile. 

D. The new users do not have the SSO permission enabled on their profiles. 

Correct Answer: B 

 

QUESTION 10

An organization has a central cloud-based Identity and Access Management (IAM) Service for 

authentication and user management, which must be utilized by all applications as follows: 

1 - Change of a user status in the central IAM Service triggers provisioning or deprovisioining in the 

integrated cloud applications. 

2 - Security Assertion Markup Language single sign-on (SSO) is used to facilitate access for users 

authenticated at identity provider (Central IAM Service). 

Which approach should an IAM architect implement on Salesforce Sales Cloud to meet the requirements? 
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A. A Configure Salesforce as a SAML Service Provider, and enable SCIM (System for Cross-Domain Identity
Management) for provisioning and deprovisioning of users. 

B. Configure Salesforce as a SAML service provider, and enable Just-in Time (JIT) provisioning and deprovisioning of
users. 

C. Configure central IAM Service as an authentication provider and extend registration handler to manage provisioning
and deprovisioning of users. 

D. Deploy Identity Connect component and set up automated provisioning and deprovisioning of users, as well as SAML-
based SSO. 

Correct Answer: A 

 

QUESTION 11

Universal containers (UC) has a classified information system that it\\'s call centre team uses only when they are
working on a case with a record type of "classified". They are only allowed to access the system when they own an
open "classified" case, and their access to the system is removed at all other times. They would like to implement SAML
SSO with salesforce as the IDP, and automatically allow or deny the staff\\'s access to the classified information system
based on whether they currently own an open "classified" case record when they try to access the system using SSO. 

What is the recommended solution for automatically allowing or denying access to the classified information system
based on the open "classified" case record criteria? 

A. Use a custom connected App handler using apex to dynamically allow access to the system based on whether the
staff owns any open "classified" cases. 
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B. Use apex trigger on case to dynamically assign permission sets that grant access when a user is assigned with an
open "classified" case, and remove it when the case is closed. 

C. Use custom SAML jit provisioning to dynamically query the user\\'s open "classified" cases when attempting to
access the classified information system 

D. Use salesforce reports to identify users that currently owns open "classified" cases and should be granted access to
the classified information system. 

Correct Answer: A 

 

QUESTION 12

Which two statements are capable of Identity Connect? Choose 2 answers 

A. Synchronization of Salesforce Permission Set Licence Assignments. 

B. Supports both Identity-Provider-Initiated and Service-Provider-Initiated SSO. 

C. Support multiple orgs connecting to multiple Active Directory servers. 

D. Automated user synchronization and de-activation. 

Correct Answer: BD 

 

QUESTION 13

Universal Containers (UC) has a mobile application for its employees that uses data from Salesforce as well as uses
Salesforce for Authentication purposes. UC wants its mobile users to only enter their credentials the first time they run
the app. The application has been live for a little over 6 months, and all of the users who were part of the initial launch
are complaining that they have to re-authenticate. UC has also recently changed the URI Scheme associated with the
mobile app. What should the Architect at UC first investigate? 

A. Check the Refresh Token policy defined in the Salesforce Connected App. 

B. Validate that the users are checking the box to remember their passwords. 

C. Verify that the Callback URL is correctly pointing to the new URI Scheme. 

D. Confirm that the access Token\\'s Time-To-Live policy has been set appropriately. 

Correct Answer: A 

 

QUESTION 14

Universal containers (UC) has built a custom based Two-factor Authentication (2fa) system for their existing on-premise
applications. Thru are now implementing salesforce and would like to enable a Two-factor login process for it, as well.
What is the recommended solution an architect should consider? 

A. Replace the custom 2fa system with salesforce 2fa for on-premise application and salesforce. 
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B. Use the custom 2fa system for on-premise applications and native 2fa for salesforce. 

C. Replace the custom 2fa system with an app exchange app that supports on-premise applications and salesforce. 

D. Use custom login flows to connect to the existing custom 2fa system for use in salesforce. 

Correct Answer: D 

 

QUESTION 15

Universal Containers (UC) wants its closed Won opportunities to be synced to a Data Warehouse in near real time. UC
has implemented Outbound Message to enable near real- time data sync. UC wants to ensure that communication
between Salesforce and Target System is Secure. What Certificate is sent along with the Outbound Message? 

A. The CA-Signed Certificate from the Certificate and Key Management menu. 

B. The default Client Certificate from the Develop--> API Menu. 

C. The default Client Certificate or a Certificate from Certificate and Key Management menu. 

D. The Self-Signed Certificates from the Certificate and Key Management menu. 

Correct Answer: B 
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