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QUESTION 1

Which statement is correct regarding the Eth-trunk function? (Choose three answers) 

A. improves communication bandwidth of the link 

B. improves data security 

C. Traffic load balancing 

D. improves the reliability of the link 

Correct Answer: ACD 

 

QUESTION 2

In the dual-system hot backup networking environment as shown in the standby firewall also need to configure NAT
function, assuming that the external address of the VRRP backup group. NAT address pool and NAT Server in the
same network segment. Which of the following configuration needs to be on the Server? (choose two answers) 

A. HRP_M [USG_A] nat address-group 1 2.2.2.5 2.2.2.6 vrrp 1 

B. HRP_M [USG_A] nat address-group 1 2.2.2.5 2.2.2.6 vrrp 2 

C. HRP_M [USG_A] nat server global 2.2.2.10 inside 10.100.10.3 vrrp 2 

D. HRP_M [USG_A] nat server global 2.2.2.10 inside 10.100.10.3 vrrp 1 

Correct Answer: BC 

 

QUESTION 3

HWTACACS encrypts only part of the password, but with RADIUS the entire packet is encrypted. 

A. TRUE 
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B. FALSE 

Correct Answer: B 

 

QUESTION 4

When using Radius server to authenticate users, (topology diagram shown below) we not only need to ensure that the
user name and password for the account exists on the Radius server, a firewall must be configured on a user name and
password. 

A. TRUE 

B. FALSE 

Correct Answer: B 

 

QUESTION 5

A simple network is connected PC1-USG-Router-PC2. If PC1 sends packets to PC2, and the USG processes
fragmented packets, which modes can be used to do this? (Choose three answers) 

A. fragment cache 

B. slice discarded 

C. fragmentation direct forwarding 

D. slicing defense 

Correct Answer: ABC 

 

QUESTION 6

Which of the statement is correct after going through the output of the command "display ike sa" which is shown below? 
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A. Phase 1 and Phase 2 has been established 

B. agreements negotiated by IKE V2 

C. VPN instance name is public 

D. IPsec SA status is Ready 

Correct Answer: B 

 

QUESTION 7

Which statement is correct regarding the IP address scanning attack prevention principle? (Choose three answers) 

A. IP address scanning attack attacker attacks using ICMP packets (such as Ping and Tracert command) to detect the
target address. 

B. In an IP address scanning attack, the attacker attacks using TCP / UDP packets to detect the target address. 

C. In an IP address scanning attack, prevention is done by detecting the address of a host of behavioral scanning rate, if
the rate exceeds the threshold value, and add it to the blacklist. 

D. If the USG open blacklist function, and the associated IP address scanning attack prevention, a source when the
scan rate exceeds the set value elaborated beyond the threshold will be discarded packets within the follow-up time for
this issue as long as the source is less than threshold can also be forwarded. 

Correct Answer: ABC 

 

QUESTION 8

ESP verifies only the IP payload in NAT traversal, but the ESP port information will be encrypted causing the layer 4
information to be unusable with PAT. 

Using the IPsec NAT transparency feature can solve this problem, the ESP packet is encapsulated in a UDP header
and contains the information necessary to enable PAT to work. 
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A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 9

Which of the following statements is correct one for the dual hot standby in conjunction with IPSec functionality? 

A. USG supports IPsec primary backup mode of hot standby. 

B. Load does not support IPsec stateful failover under balancing. 

C. You must configure the session fast backup. 

D. You must configure preemption 

Correct Answer: A 

 

QUESTION 10

In a stateful standby failover switchover what will the firewall do? (Choose two answers) 

A. Send a gratuitous ARP 

B. Send proxy ARP 

C. The VRRP backup group virtual address will be unavailable 

D. The switchover automatically updates the relevant MAC table 

Correct Answer: AD 

 

QUESTION 11

A Site to Site IPsec VPN tunnel negotiation has been lost. How can you view the IKE Phase 2 security associations,
established connections, and configurations? (Choose two answers) 

A. display ike sa 

B. display ipsec sa brief 

C. display ipsec policy 

D. display interface 

Correct Answer: AB 
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QUESTION 12

Testing Center is responsible for flow testing, and test results sent to the management center. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 13

A man in the middle attack refers to an intermediate that sees the data exchange between server and client. To the
server, all messages appear to be sent to or received from the client; and to the client all the packets appear to have
been sent to or received from the server. If a hacker is using the man-in-the-middle attack, the hacker will send at least
two data packets as shown to achieve this attack. 

Which of the following packet 1 and packet 2 Field Description is correct? (Choose two answers) 

A. Packet 1: Source IP 1.1.1.1 Source MAC C-C-C 

The purpose of IP 1.1.1.2 

The purpose of Mac B-B-B 

B. Packet 1: Source IP 1.1.1.3 Source MAC C-C-C The purpose of IP 1.1.1.2 The purpose of Mac B-B-B 

C. Packet 2: Source IP 1.1.1.2 Source MAC C-C-C The purpose of IP 1.1.1.1 The purpose of Mac A-A-A 

D. Packet 2: Source IP 1.1.1.3 Source MAC C-C-C The purpose of IP 1.1.1.1 The purpose of Mac A-A-A 

Correct Answer: AC 

 

QUESTION 14
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With the Huawei abnormal flow cleaning solution, deployed at the scene of a bypass, dynamic routing drainage occurs
without human intervention. When an abnormality is detected, the management center will generate a draining task
automatically, and the task is done directly after the drainage cleaning equipment is issued if testing equipment. 

A. TRUE 

B. FALSE 

Correct Answer: A 

 

QUESTION 15

In the firewall DDos attack prevention technology, the Anti-DDoS prevents attacks based on what? 

A. Based on the ability of the application to authenticate the source address of the packet, the application, and the
cleaning equipment source by sending probe packets to prevent the attack traffic source. 

B. session-based concurrent connections to the defense, where the new connection or abnormal connections exceeds
the threshold levels.. 

C. Mainly by fingerprint analysis to study and get traffic capture feature to prevent bots or initiate the attack traffic
through a proxy to distinguish normal user access behavior. 

D. By detecting the session using filter scanning packets and special control packets. 

Correct Answer: B 
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