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QUESTION 1

SIMULATION 

Configure the ftp to allow anonymously download the directory /var/ftp/pub, and reject the domain t3gg.com to access. 

A. 

Correct Answer: Please see explanation 

 

QUESTION 2

You are working as an Administrator. There is a common data shared (/data) from 192.168.0.254 to all users in your
local LAN. When user\\'s system start, shared data should automatically mount on /common directory. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

To automatically mount at boot time, we use the /etc/fstab file. Because /etc/rc.d/rc.sysinit file reads and mounts all file
system specified in /etc/fstab. To mount Network Sharing Files also use the /etc/fstab but filesystem is nfs. 
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QUESTION 3

Make Secondary belongs the jeff and marion users on sysusers group. But harold user should not belongs to sysusers
group. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

1.

 usermod -G sysusers jeff 

2.

 usermod -G sysuser marion 

3.

 Verify by reading /etc/group file 

Note: 

Using usermod command we can make user belongs to different group. There are two types of group one primary and
another is secondary. Primary group can be only one but user can belong to more than one group as secondary.
usermod 

-g groupname username - To change the primary group of the user. usermod -G groupname username - To make user
belongs to secondary group. 

 

QUESTION 4

Create a playbook called regulartasks.yml which has the system that append the date to /root/datefile every day at
noon. Name is job \\'datejob\\' 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

Solution as: 
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QUESTION 5

Add a cron schedule to take full backup of /home on every day at 5:30 pm to /dev/st0 device. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

1.

 vi /var/schedule 30 17 * * * /sbin/dump -0u /dev/st0 /dev/hda7 

2.

 crontab /var/schedule 

3.

 service crond restart 

We can add the cron schedule either by specifying the scripts path on /etc/crontab file or by creating on text file on
crontab pattern. 

cron helps to schedule on recurring events. Pattern of cron is: Minute Hour Day of Month Month Day of Week
Commands 

0-59 0-23 1-31 1-12 0-7 where 0 and 7 mean Sunday. 

Note * means every. To execute the command on every two minutes */2. 

 

QUESTION 6

Configure an email server domain30.example.com, and it requests to send and receive emails from the local server or
the user harry can send or receive emails from network. The email of user harry is /var/ spool/mail/harry. Please note:
the DNS server has already been MX record analyzed. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 
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QUESTION 7

SIMULATION 

Please open the ip_forward and take effect permanently. 

A. 

Correct Answer: Please see explanation 

 

QUESTION 8

You are giving RHCE exam. Examiner gave you the Boot related problem and told to you that make successfully boot
the System. When you started the system, System automatically asking the root password for maintenance. How will
you fix that problem? 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

Maintenance mode also known as emergency mode. System boots on emergency mode when file system error
occurred. It is due to unknown partition, bad filesystem specified in /etc/fstab. To solve follow the steps: 

 

QUESTION 9

SIMULATION 

There were two systems: 

system1, main system on which most of the configuration take place 

system2, some configuration here 
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Configure selinux. 

Configure your systems that should be running in Enforcing. 

A. 

Correct Answer: Please see explanation 

 

QUESTION 10

Create a playbook called web.yml as follows: 

*

 The playbook runs on managed nodes in the "dev" host group 

*

 Create the directory /webdev with the following requirements: --> membership in the apache group --> regular
permissions: owner=r+w+execute, group=r+w+execute, other=r+execute s.p=set group-id 

*

 Symbolically link /var/www/html/webdev to /webdev 

*

 Create the file /webdev/index.html with a single line of text that reads: “Development” --> it should be available on
http://servera.lab.example.com/webdev/index.html 

A. 

Answer: See the for complete Solution below. 

Correct Answer: A 

Solution as: 

# pwd /home/admin/ansible/ # vim web.yml 

-name: hosts: dev tasks: 

-

name: create group yum: name: httpd state: latest 

-

name: create group group: name: apache state: present 

-

name: creating directiory file: path: /webdev 

state: directory mode: \\'2775\\' group: apache 
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-sefcontext: target: \\'/webdev/index.html\\' setype: httpd_sys_content_t state: present 

-

name: Apply new SELinux file context to filesystem command: restorecon -irv 

-

name: creating symbolic link file: src: /webdev 

dest: /var/www/html/webdev state: link force: yes 

-

name: creating file 

file: 

path: /webdev/index.html 

sate: touch 

-

name: Adding content to index.html file 

copy: 

dest: /webdev/index.html 

content: "Development" 

-

name: add service to the firewall 

firewalld: 

service: http 

permanent: yes 

state: enabled 

immediate: yes 

-

name: active http service 

service: 

name: httpd 

state: restarted 

enabled: yes 
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wq 

# ansible-playbook web.yml -–syntax-check 

# ansible-playbook web.yml 

 

QUESTION 11

Create a role called apache in "/home/admin/ansible/roles" with the following 

requirements: 

--> The httpd package is installed, enabled on boot, and started. 

--> The firewall is enabled and running with a rule to allow access to the web server. 

--> template file index.html.j2 is used to create the file /var/www/html/index.html 

with the output: 

Welcome to HOSTNAME on IPADDRESS 

--> Where HOSTNAME is the fqdn of the managed node and IPADDRESS is the IP- Address of 

the managed node. 

note: you have to create index.html.j2 file. 

--> Create a playbook called httpd.yml that uses this role and the playbook runs on 

hosts in the webservers host group. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

Solution as: 

# pwd /home/admin/ansible/roles/ # ansible-galaxy init apache # vim apache/vars/main.yml 

# vars file for apache http_pkg: httpd firewall_pkg: firewalld http_srv: httpd firewall_srv: firewalld rule: http webpage:
/var/www/html/index.html template: index.html.j2 wq! # vim apache/tasks/package.yml 

-name: Installing packages 

yum: 

name: 

-"{{http_pkg}}" 

-"{{firewall_pkg}}" 

state: latest 
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wq! 

# vim apache/tasks/service.yml 

-

name: start and enable http service 

service: 

name: "{{http_srv}}" 

enabled: true 

state: started 

-

name: start and enable firewall service 

service: 

name: "{{firewall_srv}}" 

enabled: true 

state: started wq! # vim apache/tasks/firewall.yml 

-

name: Adding http service to firewall firewalld: service: "{{rule}}" state: enabled permanent: true immediate: true wq! #
vim apache/tasks/webpage.yml 

-

name: creating template file template: src: "{{template}}" dest: "{{webpage}}" notify: restart_httpd !wq # vim
apache/tasks/main.yml # tasks file for apache 

-

import_tasks: package.yml 

-

import_tasks: service.yml 

-

import_tasks: firewall.yml 

-

import_tasks: webpage.yml wq! # vim apache/templates/index.html.j2 Welcome to {{ ansible_facts.fqdn }} on {{
ansible_facts.default_ipv4.address }} # vim apache/handlers/main.yml 

# handlers file for apache 
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-

name: restart_httpd service: name: httpd state: restarted wq! # cd .. # pwd /home/admin/ansible/ # vim httpd.yml 

-

name: Including apache role 

hosts: webservers 

pre_tasks: 

-

name: pretask message 

debug: 

msg: \\'Ensure webserver configuration\\' 

roles: 

-./roles/apache 

post_tasks: 

-name: Check webserver 

uri: 

url: "http://{{ ansible_facts.default_ipv4.address }}" return_content: yes 

status_code: 200 

wq! 

# ansible-playbook httpd.yml ?syntax-check 

# ansible-playbook httpd.yml 

# curl http://serverx 

 

QUESTION 12

Create a file called packages.yml in /home/sandy/ansible to install some packages for the following hosts. On dev, prod
and webservers install packages httpd, mod_ssl, and mariadb. On dev only install the development tools package. Also,
on dev host update all the packages to the latest. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

Solution as: ** NOTE 1 a more acceptable answer is likely \\'present\\' since it\\'s not asking to install the latest state:
present ** NOTE 2 need to update the development node 
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-name: update all packages on development node 

yum: 

name: \\'*\\' 

state: latest 

 

QUESTION 13

Create the group named sysusers. 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

1. groupadd sysusers groupadd command is used to create the group and all group information is stored in /etc/group
file. 

 

QUESTION 14
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SIMULATION There are two different networks 192.168.0.0/24 and 192.168.1.0/24. Where 192.168.0.254 and 

192.168.1.254 IP Address are assigned on Server. Verify your network settings by pinging 192.168.1.0/24 Network\\'s
Host. 

A. 

Correct Answer: Please see explanation 

 

QUESTION 15

Modify file content. 

Create a playbook called /home/admin/ansible/modify.yml as follows: 

*

 The playbook runs on all inventory hosts 

*
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 The playbook replaces the contents of /etc/issue with a single line of text as 

follows: 

--> On hosts in the dev host group, the line reads: "Development" 

--> On hosts in the test host group, the line reads: "Test" 

--> On hosts in the prod host group, the line reads: "Production" 

A. Answer: See the for complete Solution below. 

Correct Answer: A 

Solution as: # pwd /home/admin/ansible # vim modify.yml 

-name: 

hosts: all 

tasks: 

-

name: 

copy: 

content: "Development" 

dest: /etc/issue 

when: inventory_hostname in groups[\\'dev\\'] 

-

name: 

copy: 

content: "Test" 

dest: /etc/issue 

when: inventory_hostname in groups[\\'test\\'] 

-

name: 

copy: 

content: "Production" 

dest: /etc/issue 

when: inventory_hostname in groups[\\'prod\\'] 
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wq 

# ansible-playbook modify.yml ?syntax-check 

# ansible-playbook modify.yml 
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