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QUESTION 1

An "idle" system is also referred to as what? 

A. Zombie 

B. PC not being used 

C. Bot 

D. PC not connected to the Internet 

Correct Answer: A 

 

QUESTION 2

You are trying to locate Microsoft Outlook Web Access Default Portal using Google search on the Internet. What search
string will you use to locate them? 

A. intitle:"exchange server" 

B. outlook:"search" 

C. locate:"logon page" 

D. allinurl:"exchange/logon.asp" 

Correct Answer: D 

 

QUESTION 3

In which of the following firewalls are the incoming or outgoing packets blocked from accessing services for which there
is no proxy? 

A. Circuit level firewalls 

B. Packet filters firewalls 

C. Stateful multilayer inspection firewalls 

D. Application level firewalls 

Correct Answer: D 

 

QUESTION 4

Gibson, a security analyst at MileTech Solutions, is performing cloud penetration testing. As part of this process, he
needs to check for any governance and compliance issues against cloud services. Which of the following documents
helps Gibson in checking whether the CSP is regularly audited and certified for compliance issues? 
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A. Service level agreement 

B. Data use agreement 

C. ROE agreement 

D. Nondisclosure agreement 

Correct Answer: B 

 

QUESTION 5

Which of the following policies helps secure data and protects the privacy of organizational information? 

A. Special-Access Policy 

B. Document retention Policy 

C. Cryptography Policy 

D. Personal Security Policy 

Correct Answer: C 

 

QUESTION 6

The term social engineering is used to describe the various tricks used to fool people (employees, business partners, or
customers) into voluntarily giving away information that would not normally be known to the general public. 

What is the criminal practice of social engineering where an attacker uses the telephone system in an attempt to scam
the user into surrendering private information? 

A. Phishing 

B. Spoofing 

C. Tapping 
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D. Vishing 

Correct Answer: D 

 

QUESTION 7

You work as an IT security auditor hired by a law firm in Boston to test whether you can gain access to sensitive
information about the company clients. You have rummaged through their trash and found very little information. You do
not want to set off any alarms on their network, so you plan on performing passive foot printing against their Web
servers. What tool should you use? 

A. Nmap 

B. Netcraft 

C. Ping sweep 

D. Dig 

Correct Answer: B 

 

QUESTION 8

A penetration tester at Trinity Ltd. is performing IoT device testing. As part of this process, he is checking 

the IoT devices for open ports using port scanners such as Nmap. After identifying the open ports, he 

started using automated tools to check each open port for any exploitable vulnerabilities. 

Identify the IoT security issues the penetration tester is trying to uncover? 

A. Insecure software/firmware 

B. Lack of transport encryption 

C. Insecure network services 

D. Insufficient security configurability 

Correct Answer: D 

 

QUESTION 9

What are placeholders (or markers) in an HTML document that the web server will dynamically replace with data just
before sending the requested documents to a browser? 

A. Server Side Includes 

B. Sort Server Includes 

C. Server Sort Includes 
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D. Slide Server Includes 

Correct Answer: A 

 

QUESTION 10

Tecty Motors Pvt. Ltd. has recently deployed RFID technology in the vehicles which allows the car owner to unlock the
car with the exchange of a valid RFID signal between a reader and a tag. Jamie, on the other hand, is a hacker who
decided to exploit this technology with the aim of stealing the target vehicle. To perform this attack on the target vehicle,
he first used an automated tool to intercept the signals between the reader and the tag to capture a valid RFID signal
and then later used the same signal to unlock and steal the victim\\'s car. Which of the following RFID attacks Jamie has
performed in the above scenario? 

A. RFID cloning 

B. Replay attack 

C. DoS attack 

D. Power analysis attack 

Correct Answer: A 

 

QUESTION 11

Which of the following policy forbids everything with strict restrictions on all usage of the company systems and
network? 

A. Information-Protection Po 

B. Paranoid Policy 

C. Promiscuous Policy 

D. Prudent Policy 

Correct Answer: B 

 

QUESTION 12

An organization has deployed a web application that uses encoding technique before transmitting the data over the
Internet. This encoding technique helps the organization to hide the confidential data such as user credentials, email
attachments, etc. when in transit. This encoding technique takes 3 bytes of binary data and divides it into four chunks of
6 bits. Each chunk is further encoded into respective printable character. Identify the encoding technique employed by
the organization? 

A. Unicode encoding 

B. Base64 encoding 

C. URL encoding 
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D. HTMS encoding 

Correct Answer: B 

 

QUESTION 13

Frank is working on a vulnerability assessment for a company on the West coast. The company hired Frank to assess
its network security through scanning, pen tests, and vulnerability assessments. After discovering numerous known
vulnerabilities detected by a temporary IDS he set up, he notices a number of items that show up as unknown but
questionable in the logs. He looks up the behavior on the Internet, but cannot find anything related. What organization
should Frank submit the log to find out if it is a new vulnerability or not? 

A. CVE 

B. IANA 

C. RIPE 

D. APIPA 

Correct Answer: A 

 

QUESTION 14

Which of the following is the objective of Gramm-Leach-Bliley Act? 

A. To ease the transfer of financial information between institutions and banks 

B. To protect the confidentiality, integrity, and availability of data 

C. To set a new or enhanced standards for all U.S. public company boards, management and public accounting firms 

D. To certify the accuracy of the reported financial statement 

Correct Answer: A 

 

QUESTION 15

Sandra, a wireless network auditor, discovered her client is using WEP. To prove the point that the WEP 

encryption is very weak, she wants to decrypt some WEP packets. She successfully captured the WEP 

data packets, but could not reach the content as the data is encrypted. 

Which of the following will help Sandra decrypt the data packets without knowing the key? 

A. Fragmentation Attack 

B. Chopchop Attack 

C. ARP Poisoning Attack 
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D. Packet injection Attack 

Correct Answer: B 
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