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QUESTION 1

You administer a small WLAN with nine access point. As a small business, you do not rum a RADIUS server and use
WPA2-Personal for security. Recently, you changed the passphrase for WPA2-personal in all Aps and clients. Several
users are now reporting the inability to connect to the network at time and it is constrained to one area of the building.
When using scanner, you see that the AP covering that area is online 

A. The AP that covers the problem area requires a firmware update 

B. The clients are improperly configured 

C. The AP that covers the problem area has failed 

D. The AP that covers the problem area is improperly configured 

Correct Answer: A 

 

QUESTION 2

What statement about the beamwidth of an RF antenna is true? 

A. Horizontal and vertical beamwidth are calculated at the point where the main lobe decreases power by 3 dB. 

B. Vertical beamwidth is displayed (in degrees) on the antenna\\'s Azimuth chart. 

C. When antenna gain is lower, the beamwidth is also lower in both the horizontal and vertical dimensions. 

D. The beamwidth patterns on an antenna polar chart indicate the point at which the RF signal stops propagating. 

Correct Answer: A 

 

QUESTION 3

ABC Company is planning a point-to-multipoint bridge deployment with standalone (autonomous) 802.11 bridge units.
802.1X/EAP will be used for bridge authentication. A Linux-based RADIUS server will be used for authentication. What
device in the bridge implementation acts as the 802.11X Authenticator? 

A. All non-root bridges 

B. The root bridge 

C. The Ethernet switch 

D. The RADIUS server 

Correct Answer: C 

 

QUESTION 4
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You are attempting to explain RF shadow and how it can cause lack of coverage. What common building item frequently
causes RF shadow and must be accounted for in coverage plans? 

A. Wooden doors 

B. Carpeted floors 

C. Elevators 

D. Cubicle partitions 

Correct Answer: D 

 

QUESTION 5

What statement about 802.11 WLAN bridges is true? 

A. WLAN bridges only work in the 2.4 GHz frequency band and they support only SISO communications 

B. WLAN bridges must use a channel with acceptable SNR at both transceivers to maintain the desired data rate bi-
directionally 

C. WLAN bridges may support MIMO communications, but only if used in the 5 GHz frequency band 

D. WLAN bridges must be implemented such that no interference occurs on the channel anywhere between the two
endpoints used to establish the bridge 

Correct Answer: C 

 

QUESTION 6

You are using a tool that allows you to see signal strength for all Aps in the area with a visual representation. It shows
you SSIDs available and the security settings for each SSID. It allows you to filter by frequency band to see only 2.4
GHz networks or only 5 GHz networks. No additional features are available. 

What kind of application is described? 

A. Protocol analyzer 

B. Site survey utility 

C. Spectrum analyzer 

D. WLAN scanner tool 

Correct Answer: D 

 

QUESTION 7

You are troubleshooting a WLAN problem and you suspect hidden node as the cause. What should you look for in a
protocol analyzer? 
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A. Frames with the HN bit set to 1 

B. Frames with the retry bit set to 0 

C. Frames transmitted from the AP without acknowledgement 

D. Retransmitted frames from multiple STAs at higher rates than other STAs 

Correct Answer: D 

Reference http://setup-wireless.blogspot.com/2008/11/wireless-hidden-node.html 

 

QUESTION 8

What ID is typically mapped to an AP\\'s MAC address if a single BSS is implemented? 

A. VLAN ID 

B. BSSID 

C. Device ID 

D. SSID 

Correct Answer: B 

Reference https://technet.microsoft.com/en-us/library/cc757419(v=ws.10).aspx 

 

QUESTION 9

When compared with legacy Power Save mode, how does VHT TXOP power save improve battery life for devices on a
WLAN? 

A. Legacy Power Save mode was removed in the 802.11ac amendment. 

B. VHT TXOP power save allows the WLAN transceiver to disable more components when in a low power state. 

C. VHT TXOP power save uses the partial AID in the preamble to allow clients to identify frames targeted for them. 

D. VHT TXOP power save allows stations to enter sleep mode and legacy Power Save does not. 

Correct Answer: C 

 

QUESTION 10

Which one of the following is not a factor considered when calculating the Link Budget for an outdoor point- to-point
WLAN bridge link? 

A. MU-MIMO capabilities of the bridges 

B. Receive antenna gain 
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C. Transmit power 

D. Operating frequency 

Correct Answer: A 

 

QUESTION 11

You are managing a wireless access point in autonomous mode using the Web based interface. You capture traffic
during this management task and notice that you can see the HTML code of the Web pages used for access point
management. What error in administration could be the cause of this security concern? 

A. IPsec is not in use of the management connection as recommended 

B. A VPN with the AP is not established 

C. WPA2 is disabled on the WLAN 

D. HTTP is in use instead of HTTPS 

Correct Answer: D 

 

QUESTION 12

When using a spectrum to look for non Wi-Fi interference sources, you notice significant interference across the entire
2.4 GHz band (not on a few select frequencies) within the desktop area of a users workspace, but the interference
disappears quickly after just 2 meters. What is the most likely cause of this interference? 

A. USB 3 devices in the user\\'s work area 

B. Bluetooth devices in the user\\'s work area 

C. Excess RF energy from a nearby AP 

D. Unintentional radiation from the PC power supply 

Correct Answer: D 

https://www.reddit.com/r/electronics/comments/2i2s76/
is_the_emf_of_a_pc_without_a_case_much_higher/?st=jdr0fxpmandsh=1a61beda 

 

QUESTION 13

To ease user complexity, your company has implemented a single SSID for all employees. However, the network
administrator needs a way to control the network resources that can be accessed by each employee based in their
department. 

A. RBAC 

B. SNMP 
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C. WIPS 

D. WPA2 

Correct Answer: A 

 

QUESTION 14

What best describes WPA2 in relation to 802.11 wireless networks? 

A. WPA2 is specified in the 802.11 standard as implementing CCMP/AES. 

B. WPA2 is the standard that defines security for WLANs. 

C. WPA2 is a certification created by the Wi-Fi Alliance that validates devices correctly implement CCMP/ AES. 

D. WPA2 is the second version of WPA and it enhances security through the use of TKIP instead of WEP. 

Correct Answer: B 

 

QUESTION 15

A standard PoE injector is use to power an access point requiring 802.3at. CAT6 cabling is in use. What is the
maximum distance supported between the access point and the Ethernet switch with the use of a midspan power
injector? 

A. 100 meters 

B. 300 meters 

C. 328 meters 

D. 200 meters 

Correct Answer: A 
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