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QUESTION 1

You are tasked with performing a throughput test on the WLAN. The manager asks that you use open source tools to
reduce costs. What open source tool is designed to perform a throughput test? 

A. IxChariot 

B. Python 

C. PuTTy 

D. iPerf 

Correct Answer: D 

 

QUESTION 2

When replacing the antenna of a WLAN device with a similar antenna type that has a higher passive gain, what antenna
characteristic will decrease? 

A. Range 

B. Beam width 

C. Active gain D. Receive sensitivity 

Correct Answer: B 

 

QUESTION 3

Which one of the following channels can be used for VHT transmissions? 

A. 44 

B. 1 

C. 7 

D. 13 

Correct Answer: A 

 

QUESTION 4

You are installing an AP to be used by 23 laptops. All laptops will connect on the 5 GHz frequency band. A neighbor
network uses channels 1 and 6. What channel should be used for this AP and why? 

A. Channel 6, because it is always best to use this channel 
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B. A 5 GHz channel, because channels 1 and 6 are 2.4 GHz channels they have no impact on the decision 

C. Channel 1, because it is best to use the channel with the lowest frequency 

D. Channel 11, because channels 1 and 6 are in use nearby 

Correct Answer: B 

 

QUESTION 5

You administer a small WLAN with nine access points. As a small business, you do not run a RADIUS server and use
WPA2-Personal for security. Recently, you changed the passphrase for WPA2-Personal in all APs and clients. Several
users are now reporting the inability to connect to the network at times and it is constrained to one area of the building.
When using a WLAN scanner, you see that the AP covering that area is online and has a strong signal. No other
changes have been made to the environment and all access points are the same model. What is the likely problem? 

A. The AP that covers the problem area requires a firmware update 

B. The clients are improperly configured 

C. The AP that covers the problem area has failed 

D. The AP that covers the problem area is improperly configured 

Correct Answer: A 

 

QUESTION 6

When implementing PoE, what role is played by a switch? 

A. PD 

B. PSE 

C. Midspan injector 

D. Power splitter 

Correct Answer: B 

 

QUESTION 7

You are troubleshooting a problem with interference from a non-802.11 device. Given that the device is not a WLAN
device, you cannot use a protocol analyzer and have chosen to use a spectrum analyzer. You want to view the signal
from the interfering device over time to see the activity that is generating. 

What common spectrum analyzer view should you use for this analysis? 

A. Waterfall/Spectrogram 

B. Real-time FFT 
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C. APs 

D. Clients 

Correct Answer: A 

 

QUESTION 8

In a long-distance RF link, which statement about Fade Margin is true? 

A. The Fade Margin is a measurement of signal loss through free space and is a function of frequency and distance. 

B. The Fade Margin of a long-distance radio link should be equivalent to the receiver\\'s low noise filter gain. 

C. A Fade Margin is unnecessary on a long-distance RF link if more than 80% of 

D. Fade Margin is an additional pad of signal strength designed into the RF system to compensate for unpredictable
signal fading. 

Correct Answer: D 

 

QUESTION 9

What is the most effective method of testing roaming in relation to 802.11 VoIP handsets? 

A. Use the built-in roaming monitor built into all VoIP handsets. 

B. Use a protocol analyzer to capture the traffic generated when a laptop roams. 

C. Place a call with the handset and move around the facility to test quality during roaming. 

D. Use a spectrum analyzer to monitor RF activity during a VoIP call. 

Correct Answer: C 

 

QUESTION 10

You are reporting on the RF environment in your facility. The manager asks you do describe the noise floor noted on the
report. Which of the following is the best explanation? 

A. The energy radiated by flooring materials that causes interference in the 2.4 GHz and 5 GHz bands. 

B. The noise caused by elevators, microwave ovens, and video transmitters. 

C. The RF energy that exists in the environment from intentional and unintentional RF radiators that forms the baseline
above which the Intentional signal of your WLAN must exist. 

D. The extra energy radiated by access points and client devices beyond that intended for the signal. 

Correct Answer: C 
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Reference 

http://blog.prosig.com/2008/04/14/what-is-db-noise-floor-dynamic-range/ 

 

QUESTION 11

A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters
long. What is this string called? 

A. MSK 

B. WEP key 

C. Passphrase 

D. PSK 

Correct Answer: C 

http://www.arubanetworks.com/techdocs/ArubaOS_64x_WebHelp/Content/ArubaFrameStyles/VirtualAPs/
SSID_Profiles.htm 

 

QUESTION 12

What statement about 802.11 WLAN bridges is true? 

A. WLAN bridges only work in the 2.4 GHz frequency band and they support only SISO communications 

B. WLAN bridges must use a channel with acceptable SNR at both transceivers to maintain the desired data rate bi-
directionally 

C. WLAN bridges may support MIMO communications, but only if used in the 5 GHz frequency band 

D. WLAN bridges must be implemented such that no interference occurs on the channel anywhere between the two
endpoints used to establish the bridge 

Correct Answer: C 

 

QUESTION 13

What cipher suite is specified by the 802.11-2016 standard and is not deprecated? 

A. Temporal Key Integrity Protocol 

B. Extensible Authentication Protocol 

C. Counter Mode with CBC- MAC Protocol 

D. Wired Equivalent Privacy 

Correct Answer: C 
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QUESTION 14

What non-standard WLAN solution attempts to give a longer transmission windows to devices with higher data rates
then devise with lower data rates? 

A. AirTime Fairness 

B. Band Steering 

C. ARM 

D. RRM 

Correct Answer: A 

 

QUESTION 15

What 802.11 PHY uses available space in very low frequency ranges that is not in use at the time by broadcast video
signals? 

A. DMG 

B. SIG 

C. DSSS 

D. TVHT 

Correct Answer: C 

https://www.cwnp.com/802-11ac-vht-just-the-facts/ 
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