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QUESTION 1

A cloud administrator is planning to migrate a globally accessed application to the cloud. 

Which of the following should the cloud administrator implement to BEST reduce latency for all users? 

A. Regions 

B. Auto-scaling 

C. Clustering 

D. Cloud bursting 

Correct Answer: A 

 

QUESTION 2

A DevOps administrator is building a new application slack in a private cloud. This application will store sensitive
information and be accessible from the internet. Which of the following would be MOST useful in maintaining
confidentiality? 

A. NAC 

B. IDS 

C. DLP 

D. EDR 

Correct Answer: C 

 

QUESTION 3

In a mission critical environment, performing maintenance operations on a host FIRST requires which of the following? 

A. Shutting down the host. 

B. Migrating all VMs off the host. 

C. Shutting down the VMs on the host. 

D. Pausing the VMs on the host 

Correct Answer: D 

 

QUESTION 4

A company is utilizing a private cloud solution that is hosted within its datacenter. The company wants to launch a new
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business application, which requires the resources below: 

The current private cloud has 30 vCPUs and 512GB RAM available. The company is looking for a quick solution to
launch this application, with expected maximum sessions to be close to 24,000 at launch and an average of
approximately 

5,000 sessions. 

Which of the following solutions would help the company accommodate the new workload in the SHORTEST amount of
time and with the maximum financial benefits? 

A. Configure auto-scaling within the private cloud 

B. Set up cloud bursting for the additional resources 

C. Migrate all workloads to a public cloud provider 

D. Add more capacity to the private cloud 

Correct Answer: B 

Explanation: Cloud Bursting can be used for both compute and storage. This question is about compute capability.
"Compute Bursting" unleashes the high-performance compute capabilities of the cloud for processing locally created
datasets. 

(reference: 

https://www.ctera.com/it-initiatives/cloud-bursting/) 

https://azure.microsoft.com/en-us/overview/what-is-cloud-bursting/ 

 

QUESTION 5

A systems administrator disabled TLS 1.0 and 1.1, as well as RC4, 3DES, and AES-128 ciphers for TLS 1.2, on a web
server. A client now reports being unable to access the web server, but the administrator verifies that the server is
online, the web service is running, and other users can reach the server as well. 

Which of the following should the administrator recommend the user do FIRST? 

A. Disable antivirus/anti-malware software 

B. Turn off the software firewall 

C. Establish a VPN tunnel between the computer and the web server 

D. Update the web browser to the latest version 
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Correct Answer: D 

 

QUESTION 6

Which of the following are types of storage media? (Select two.) 

A. SCSI 

B. SSD 

C. Tape 

D. SATA 

E. USB 

Correct Answer: BC 

 

QUESTION 7

A new private cloud platform is being deployed by an engineer. SLA requirements state that any clusters should have a
baseline redundancy sufficient to handle the failure of at least two hosts. The engineer records the following metrics
after the deployment: 

Which of the following metrics is MOST likely to represent a violation of SLA? 

A. RAM utilization 

B. NIC utilization 

C. CPU utilization 

D. Disk utilization 

Correct Answer: D 

 

QUESTION 8

A security audit related to confidentiality controls found the following transactions occurring in the system: 

GET http://gateway.securetransaction.com/privileged/api/v1/changeResource?id=123anduser=277 
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Which of the following solutions will solve the audit finding? 

A. Using a TLS-protected API endpoint 

B. Implementing a software firewall 

C. Deploying a HIDS on each system 

D. Implementing a Layer 4 load balancer 

Correct Answer: A 

Reference: https://cheatsheetseries.owasp.org/cheatsheets/Transport_Layer_Protection_Cheat_Sheet .html 

 

QUESTION 9

A company is considering consolidating a number of physical machines into a virtual infrastructure that will be located at
its main office. The company has the following requirements: 

1.

 High-performance VMs 

2.

 More secure 

3.

 Has system independence 

Which of the following is the BEST platform for the company to use? 

A. Type 1 hypervisor 

B. Type 2 hypervisor 

C. Software application virtualization 

D. Remote dedicated hosting 

Correct Answer: A 

 

QUESTION 10

A systems administrator created several new VMs on a private cloud and wants to ensure the new baseline still meets
corporate guidelines. The administrator finds the following new load numbers on the hosts: 
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If corporate policy requires N+1 host capacity, which of the following metrics is MOST likely to present a problem? 

A. CPU 

B. RAM 

C. DISK 

D. NETWORK 

Correct Answer: C 

 

QUESTION 11

While investigating network traffic, a cloud administrator discovers the monthly billing has increased substantially. Upon
further review, it appears the servers have been compromised, and sensitive files have been exfiltrated. Which of the
following can be implemented to maintain data confidentiality? 

A. Hardening 

B. IAM 

C. Encryption 

D. IPSec 

Correct Answer: C 

 

QUESTION 12

A systems administrator is deploying a VM and would like to minimize storage utilization by ensuring the VM uses only
the storage if needs. Which of the following will BEST achieve this goal? 

A. Compression 

B. Deduplication 

C. RAID 

D. Thin provisioning 

Correct Answer: D 

Reference: https://docs.vmware.com/en/VMware-
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vSphere/7.0/com.vmware.vsphere.vm_admin.doc/GUID-4C0F4D73-82F2-4B81-8AA7-1DD752A8A5AC.html 

 

QUESTION 13

A systems administrator is deploying a new virtualized environment. The setup is a three- server cluster with 12 VMs
running on each server. While executing a vertical-scaling test of the vCPU on the VMs, the administrator gets an error.
Which of the following issues is MOST likely occurring? 

A. Compute 

B. Storage 

C. Licensing 

D. Scripts 

Correct Answer: A 

 

QUESTION 14

A company is switching from one cloud provider to another and needs to complete the migration as quickly as possible. 

Which of the following is the MOST important consideration to ensure a seamless migration? 

A. The cost of the environment 

B. The I/O of the storage 

C. Feature compatibility 

D. Network utilization 

Correct Answer: D 

 

QUESTION 15

A systems administrator is configuring updates on a system. Which of the following update branches should the
administrator choose to ensure the system receives updates that are maintained for at least four years? 

A. LTS 

B. Canary 

C. Beta 

D. Stable 

Correct Answer: A 
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