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QUESTION 1

Which of the following should be the FIRST step when drafting an incident response plan for a new cyber-attack
scenario? 

A. Schedule response testing 

B. Create a new incident response team 

C. Create a reporting template 

D. Identify relevant stakeholders 

Correct Answer: D 

 

QUESTION 2

Which of the following is a corrective control? 

A. Separating equipment development testing and production 

B. Verifying duplicate calculations in data processing 

C. Reviewing user access rights for segregation 

D. Executing emergency response plans 

Correct Answer: D 

 

QUESTION 3

An audit of the quality management system (QMS) begins with an evaluation of the: 

A. organization\\'s QMS policy 

B. sequence and interaction of QMS processes 

C. QMS processes and their application 

D. QMS document control procedures 

Correct Answer: A 

 

QUESTION 4

The PRIMARY focus of audit follow-up reports should be to: 

A. assess if new risks have developed. 
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B. determine if audit recommendations have been implemented. 

C. verify the completion date of the implementation. 

D. determine if past findings are still relevant. 

Correct Answer: B 

 

QUESTION 5

Which of the following should be of GREATEST concern to an |$ auditor reviewing data conversion and migration during
the implementation of a new application system? 

A. The change management process was not formally documented 

B. Backups of the old system and data are not available online 

C. Unauthorized data modifications occurred during conversion, 

D. Data conversion was performed using manual processes 

Correct Answer: C 

 

QUESTION 6

During an exit interview, senior management disagrees with some of me facts presented m the draft audit report and
wants them removed from the report. Which of the following would be the auditor\\'s BEST course of action? 

A. Revise the assessment based on senior management\\'s objections. 

B. Escalate the issue to audit management. 

C. Finalize the draft audit report without changes. 

D. Gather evidence to analyze senior management\\'s objections 

Correct Answer: D 

 

QUESTION 7

Which of the following is the MOST important reason to document information security incidents that are reported
across the organization? 

A. Prevent incident recurrence. 

B. Support business investments in security. 

C. Identify unmitigated risk. 

D. Evaluate the security posture of the organization. 
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Correct Answer: A 

 

QUESTION 8

Which of the following should be of GREATEST concern to an IS auditor reviewing a network printer disposal process? 

A. Disposal policies and procedures are not consistently implemented 

B. Evidence is not available to verify printer hard drives have been sanitized prior to disposal. 

C. Business units are allowed to dispose printers directly to 

D. Inoperable printers are stored in an unsecured area. 

Correct Answer: B 

 

QUESTION 9

While implementing an invoice system, Lily has implemented a database control which checks that new transactions are
matched to those previously input to ensure that they have not already been entered. Which of the following control is
implemented by Lily? 

A. Range Check 

B. Duplicate Check 

C. Existence check 

D. Reasonableness check 

Correct Answer: B 

In a duplicate check control new transaction are matched to those previously input to ensure that they have not already
been entered. For ex. A vendor invoice number agrees with previously recorded invoice to ensure that the current order
is not a duplicate and, therefore, the vendor will not be paid twice. 

For CISA exam you should know below mentioned data validation edits and controls 

Sequence Check ?The control number follows sequentially and any sequence or duplicated control numbers are
rejected or noted on an exception report for follow-up purposes. For example, invoices are numbered sequentially. The
day\\'s 

invoice begins with 12001 and ends with 15045. If any invoice larger than 15045 is encountered during processing, that
invoice would be rejected as an invalid invoice number. 

Limit Check ?Data should not exceed a predefined amount. For example, payroll checks should not exceed US $ 4000.
If a check exceeds US $ 4000, data would be rejected for further verification/authorization. 

Validity Check ?Programmed checking of data validity in accordance with predefined criteria. For example, a payroll
record contains a field for marital status and the acceptable status codes are M or S. If any other code is entered,
record 

should be rejected. 
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Range Check ?Data should not exceed a predefined range of values. For example, product type code range from 100 to
250. Any code outside this range should be rejected as an invalid product type. 

Reasonableness check ?Input data are matched to predefined reasonable limits or occurrence rates. For example, a
widget manufacturer usually receives an order for no more than 20 widgets. If an order for more than 20 widgets is
received, 

the computer program should be designed to print the record with a warning indicating that the order appears
unreasonable. 

Table Lookups ?Input data comply with predefined criteria maintained in computerized table of possible values. For
example, an input check enters a city code of 1 to 10. This number corresponds with a computerize table that matches
a 

code to a city name. 

Existence Check ?Data are entered correctly and agree with valid predefined criteria. For example, a valid transaction
code must be entered in transaction code field. 

Key verification ?The keying process is repeated by a separate individual using a machine that compares the original
key stroke to the repeated keyed input. For ex. the worker number is keyed twice and compared to verify the keying 

process. 

Check digit ?a numeric value that has been calculated mathematically is added to a data to ensure that original data
have not been p[ altered or incorrect, but Valid, value substituted. This control is effective in detecting transposition and 

transcription error. For ex. A check digit is added to an account number so it can be checked for accuracy when it is
used. 

Completeness check ?a filed should always contain data rather than zero or blanks. A check of each byte of that field
should be performed to determine that some form of data, or not blanks or zeros, is present. For ex. A worker number
on a 

new employee record is left blank. His is identified as a key in filed and the record would be rejected, with a request that
the field be completed before the record is accepted for processing. 

Duplicate check ?new transaction is matched to those previously input to ensure that they have not already been
entered. For ex. A vendor invoice number agrees with previously recorded invoice to ensure that the current order is not
a 

duplicate and, therefore, the vendor will not be paid twice. 

Logical relationship check ?if a particular condition is true, then one or more additional conditions or data input
relationship may be required to be true and consider the input valid. For ex. The hire data of an employee may be
required to be 

true and consider the input valid. For ex. The hire date of an employee may be required to be more than 16 years past
his/her date of birth. 

The following were incorrect answers: 

Range Check ?Data should not exceed a predefined range of values. For example, product type code range from 100 to
250. Any code outside this range should be rejected as an invalid product type. 

Existence Check ?Data are entered correctly and agree with valid predefined criteria. For example, a valid transaction
code must be entered in transaction code field. 
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Reasonableness check ?Input data are matched to predefined reasonable limits or occurrence rates. For example, a
widget manufacturer usually receives an order for no more than 20 widgets. If an order for more than 20 widgets is
received, 

the computer program should be designed to print the record with a warning indicating that the order appears
unreasonable. 

Reference: 

CISA review manual 2014 Page number 215 

 

QUESTION 10

Which of the following is the MOST important privacy consideration for an organization that uses a cloud service
provider to process customer data? 

A. Data privacy must be monitored in accordance with industry standards and best practices. 

B. All customer data transferred to the service provider must be reported to the regulatory authority. 

C. No personal information may be transferred to the service provider without the consent of the customer. 

D. Data privacy must be managed in accordance with the regulations applicable to the organization. 

Correct Answer: D 

 

QUESTION 11

Which of the following BEST enables staff acceptance of information security policies? 

A. Strong senior management support 

B. Adequate security funding 

C. Computer-based training 

D. A robust incident response program 

Correct Answer: A 

 

QUESTION 12

An IS auditor is reviewing an organization\\'s incident management processes and procedures. Which of the following
observations should be the auditor\\'s GREATEST concern? 

A. Ineffective incident classification 

B. Ineffective incident prioritization 

C. Ineffective incident detection 
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D. Ineffective post-incident review 

Correct Answer: C 

 

QUESTION 13

Which of the following is the MOST significant risk an IS auditor should consider when reviewing a credit card
company\\'s application system? 

A. Data privacy 

B. Processing times 

C. System availability 

D. Credit ratings 

Correct Answer: A 

 

QUESTION 14

Software quality assurance (QA) reviews are planned as part of system development. At which stage in the
development process should the first review be initiated? 

A. At pre-implementation planning 

B. As a part of the user requirements definition 

C. Immediately prior to user acceptance testing 

D. During the feasibility study 

Correct Answer: D 

 

QUESTION 15

An IS auditor is reviewing a network diagram. Which of the following would be the BEST location for placement of a
firewall? 

A. Between virtual local area networks (VLANs) 

B. At borders of network segments with different security levels 

C. Between each host and the local network switch/hub 

D. Inside the demilitarized zone (DMZ) 

Correct Answer: D 
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