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QUESTION 1

Which of the following most accurately describes the regulatory status of pandemic contact-tracing apps in the United
States? 

A. Contact tracing is covered exclusively under the Health Insurance Portability and Accountability Act (HIPAA). 

B. Contact tracing is regulated by the U.S. Centers for Disease Control and Prevention (CDC). 

C. Contact tracing is subject to a patchwork of federal and state privacy laws. 

D. Contact tracing is not regulated in the United States. 

Correct Answer: C 

 

 

QUESTION 2

According to FERPA, when can a school disclose records without a student\\'s consent? 

A. If the disclosure is not to be conducted through email to the third party 

B. If the disclosure would not reveal a student\\'s student identification number 

C. If the disclosure is to practitioners who are involved in a student\\'s health care 

D. If the disclosure is to provide transcripts to a school where a student intends to enroll 

Correct Answer: D 

Reference: https://www2.ed.gov/policy/gen/guid/fpco/ferpa/index.html 

 

QUESTION 3

Which of the following state laws has an entity exemption for organizations subject to the Gramm-Leach-Bliley Act
(GLBA)? 

A. Nevada Privacy Law. 

B. California Privacy Rights Act. 

C. California Consumer Privacy Act. 

D. Virginia Consumer Data Protection Act. 

Correct Answer: D 
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QUESTION 4

In March 2012, the FTC released a privacy report that outlined three core principles for companies handling consumer
data. Which was NOT one of these principles? 

A. Simplifying consumer choice. 

B. Enhancing security measures. 

C. Practicing Privacy by Design. 

D. Providing greater transparency. 

Correct Answer: B 

Reference: https://www.ftc.gov/news-events/press-releases/2012/03/ftc-issues-final-commission-report-protecting-
consumer-privacy 

 

QUESTION 5

The U.S. Supreme Court has recognized an individual\\'s right to privacy over personal issues, such as contraception,
by acknowledging which of the following? 

A. Federal preemption of state constitutions that expressly recognize an individual right to privacy. 

B. A "penumbra" of unenumerated constitutional rights as well as more general protections of due process of law. 

C. An interpretation of the U.S. Constitution\\'s explicit definition of privacy that extends to personal issues. 

D. The doctrine of stare decisis, which allows the U.S. Supreme Court to follow the precedent of previously decided
case law. 

Correct Answer: B 

Reference: https://academic.oup.com/idpl/article/2/4/255/676934 

 

QUESTION 6

Which of the following is commonly required for an entity to be subject to breach notification requirements under most
state laws? 

A. The entity must conduct business in the state 

B. The entity must have employees in the state 

C. The entity must be registered in the state D. The entity must be an information broker 

Correct Answer: A 

 

QUESTION 7
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Which of the following is most likely to provide privacy protection to private-sector employees in the United States? 

A. State law, contract law, and tort law 

B. The Federal Trade Commission Act (FTC Act) 

C. Amendments one, four, and five of the U.S. Constitution 

D. The U.S. Department of Health and Human Services (HHS) 

Correct Answer: A 

Reference: https://corporate.findlaw.com/law-library/right-to-privacy-in-the-workplace-in-the-information-age.html 

 

QUESTION 8

Read this notice: 

Our website uses cookies. Cookies allow us to identify the computer or device you\\'re using to access the site, but they
don\\'t identify you personally. For instructions on setting your Web browser to refuse cookies, click here. 

What type of legal choice does not notice provide? 

A. Mandatory 

B. Implied consent 

C. Opt-in 

D. Opt-out 

Correct Answer: B 

 

QUESTION 9

SCENARIO 

Please use the following to answer the next question: 

You are the privacy manager at a privately-owned U.S. company that produces an increasingly popular tness app called
GetFit. After users create an account with their contact information, the app uses a smartphone and a system of
connected smartwatch sensors to track users when they exercise. It collects information on location when users walk or
run outdoors, as well as general health information (such as heart rate) during all exercise sessions. The app also
collects credit card information for payment of the monthly subscription fee. 

One Friday, the company\\'s security team contacts you about the discovery of malware on their media server. The
team assures you that there was no user data on this server and that, in any case, they found the malware before any
damage could be done. 

However, on Monday morning the security team contacts you again, this time with the information that they have
discovered the same malware on the company\\'s payments server. They suspect it likely that users\\' credit card
information was taken by the attacker. By Monday evening, the situation has gotten dramatically worse, as the security
team has also discovered this malware on the company\\'s database server, an in ltration that gives the attacker access
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to users\\' pro le, health and location information. 

After coordinating with the security team, you are asked to meet with senior management and advise them on the
company\\'s obligations in connection with the incident. The Chief Financial O cer asks, "If we decide to notify all our
users of this incident, are we obligated to provide any of them with a free credit monitoring offer?" The General Counsel
wants to know if providing this notice and offer will help the company avoid liability. 

Who, if anyone, would the company have to notify immediately following the security team\\'s rst call to the privacy
manager on Friday? 

A. It would have to notify each state\\'s attorney general\\'s o ce since the app is marketed to consumers. 

B. It would not have to notify anyone since malware intrusions do not trigger breach noti cation laws. 

C. It would have to notify the Federal Trade Commission (FTC) since there was an incident involving a mobile app. 

D. It would not have to notify anyone since there was no unauthorized access of user data that would be considered
personal information under applicable state laws. 

Correct Answer: B 

 

QUESTION 10

Within what time period must a commercial message sender remove a recipient\\'s address once they have asked to
stop receiving future e-mail? 

A. 7 days 

B. 10 days 

C. 15 days 

D. 21 days 

Correct Answer: B 

Reference: https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business 

 

QUESTION 11

Under the Telemarketing Sales Rule, what characteristics of consent must be in place for an organization to acquire an
exception to the Do-Not-Call rules for a particular consumer? 

A. The consent must be in writing, must state the times when calls can be made to the consumer and must be signed 

B. The consent must be in writing, must contain the number to which calls can be made and must have an end date 

C. The consent must be in writing, must contain the number to which calls can be made and must be signed 

D. The consent must be in writing, must have an end date and must state the times when calls can be made 

Correct Answer: C 
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C: "The TSR allows sellers and telemarketers to call consumers who consent to receive such calls. This consent must
be in writing, must state the number to which calls may be made, and must include the consumer\\'s signature. (A valid
electronic signature is acceptable.)" 

 

QUESTION 12

What consumer protection did the Fair and Accurate Credit Transactions Act (FACTA) require? 

A. The ability for the consumer to correct inaccurate credit report information 

B. The truncation of account numbers on credit card receipts 

C. The right to request removal from e-mail lists 

D. Consumer notice when third-party data is used to make an adverse decision 

Correct Answer: A 

Reference: https://www.investopedia.com/terms/f/facta.asp 

 

QUESTION 13

SCENARIO 

Please use the following to answer the next question: 

When there was a data breach involving customer personal and financial information at a large retail store, the
company\\'s directors were shocked. However, Roberta, a privacy analyst at the company and a victim of identity theft
herself, was 

not. Prior to the breach, she had been working on a privacy program report for the executives. How the company shared
and handled data across its organization was a major concern. There were neither adequate rules about access to 

customer information nor 

procedures for purging and destroying outdated data. In her research, Roberta had discovered that even low-level
employees had access to all of the company\\'s customer data, including financial records, and that the company still
had in its 

possession obsolete customer data going back to the 1980s. 

Her report recommended three main reforms. First, permit access on an as-needs-to-know basis. This would mean
restricting employees\\' access to customer information to data that was relevant to the work performed. Second, create
a highly secure database for storing customers\\' financial information (e.g., credit card and bank account numbers)
separate from less sensitive information. Third, identify outdated customer information and then develop a process for
securely disposing of it. 

When the breach occurred, the company\\'s executives called Roberta to a meeting where she presented the
recommendations in her report. She explained that the company having a national customer base meant it would have
to ensure that it complied with all relevant state breach notification laws. Thanks to Roberta\\'s guidance, the company
was able to notify customers quickly and within the specific timeframes set by state breach notification laws. 

Soon after, the executives approved the changes to the privacy program that Roberta recommended in her report. The
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privacy program is far more effective now because of these changes and, also, because privacy and security are now
considered the responsibility of every employee. 

What could the company have done differently prior to the breach to reduce their risk? 

A. Implemented a comprehensive policy for accessing customer information. 

B. Honored the promise of its privacy policy to acquire information by using an opt-in method. 

C. Looked for any persistent threats to security that could compromise the company\\'s network. 

D. Communicated requests for changes to users\\' preferences across the organization and with third parties. 

Correct Answer: C 

 

QUESTION 14

Global Manufacturing Co\\'s Human Resources department recently purchased a new software tool. This tool helps
evaluate future candidates for executive roles by scanning emails to see what those candidates say and what is said
about them. This provides the HR department with an automated "360 review" that lets them know how the candidate
thinks and operates, what their peers and direct reports say about them, and how well they interact with each other. 

What is the most important step for the Human Resources Department to take when implementing this new software? 

A. Making sure that the software does not unintentionally discriminate against protected groups. 

B. Ensuring that the software contains a privacy notice explaining that employees have no right to privacy as long as
they are running this software on organization systems to scan email systems. 

C. Confirming that employees have read and signed the employee handbook where they have been advised that they
have no right to privacy as long as they are using the organization\\'s systems, regardless of the protected group or laws
enforced by EEOC. 

D. Providing notice to employees that their emails will be scanned by the software and creating automated profiles. 

Correct Answer: A 

Reference: https://www.beckage.com/tag/artificial-intelligence/ 

 

QUESTION 15

Most states with data breach notification laws indicate that notice to affected individuals must be sent in the "most
expeditious time possible without unreasonable delay." By contrast, which of the following states currently imposes a
definite limit for notification to affected individuals? 

A. Maine 

B. Florida 

C. New York 

D. California 
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Correct Answer: B 

Reference: https://www.itgovernanceusa.com/data-breach-notification-laws 
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