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QUESTION 1

For which of the following operations would an employer most likely be justified in requesting the data subject\\'s
consent? 

A. Posting an employee\\'s bicycle race photo on the company\\'s social media. 

B. Processing an employee\\'s health certificate in order to provide sick leave. 

C. Operating a CCTV system on company premises. 

D. Assessing a potential employee\\'s job application. 

Correct Answer: A 

 

QUESTION 2

SCENARIO 

Please use the following to answer the next question: 

Brady is a computer programmer based in New Zealand who has been running his own business for two years.
Brady\\'s business provides a low-cost suite of services to customers throughout the European Economic Area (EEA).
The services are targeted towards new and aspiring small business owners. Brady\\'s company, called Brady Box,
provides web page design services, a Social Networking Service (SNS) and consulting services that help people
manage their own online stores. Unfortunately, Brady has been receiving some complaints. A customer named Anna
recently uploaded her plans for a new product onto Brady Box\\'s chat area, which is open to public viewing. Although
she realized her mistake two weeks later and removed the document, Anna is holding Brady Box responsible for not
noticing the error through regular monitoring of the website. Brady believes he should not be held liable. 

Another customer, Felipe, was alarmed to discover that his personal information was transferred to a third- party
contractor called Hermes Designs and worries that sensitive information regarding his business plans may be misused.
Brady does not believe he violated European privacy rules. He provides a privacy notice to all of his customers explicitly
stating that personal data may be transferred to specific third parties in fulfillment of a requested service. Felipe says he
read the privacy notice but that it was long and complicated 

Brady continues to insist that Felipe has no need to be concerned, as he can personally vouch for the integrity of
Hermes Designs. In fact, Hermes Designs has taken the initiative to create sample customized banner advertisements
for customers like Felipe. Brady is happy to provide a link to the example banner ads, now posted on the Hermes
Designs webpage. Hermes Designs plans on following up with direct marketing to these customers. 

Brady was surprised when another customer, Serge, expressed his dismay that a quotation by him is being used within
a graphic collage on Brady Box\\'s home webpage. The quotation is attributed to Serge by first and last name. Brady,
however, was not worried about any sort of litigation. He wrote back to Serge to let him know that he found the quotation
within Brady Box\\'s Social Networking Service (SNS), as Serge himself had posted the quotation. In his response,
Brady did offer to remove the quotation as a courtesy. 

Despite some customer complaints, Brady\\'s business is flourishing. He even supplements his income through online
behavioral advertising (OBA) via a third-party ad network with whom he has set clearly defined roles. Brady is pleased
that, although some customers are not explicitly aware of the OBA, the advertisements contain useful products and
services. 

Under the General Data Protection Regulation (GDPR), what is the most likely reason Serge may have grounds to
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object to the use of his quotation? 

A. Because of the misrepresentation of personal data as an endorsement. 

B. Because of the juxtaposition of the quotation with others\\' quotations. 

C. Because of the use of personal data outside of the social networking service (SNS). 

D. Because of the misapplication of the household exception in relation to a social networking service (SNS). 

Correct Answer: D 

 

QUESTION 3

Assuming that the "without undue delay" provision is followed, what is the time limit for complying with a data access
request? 

A. Within 40 days of receipt 

B. Within 40 days of receipt, which may be extended by up to 40 additional days 

C. Within one month of receipt, which may be extended by up to an additional month 

D. Within one month of receipt, which may be extended by an additional two months 

Correct Answer: C 

Reference: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the- general-data-protection- regulation-
gdpr/individual-rights/right-of-access/ 

 

QUESTION 4

What is the consequence if a processor makes an independent decision regarding the purposes and means of
processing it carries out on behalf of a controller? 

A. The controller will be liable to pay an administrative fine 

B. The processor will be liable to pay compensation to affected data subjects 

C. The processor will be considered to be a controller in respect of the processing concerned 

D. The controller will be required to demonstrate that the unauthorized processing negatively affected one or more of
the parties involved 

Correct Answer: B 

Reference: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the- general-data-protection- regulation-
gdpr/key-definitions/controllers-and-processors/ 

 

QUESTION 5
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Article 29 Working Party has emphasized that the GDPR forbids "forum shopping", which occurs when companies do
what? 

A. Choose the data protection officer that is most sympathetic to their business concerns. 

B. Designate their main establishment in member state with the most flexible practices. 

C. File appeals of infringement judgments with more than one EU institution simultaneously. 

D. Select third-party processors on the basis of cost rather than quality of privacy protection. 

Correct Answer: B 

Reference: https://gdprinformer.com/gdpr-articles/forum-shopping-illegal-gdpr 

 

QUESTION 6

What is the most frequently used mechanism for legitimizing cross-border data transfer? 

A. Standard Contractual Clauses. 

B. Approved Code of Conduct. 

C. Binding Corporate Rules. 

D. Derogations. 

Correct Answer: A 

Reference: https://www.dataguidance.com/opinion/international-eu-us-cross-border-data- transfers 

 

QUESTION 7

SCENARIO 

Please use the following to answer the next question: 

BHealthy, a company based in Italy, is ready to launch a new line of natural products, with a focus on sunscreen. The
last step prior to product launch is for BHealthy to conduct research to decide how extensively to market its new line of
sunscreens across Europe. To do so, BHealthy teamed up with Natural Insight, a company specializing in determining
pricing for natural products. BHealthy decided to share its existing customer information ?name, location, and prior
purchase history ?with Natural Insight. Natural Insight intends to use this information to train its algorithm to help
determine the price point at which BHealthy can sell its new sunscreens. 

Prior to sharing its customer list, BHealthy conducted a review of Natural Insight\\'s security practices and concluded
that the company has sufficient security measures to protect the contact information. Additionally, BHealthy\\'s data
processing contractualterms with Natural Insight require continued implementation of technical and organization
measures. Also indicated in the contract are restrictions on use of the data provided by BHealthy for any purpose
beyond provision of the services, which include use of the data for continued improvement of Natural Insight\\'s machine
learning algorithms. 

Under the GDPR, what are Natural Insight\\'s security obligations with respect to the customer information it received
from BHealthy? 
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A. Appropriate security that takes into account the industry practices for protecting customer contact information and
purchase history. 

B. Only the security measures assessed by BHealthy prior to entering into the data processing contract. 

C. Absolute security since BHealthy is sharing personal data, including purchase history, with Natural Insight. 

D. The level of security that a reasonable data subject whose data is processed would expect in relation to the data
subject\\'s purchase history. 

Correct Answer: A 

 

QUESTION 8

Bioface is a company based in the United States. It has no servers, personnel or assets in the European Union. By
collecting photographs from social media and other web-based services, such as newspapers and blogs, it uses
machine learning to develop a facial recognition algorithm. The algorithm identifies individuals in photographs who are
not in its data set based the algorithm and its existing data. The service collects photographs of data subjects in the
European Union and will identify them if presented with their photographs. Bioface offers its service to government
agencies and companies in the United States and Canada, but not to those in the European Union. Bioface does not
offer the service to individuals. 

Why is Bioface subject to the territorial scope of the General Data Protection Regulation? 

A. It collects data from European Union websites, which constitutes an establishment in the European Union. 

B. It offers services in the European Union by identifying data subjects in the European Union. 

C. It collects data from subjects and uses it for automated processing. 

D. It monitors the behavior of data subjects in the European Union. 

Correct Answer: A 

 

QUESTION 9

An organisation receives a request multiple times from a data subject seeking to exercise his rights with respect to his
own personal data. Under what condition can the organisation charge the data subject for processing the request? 

A. Only where the organisation can show that it is reasonable to do so because more than one request was made. 

B. Only to the extent this is allowed under the restrictions on data subjects\\' rights introduced under Art 23 of GDPR. 

C. Only where the administrative costs of taking the action requested exceeds a certain threshold. 

D. Only if the organisation can demonstrate that the request is clearly excessive or misguided. 

Correct Answer: D 

 

QUESTION 10
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SCENARIO 

Please use the following to answer the next question: 

Joe is the new privacy manager for Who-R-U, a Canadian business that provides DNA analysis. The company is
headquartered in Montreal, and all of its employees are located there. The company offers its services to 

Canadians only: Its website is in English and French, it accepts only Canadian currency, and it blocks internet traffic
from outside of Canada (although this solution doesn\\'t prevent all non-Canadian traffic). It also declines to process
orders 

that request the DNA report to be sent outside of Canada, and returns orders that show a non-Canadian return
address. 

Bob, the President of Who-R-U, thinks there is a lot of interest for the product in the EU, and the company is exploring a
number of plans to expand its customer base. 

The first plan, collegially called We-Track-U, will use an app to collect information about its current Canadian customer
base. The expansion will allow its Canadian customers to use the app while traveling abroad. He suggests that the 

company use this app to gather location information. If the plan shows promise, Bob proposes to use push notifications
and text messages to encourage existing customers to pre-register for an EU version of the service. Bob calls this work 

plan, We-Text-U. Once the company has gathered enough pre- registrations, it will develop EU-specific content and
services. 

Another plan is called Customer for Life. The idea is to offer additional services through the company\\'s app, like
storage and sharing of DNA information with other applications and medical providers. The company\\'s contract says
that it can 

keep customer DNA indefinitely, and use it to offer new services and market them to customers. It also says that
customers agree not to withdraw direct marketing consent. Paul, the marketing director, suggests that the company
should fully 

exploit these provisions, and that it can work around customers\\' attempts to withdraw consent because the contract
invalidates them. 

The final plan is to develop a brand presence in the EU. The company has already begun this process. It is in the
process of purchasing the naming rights for a building in Germany, which would come with a few offices that Who-R-U 

executives can use while traveling internationally. The office doesn\\'t include any technology or infrastructure; rather,
it\\'s simply a room with a desk and some chairs. 

On a recent trip concerning the naming-rights deal, Bob\\'s laptop is stolen. The laptop held unencrypted DNA reports
on 5,000 Who-R-U customers, all of whom are residents of Canada. The reports include customer name, birthdate,
ethnicity, 

racial background, names of relatives, gender, and occasionally health information. 

If Who-R-U decides to track locations using its app, what must it do to comply with the GDPR? 

A. Get consent from the app users. 

B. Provide a transparent notice to users. 

C. Anonymize the data and add latency so it avoids disclosing real time locations. 
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D. Obtain a court order because location data is a special category of personal data. 

Correct Answer: A 

 

QUESTION 11

Which of the following Convention 108+ principles, as amended in 2018, is NOT consistent with a principle found in the
GDPR? 

A. The obligation of companies to declare data breaches. 

B. The requirement to demonstrate compliance to a supervisory authority. 

C. The necessity of the bulk collection of personal data by the government. 

Correct Answer: B 

Reference: https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018PC0449andfrom=HU 

 

QUESTION 12

Under the GDPR, which of the following is true in regard to adequacy decisions involving cross-border transfers? 

A. The European Commission can adopt an adequacy decision for individual companies. 

B. The European Commission can adopt, repeal or amend an existing adequacy decision. 

C. EU member states are vested with the power to accept or reject a European Commission adequacy decision. 

D. To be considered as adequate, third countries must implement the EU General Data Protection Regulation into their
national legislation. 

Correct Answer: A 

Reference: https://www.futurelearn.com/courses/general-data-protection- regulation/0/steps/32449 

 

QUESTION 13

How does the GDPR now define "processing"? 

A. Any act involving the collecting and recording of personal data. 

B. Any operation or set of operations performed on personal data or on sets of personal data. 

C. Any use or disclosure of personal data compatible with the purpose for which the data was collected. 

D. Any operation or set of operations performed by automated means on personal data or on sets of personal data. 

Correct Answer: B 

Reference: https://gdpr-info.eu/issues/processing/ 
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QUESTION 14

In addition to the European Commission, who can adopt standard contractual clauses, assuming that all required
conditions are met? 

A. Approved data controllers. 

B. The Council of the European Union. 

C. National data protection authorities. 

D. The European Data Protection Supervisor. 

Correct Answer: A 

Reference: https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension- data-protection/ standard-
contractual-clauses-scc_en 

 

QUESTION 15

What is true if an employee makes an access request to his employer for any personal data held about him? 

A. The employer can automatically decline the request if it contains personal data about a third person. 

B. The employer can decline the request if the information is only held electronically. 

C. The employer must supply all the information held about the employee. 

D. The employer must supply any information held about an employee unless an exemption applies. 

Correct Answer: D 
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