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QUESTION 1

What is the biggest challenge to data discovery in a cloud environment? 

A. Format 

B. Ownership 

C. Location 

D. Multitenancy 

Correct Answer: C 

With the distributed nature of cloud environments, the foremost challenge for data discovery is awareness of the
location of data and keeping track of it during the constant motion of cloud storage systems. 

 

QUESTION 2

Which United States law is focused on PII as it relates to the financial industry? 

A. HIPAA 

B. SOX 

C. Safe Harbor 

D. GLBA 

Correct Answer: D 

The GLBA, as it is commonly called based on the lead sponsors and authors of the act, is officially known as "The
Financial Modernization Act of 1999." It is specifically focused on PII as it relates to financial institutions. There are three
specific components of it, covering various areas and use, on top of a general requirement that all financial institutions
must provide all users and customers with a written copy of their privacy policies and practices, including with whom and
for what reasons their information may be shared with other entities. 

 

QUESTION 3

With software-defined networking (SDN), which two types of network operations are segregated to allow for granularity
and delegation of administrative access and functions? 

A. Filtering and forwarding 

B. Filtering and firewalling 

C. Firewalling and forwarding 

D. Forwarding and protocol 

Correct Answer: A 
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With SDN, the filtering and forwarding capabilities and administration are separated. This allows the cloud provider to
build interfaces and management tools for administrative delegation of filtering configuration, without having to allow
direct access to underlying network equipment. Firewalling and protocols are both terms related to networks, but they
are not components SDN is concerned with. 

 

QUESTION 4

Where is an XML firewall most commonly deployed in the environment? 

A. Between the application and data layers 

B. Between the IPS and firewall 

C. Between the presentation and application layers D. Between the firewall and application server 

Correct Answer: D 

XML firewalls are most commonly deployed in line between the firewall and application server to validate XML code
before it reaches the application. 

 

QUESTION 5

BCDR strategies do not typically involve the entire operations of an organization, but only those deemed critical to their
business. 

Which concept pertains to the amount of services that need to be recovered to meet BCDR objectives? 

A. RSL 

B. RTO 

C. RPO 

D. SRE 

Correct Answer: A 

The recovery service level (RSL) measures the percentage of operations that would be recovered during a BCDR
situation. The recovery point objective (RPO) sets and defines the amount of data an organization must have available
or accessible to reach the determined level of operations necessary during a BCDR situation. The recovery time
objective (RTO) measures the amount of time necessary to recover operations to meet the BCDR plan. SRE is provided
as an erroneous response. 

 

QUESTION 6

Cloud systems are increasingly used for BCDR solutions for organizations. 

What aspect of cloud computing makes their use for BCDR the most attractive? 

A. On-demand self-service 
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B. Measured service 

C. Portability 

D. Broad network access 

Correct Answer: B 

Business continuity and disaster recovery (BCDR) solutions largely sit idle until they are actually needed. This
traditionally has led to increased costs for an organization because physical hardware must be purchased and
operational but is not used. By using a cloud system, an organization will only pay for systems when they are being
used and only for the duration of use, thus eliminating the need for extra hardware and costs. Portability is the ability to
easily move services among different cloud providers. Broad network access allows access to users and staff from
anywhere and from different clients, and although this would be important for a BCDR situation, it is not the best answer
in this case. On-demand self-service allows users to provision services automatically and when needed, and although
this too would be important for BCDR situations, it is not the best answer because it does not address costs or the
biggest benefits to an organization. 

 

QUESTION 7

What is the data encapsulation used with the SOAP protocol referred to? 

A. Packet 

B. Envelope 

C. Payload 

D. Object 

Correct Answer: B 

Simple Object Access Protocol (SOAP) encapsulates its information in what is known as a SOAP envelope and then
leverages common communications protocols for transmission. 

 

QUESTION 8

How is an object stored within an object storage system? 

A. Key value 

B. Database 

C. LDAP 

D. Tree structure 

Correct Answer: A 

 

Object storage uses a flat structure with key values to store and access objects. 
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QUESTION 9

As a result of scandals involving publicly traded corporations such as Enron, WorldCom, and Adelphi, Congress passed
legislation known as: 

A. SOX 

B. HIPAA 

C. FERPA 

D. GLBA 

Correct Answer: A 

Sarbanes-Oxley was a direct response to corporate scandals. FERPA is related to education. GLBA is about the
financial industry. HIPAA is about health care. 

 

QUESTION 10

Data masking can be used to provide all of the following functionality, except: 

A. Secure remote access 

B. test data in sandboxed environments 

C. Authentication of privileged users 

D. Enforcing least privilege 

Correct Answer: C 

Data masking does not support authentication in any way. All the others are excellent use cases for data masking. 

 

QUESTION 11

What are the two protocols that TLS uses? 

A. Handshake and record 

B. Transport and initiate 

C. Handshake and transport 

D. Record and transmit 

Correct Answer: A 

TLS uses the handshake protocol to establish and negotiate the TLS connection, and it uses the record protocol for the
secure transmission of data. 
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QUESTION 12

Which component of ITIL involves the creation of an RFC ticket and obtaining official approvals for it? 

A. Problem management 

B. Release management 

C. Deployment management 

D. Change management 

Correct Answer: D 

The change management process involves the creation of the official Request for Change (RFC) ticket, which is used to
document the change, obtain the required approvals from management and stakeholders, and track the change to
completion. Release management is a subcomponent of change management, where the actual code or configuration
change is put into place. Deployment management is similar to release management, but it\\'s where changes are
actually implemented on systems. Problem management is focused on the identification and mitigation of known
problems and deficiencies before they are able to occur. 

 

QUESTION 13

Which of the following threat types involves the sending of commands or arbitrary data through input fields in an
application in an attempt to get that code executed as part of normal processing? 

A. Cross-site scripting 

B. Missing function-level access control 

C. Injection 

D. Cross-site forgery 

Correct Answer: C 

An injection attack is where a malicious actor will send commands or other arbitrary data through input and data fields
with the intent of having the application or system execute the code as part of its normal processing and queries. This
can trick an application into exposing data that is not intended or authorized to be exposed, or it could potentially allow
an attacker to gain insight into configurations or security controls. Missing function-level access control exists where an
application only checks for authorization during the initial login process and does not further validate with each function
call. Cross-site request forgery occurs when an attack forces an authenticated user to send forged requests to an
application running under their own access and credentials. Cross-site scripting occurs when an attacker is able to send
untrusted data to a user\\'s browser without going through validation processes. 

 

QUESTION 14

What is the concept of segregating information or processes, within the same system or application, for security
reasons? 

A. fencing 
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B. Sandboxing 

C. Cellblocking 

D. Pooling 

Correct Answer: B 

Sandboxing involves segregating and isolating information or processes from others within the same system or
application, typically for security concerns. This is generally used for data isolation (for example, keeping different
communities and populations of users isolated from other similar data). 

 

QUESTION 15

What is an experimental technology that is intended to create the possibility of processing encrypted data without having
to decrypt it first? 

A. Quantum-state 

B. Polyinstantiation 

C. Homomorphic 

D. Gastronomic 

Correct Answer: C 

Homomorphic encryption hopes to achieve that goal; the other options are terms that have almost nothing to do with
encryption. 
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