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QUESTION 1

Which statement about compliance responsibilities and ownership of accountability is correct? 

A. Organizations may be able to transfer their accountability for compliance with various regulatory requirements to their
CSPs, but they retain the ownership of responsibility. 

B. Organizations may be able to transfer their responsibility for compliance with various regulatory requirements to their
CSPs, but they retain the ownership of accountability. 

C. Organizations may transfer their responsibility and accountability for compliance with various regulatory requirements
to their CSPs. 

D. Organizations are not able to transfer their responsibility nor accountability for compliance with various regulatory
requirements to their CSPs. 

Correct Answer: D 

Reference: https://searchcloudsecurity.techtarget.com/tip/Top-cloud-security-challenges-and-how-tocombat-them 

 

QUESTION 2

In the context of Infrastructure as a Service (IaaS), a vulnerability assessment will scan virtual machines to identify
vulnerabilities in: 

A. both operating system and application infrastructure contained within the CSP\\'s instances. 

B. both operating system and application infrastructure contained within the customer\\'s instances 

C. only application infrastructure contained within the CSP\\'s instances. 

D. only application infrastructure contained within the customer\\'s instances. 

Correct Answer: C 

 

 

QUESTION 3

The Open Certification Framework is structured on three levels of trust. Those three levels of trust are: 

A. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Compliance 

B. CSA STAR Audit, STAR Certification and Attestation (Third-party Assessment), STAR Continuous 

C. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Monitoring and
Control 

D. CSA STAR Self-Assessment, STAR Certification and Attestation (Third-party Assessment), STAR Continuous 

Correct Answer: D 
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QUESTION 4

SAST testing is performed by: 

A. scanning the application source code. 

B. scanning the application interface. 

C. scanning all infrastructure components. 

D. performing manual actions to gain control of the application. 

Correct Answer: A 

 

QUESTION 5

Since CCM allows cloud customers to build a detailed list of requirements and controls to be implemented by the CSP
as part of their overall third-party risk management and procurement program, will CCM alone be enough to define all
the items to be considered when operating/using cloud services? 

A. No. CCM must be completed with definitions established by the CSP because of its relevance to service continuity. 

B. Yes. CCM suffices since it maps a huge library of widely accepted frameworks. 

C. Yes. When implemented in the right manner. CCM alone can help to measure, assess and monitor the risk
associated with a CSP or a particular service. 

D. No. CCM can serve as a foundation for a cloud assessment program, but it needs to be completed with requirements
applicable to each company. 

Correct Answer: A 

 

QUESTION 6

To qualify for CSA STAR attestation for a particular cloud system, the SOC 2 report must cover: 

A. ISO/I 27001: 2013 controls. 

B. maturity model criteria. 

C. all Cloud Control Matrix (CCM) controls and TSPC security principles. 

D. Cloud Control Matrix (CCM) and ISO/IEC 27001:2013 controls. 

Correct Answer: C 

 

QUESTION 7

A CSP providing cloud services currently being used by the United States federal government should obtain which of

CCAK VCE Dumps | CCAK Exam Questions | CCAK Braindumps                                3 / 7

https://www.certbus.com/ccak.html
https://www.certbus.com/ccak.html
https://www.certbus.com/ccak.html


https://www.certbus.com/ccak.html
2023 Latest certbus CCAK PDF and VCE dumps Download

the following to assure compliance to stringent government standards? 

A. Multi-Tier Cloud Security (MTCS) Attestation 

B. FedRAMP Authorization 

C. ISO/IEC 27001:2013 Certification 

D. CSA STAR Level Certificate 

Correct Answer: B 

 

QUESTION 8

From the perspective of a senior cloud security audit practitioner in an organization of a mature security program with
cloud adoption, which of the following statements BEST describes the DevSecOps concept? 

A. Process of security integration using automation in software development 

B. Development standards for addressing integration, testing, and deployment issues 

C. Operational framework that promotes software consistency through automation 

D. Making software development simpler, faster, and easier using automation 

Correct Answer: B 

 

QUESTION 9

The Cloud Computing Compliance Controls Catalogue (C5) framework is maintained by which of the following
agencies? 

A. Agence nationale de la sécurité des systèmes d’information (ANSSI) 

B. National Institute of Standards and Technology (NIST) 

C. National Security Agency (NSA) 

D. Bundesamt für Sicherheit in der Informationstechnik (BSI) 

Correct Answer: D 

Reference: https://docs.microsoft.com/en-us/compliance/regulatory/offering-c5-germany 

 

QUESTION 10

If the degree of verification for information shared with the auditor during an audit is low, the auditor should: 

A. reject the information as audit evidence. 

B. stop evaluating the requirement altogether and review other audit areas. 
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C. delve deeper to obtain the required information to decide conclusively. 

D. use professional judgment to determine the degree of reliance that can be placed on the information as evidence. 

Correct Answer: D 

 

 

QUESTION 11

Which of the following contract terms is necessary to meet a company\\'s requirement that needs to move data from one
CSP to another? 

A. Drag and Drop 

B. Lift and shift 

C. Flexibility to move 

D. Transition and data portability 

Correct Answer: D 

 

QUESTION 12

A Dot Release of Cloud Control Matrix (CCM) indicates what? 

A. The introduction of new control frameworks mapped to previously-published CCM controls. 

B. A revision of the CCM domain structure. 

C. A technical change (revision or addition or deletion) of a number of controls is smaller than 10% compared to the
previous “Full” release. 

D. A technical change (revision or addition or deletion) of a number of controls is greater than 10% compared to the
previous “Full” release. 

Correct Answer: A 

 

 

QUESTION 13

Which of the following is MOST important to consider when developing an effective threat model during the introduction
of a new SaaS service into a customer organization\\'s architecture? The threat model: 

A. recognizes the shared responsibility for risk management between the customer and the CSP. 

B. leverages SaaS threat models developed by peer organizations. 

C. is developed by an independent third-party with expertise in the organization\\'s industry sector. 
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D. considers the loss of visibility and control from transitioning to the cloud. 

Correct Answer: A 

 

QUESTION 14

Which of the following would be the MOST critical finding of an application security and DevOps audit? 

A. The organization is not using a unified framework to integrate cloud compliance with regulatory requirements. 

B. Application architecture and configurations did not consider security measures. 

C. Outsourced cloud service interruption, breach or loss of data stored at the cloud service provider. 

D. Certifications with global security standards specific to cloud are not reviewed and the impact of noted findings are
not assessed. 

Correct Answer: B 

 

QUESTION 15

Which objective is MOST appropriate to measure the effectiveness of password policy? 

A. The number of related incidents increases. 

B. Attempts to log with weak credentials increases. 

C. Newly created account credentials satisfy requirements. 

D. The number of related incidents decreases. 

Correct Answer: D 
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