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QUESTION 1

A developer needs to provide feedback on a peer\\'s work during the SDLC. While reviewing the code changes, the
developers session ID tokens for a web application will be transmitted over an unsecure connection. Which of the
following code snippets should the developer recommend implement to correct the vulnerability? 

A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: A 

 

QUESTION 2

A review of the past year\\'s attack patterns shows that attackers stopped reconnaissance after finding a susceptible
system to compromise. The company would like to find a way to use this information to protect the environment while
still gaining valuable attack information. 

Which of the following would be BEST for the company to implement? 

A. A WAF 

B. An IDS 

C. A SIEM 

D. A honeypot 

Correct Answer: D 

Reference: https://www.kaspersky.com/resource-center/threats/what-is-a-honeypot 
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QUESTION 3

A small business requires a low-cost approach to theft detection for the audio recordings it produces and sells. Which of
the following techniques will MOST likely meet the business\\'s needs? 

A. Performing deep-packet inspection of all digital audio files 

B. Adding identifying filesystem metadata to the digital audio files 

C. Implementing steganography 

D. Purchasing and installing a DRM suite 

Correct Answer: D 

Reference: https://portswigger.net/daily-swig/what-is-steganography-a-complete-guide-to-the-ancient-art-of-concealing-
messages 

 

QUESTION 4

Following the most recent patch deployment, a security engineer receives reports that the ERP application is no longer
accessible The security engineer reviews the situation and determines a critical secunty patch that was applied to the
ERP server is the cause. The patch is subsequently backed out. 

Which of the following security controls would be BEST to implement to mitigate the threat caused by the missing
patch? 

A. Anti-malware 

B. Patch testing 

C. HIPS 

D. Vulnerability scanner 

Correct Answer: C 

A Host Intrusion Prevention System (HIPS) is newer than a HIDS, with the main difference being that a HIPS can take
action toward mitigating a detected threat Reference: https://www.sciencedirect.com/topics/comDuter-science/host-
intrusion-Drevention-svstem 

 

QUESTION 5

A systems engineer is reviewing output from a web application vulnerability scan. The engineer has determined data is
entenng the application from an untrusted source and is being used to construct a query dynamically. Which of the
following code snippets would BEST protect the application against an SQL injection attack? 

A. String input = request.getParameter ("SeqNo"); String characterPattern = "[0-9a0zA-Z] If (! input. Matches
(characterPattern)) { out.println ("Invalid Input"); } 

B. Cinput type= "text" maxlength= "30" name= "ecsChangePwdForm" size= "40" readonly= "true" value= \\'\\'/> 
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C. catch (Exception e) { if (log.isDebugEnabled()) log.debug (context, EVENTS.ADHOC, "Caught InvalidGSMException
Exception —andquot; 

+ e.toString() ); 

} 

D.  

Correct Answer: B 

 

 

QUESTION 6

A security analyst is reviewing weekly email reports and finds an average of 1.000 emails received daily from the
internal security alert email address. Which of the following should be implemented? 

A. Tuning the network monitoring service 

B. Separation of duties for systems administrators 

C. Machine learning algorithms 

D. DoS attack prevention 

Correct Answer: D 

Reference: https://www.mimecast.com/bloq/what-is-dos-attack-and-how-to-Drevent-it/ 

 

QUESTION 7

The Chief Information Security Officer (CISO) of a new company is looking for a comprehensive assessment of the
company\\'s application services Which of the following would provide the MOST accurate number of weaknesses? 

A. White-box penetration test 

B. Internal vulnerability scanning 

C. Internal controls audit 

D. Third-party red-team engagement 

Correct Answer: A 

 

QUESTION 8

Which of the following terms refers to the delivery of encryption keys to a CASB or a third-party entity? 

A. Key sharing 
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B. Key distribution 

C. Key recovery 

D. Key escrow 

Correct Answer: D 

Reference: https://www.open.edu/openlearn/ocw/mod/oucontent/view.php?id=48322andsection=1.3 

 

QUESTION 9

In preparation for the holiday season, a company redesigned the system that manages retail sales and moved it to a
cloud service provider. The new infrastructure did not meet the company\\'s availability requirements. During a
postmortem analysis, the following issues were highlighted: 

1.

 International users reported latency when images on the web page were initially loading. 

2.

 During times of report processing, users reported issues with inventory when attempting to place orders. 

3.

 Despite the fact that ten new API servers were added, the load across servers was heavy at peak times. 

Which of the following infrastructure design changes would be BEST for the organization to implement to avoid these
issues in the future? 

A. Serve static content via distributed CDNs, create a read replica of the central database and pull reports from there,
and auto-scale API servers based on performance. 

B. Increase the bandwidth for the server that delivers images, use a CDN, change the database to a non-relational
database, and split the ten API servers across two load balancers. 

C. Serve images from an object storage bucket with infrequent read times, replicate the database across different
regions, and dynamically create API servers based on load. 

D. Serve static-content object storage across different regions, increase the instance size on the managed relational
database, and distribute the ten API servers across multiple regions. 

Correct Answer: A 

 

 

QUESTION 10

Over the last 90 days, many private storage services have been exposed in the cloud services environments, and the
security team does not have the ability to see who is creating these instances. Shadow IT is creating data services and
instances faster than the email security team can keep up with them. The Chief Information Security Officer (CISO) has
asked the security lead architect to recommend solutions to this problem. 
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Which of the following BEST addresses the problem with the least amount of administrative effort? 

A. Compile a list of firewall requests and compare them against interesting cloud services 

B. Implement a CASB solution and track cloud service use cases for greater visibility 

C. Implement a user-behavior analytics system to associate user events with cloud service creation events 

D. Capture all logs and feed them to a SIEM. and then analyze for cloud service events. 

Correct Answer: D 

 

 

QUESTION 11

A software house is developing a new application. The application has the following requirements: 

1.

 Reduce the number of credential requests as much as possible 

2.

 Integrate with social networks 

3.

 Authenticate users 

Which of the following is the BEST federation method to use for the application? 

A. WS-Federation 

B. OpenID 

C. OAuth 

D. SAML 

Correct Answer: D 

Reference: https://auth0.com/blog/how-saml-authentication-works/ 

 

QUESTION 12

An information security officer reviews a report and notices a steady increase in outbound network traffic over the past
ten months. There is no clear explanation for the increase. The security officer interviews several business units and 

discovers an unsanctioned cloud storage provider was used to share marketing materials with potential customers. 

Which of the following services would be BEST for the security officer to recommend to the company? 
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A. NIDS 

B. HIPS 

C. CASB 

D. SFTP 

Correct Answer: C 

 

QUESTION 13

A security engineer is performing a routine audit of a company\\'s decommissioned devices. The current process
involves a third-party firm removing the hard drive from a company device, wiping it using a seven-pass software,
placing it back 

into the device, and tagging the device for reuse or disposal. The audit reveals sensitive information is present in the
hard drive cluster tips. 

Which of the following should the third-party firm implement NEXT to ensure all data is permanently removed? 

A. Degauss the drives using a commercial tool. 

B. Scramble the file allocation table 

C. Wipe the drives using a 21-pass overwrite 

D. Disable the logic board using high-voltage input 

Correct Answer: A 

Erasing your hard drive with a degaussing tool prevents your information from being accessed by anyone, which helps
prevent different and unfortunate events, such as employee theft, media loss dunng transport, and improper media
destruction. Reference: https://potomacecycle com/what-does-it-mean-to-degauss-a-hard-drive 

 

QUESTION 14

A security architect is implementing a web application that uses a database back end. Prior to the production, the
architect is concerned about the possibility of XSS attacks and wants to identify security controls that could be put in
place to 

prevent these attacks. 

Which of the following sources could the architect consult to address this security concern? 

A. SDLC 

B. OVAL 

C. IEEE 

D. OWASP 
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Correct Answer: D 

OWASP is a resource used to identify attack vectors and their mitigations, OVAL is a vulnerability assessment standard
Reference: https://dzone.com/articles/what-is-oval-a-community-driven-vulnerability-mana 

 

QUESTION 15

A security administrator wants to implement an MDM solution to secure access to company email and files in a BYOD
environment The solution must support the following requirements: 

1. 

Company administrators should not have access to employee\\'s personal information. 

2. 

A rooted or jailbroken device should not have access to company sensitive information. Which of the following BEST
addresses the associated risks? 

A. Codesigning 

B. VPN 

C. FDE 

D. Containerization 

Correct Answer: D 
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