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QUESTION 1

A security administrator was recently hired in a start-up company to represent the interest of security and to assist the
network team in improving security in the company. The sales team is continuously contacting the security administrator
to answer security questions posed by potential customers/clients. Which of the following is the BEST strategy to
minimize the frequency of these requests? 

A. Request the major stakeholder hire a security liaison to assist the sales team with security-related questions. 

B. Train the sales team about basic security, and make them aware of the security policies and procedures of the
company. 

C. The job description of the security administrator is to assist the sales team; thus the process should not be changed. 

D. Compile a list of the questions, develop an FAQ on the website, and train the sales team about basic security
concepts. 

Correct Answer: D 

 

QUESTION 2

An organization uses IP address block 203.0.113.0/24 on its internal network. At the border router, the network
administrator sets up rules to deny packets with a source address in this subnet from entering the network, and to deny
packets with a destination address in this subnet from leaving the network. Which of the following is the administrator
attempting to prevent? 

A. BGP route hijacking attacks 

B. Bogon IP network traffic 

C. IP spoofing attacks 

D. Man-in-the-middle attacks 

E. Amplified DDoS attacks 

Correct Answer: C 

 

QUESTION 3

A finance manager says that the company needs to ensure that the new system can "replay" data, up to the minute, for
every exchange being tracked by the investment departments. The finance manager also states that the company\\'s
transactions need to be tracked against this data for a period of five years for compliance. How would a security
engineer BEST interpret the finance manager\\'s needs? 

A. Compliance standards 

B. User requirements 

C. Data elements 

CAS-002 PDF Dumps | CAS-002 Exam Questions | CAS-002 Braindumps                                2 / 9

https://www.certbus.com/cas-002.html
https://www.certbus.com/cas-002.html
https://www.certbus.com/cas-002.html


https://www.certbus.com/cas-002.html
2023 Latest certbus CAS-002 PDF and VCE dumps Download

D. Data storage 

E. Acceptance testing 

F. Information digest 

G. System requirements 

Correct Answer: B 

 

QUESTION 4

An organization would like to allow employees to use their network username and password to access a third-party
service. The company is using Active Directory Federated Services for their directory service. Which of the following
should the company ensure is supported by the third-party? (Select TWO). 

A. LDAP/S 

B. SAML 

C. NTLM 

D. OAUTH 

E. Kerberos 

Correct Answer: BE 

 

QUESTION 5

There have been some failures of the company\\'s customer-facing website. A security engineer has analyzed the root
cause to be the WAF. System logs show that the WAF has been down for 14 total hours over the past month in four
separate situations. One of these situations was a two hour scheduled maintenance activity aimed to improve the
stability of the WAF. Which of the following is the MTTR, based on the last month\\'s performance figures? 

A. 3 hours 

B. 3.5 hours 

C. 4 hours 

D. 4.666 hours 

Correct Answer: C 

 

QUESTION 6

A security manager for a service provider has approved two vendors for connections to the service provider backbone.
One vendor will be providing authentication services for its payment card service, and the other vendor will be providing
maintenance to the service provider infrastructure sites. Which of the following business agreements is MOST relevant
to the vendors and service provider\\'s relationship? 
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A. Memorandum of Agreement 

B. Interconnection Security Agreement 

C. Non-Disclosure Agreement 

D. Operating Level Agreement 

Correct Answer: B 

 

QUESTION 7

The helpdesk is receiving multiple calls about slow and intermittent Internet access from the finance department. The
network administrator reviews the tickets and compiles the following information for the security administrator: 

Caller 1, IP 172.16.35.217, NETMASK 255.255.254.0 

Caller 2, IP 172.16.35.53, NETMASK 255.255.254.0 

Caller 3, IP 172.16.35.173, NETMASK 255.255.254.0 

All callers are connected to the same switch and are routed by a router with five built-in interfaces. The upstream router
interface\\'s MAC is 00-01-42-32-ab-1a ------ The security administrator brings a laptop to the finance office, connects it
to 

one of the wall jacks, starts up a network analyzer, and notices the following: 

09:05:10.937590 arp reply 172.16.34.1 is-at 0:12:3f:f1:da:52 (0:12:3f:f1:da:52) 

09:05:15.934840 arp reply 172.16.34.1 is-at 0:12:3f:f1:da:52 (0:12:3f:f1:da:52) 

09:05:19.931482 arp reply 172.16.34.1 is-at 0:12:3f:f1:da:52 (0:12:3f:f1:da:52) Which of the following can the security
administrator determine from the above information? 

A. A man in the middle attack is underway - implementing static ARP entries is a possible solution. 

B. An ARP flood attack targeted at the router is causing intermittent communication implementing IPS is a possible
solution. 

C. The default gateway is being spoofed - implementing static routing with MD5 is a possible solution. 

D. The router is being advertised on a separate network - router reconfiguration is a possible solution. 

Correct Answer: A 

 

QUESTION 8

On Monday, the Chief Information Officer (CIO) of a state agency received an e-discovery request for the release of all
emails sent and received by the agency board of directors for the past five years. The CIO has contacted the email
administrator and asked the administrator to provide the requested information by end of day on Friday. Which of the
following has the GREATEST impact on the ability to fulfill the e- discovery request? 

A. Data retention policy 
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B. Backup software and hardware 

C. Email encryption software 

D. Data recovery procedures 

Correct Answer: A 

 

QUESTION 9

The security administrator is worried about possible SPIT attacks against the VoIP system. 

Which of the following security controls would MOST likely need to be implemented to detect this type of attack? 

A. SIP and SRTP traffic analysis 

B. QoS audit on Layer 3 devices 

C. IP and MAC filtering logs 

D. Email spam filter log 

Correct Answer: A 

 

QUESTION 10

During an incident involving the company main database, a team of forensics experts is hired to respond to the breach.
The team is in charge of collecting forensics evidence from the company\\'s database server. Which of the following is
the correct order in which the forensics team should engage? 

A. Notify senior management, secure the scene, capture volatile storage, capture non- volatile storage, implement chain
of custody, and analyze original media. 

B. Take inventory, secure the scene, capture RAM, capture had drive, implement chain of custody, document, and
analyze the data. 

C. Implement chain of custody, take inventory, secure the scene, capture volatile and non- volatile storage, and
document the findings. 

D. Secure the scene, take inventory, capture volatile storage, capture non-volatile storage, document, and implement
chain of custody. 

Correct Answer: D 

 

QUESTION 11

-- Exhibit ? 
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-- Exhibit -

Company management has indicated that instant messengers (IM) add to employee productivity. Management would
like to implement an IM solution, but does not have a budget for the project. The security engineer creates a feature
matrix 

to help decide the most secure product. Click on the Exhibit button. 

Which of the following would the security engineer MOST likely recommend based on the table? 

A. Product A 

B. Product B 

C. Product C 

D. Product D 

Correct Answer: C 

 

QUESTION 12

Company XYZ plans to donate 1,000 used computers to a local school. The company has a large research and
development section and some of the computers were previously used to store proprietary research. 

The security administrator is concerned about data remnants on the donated machines, but the company does not have
a device sanitization section in the data handling policy. 

Which of the following is the BEST course of action for the security administrator to take? 

A. Delay the donation until a new policy is approved by the Chief Information Officer (CIO), and then donate the
machines. 

B. Delay the donation until all storage media on the computers can be sanitized. 

C. Reload the machines with an open source operating system and then donate the machines. 

D. Move forward with the donation, but remove all software license keys from the machines. 

Correct Answer: B 
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QUESTION 13

A large international business has completed the acquisition of a small business and it is now in the process of
integrating the small business\\' IT department. Both parties have agreed that the large business will retain 95% of the
smaller business\\' IT staff. Additionally, the larger business has a strong interest in specific processes that the smaller
business has in place to handle its regional interests. Which of the following IT security related objectives should the
small business\\' IT staff consider reviewing during the integration process? (Select TWO). 

A. How the large business operational procedures are implemented. 

B. The memorandum of understanding between the two businesses. 

C. New regulatory compliance requirements. 

D. Service level agreements between the small and the large business. 

E. The initial request for proposal drafted during the merger. 

F. The business continuity plan in place at the small business. 

Correct Answer: AC 

 

QUESTION 14

A security manager has started a new job and has identified that a key application for a new client does not have an
accreditation status and is currently not meeting the compliance requirement for the contract\\'s SOW. The security
manager has competing priorities and wants to resolve this issue quickly with a system determination and risk
assessment. Which of the following approaches presents the MOST risk to the security assessment? 

A. The security manager reviews the system description for the previous accreditation, but does not review application
change records. 

B. The security manager decides to use the previous SRTM without reviewing the system description. 

C. The security manager hires an administrator from the previous contract to complete the assessment. 

D. The security manager does not interview the vendor to determine if the system description is accurate. 

Correct Answer: B 

 

QUESTION 15

The company is about to upgrade a financial system through a third party, but wants to legally ensure that no sensitive
information is compromised throughout the project. The project manager must also make sure that internal controls are
set to mitigate the potential damage that one individual\\'s actions may cause. Which of the following needs to be put in
place to make certain both organizational requirements are met? (Select TWO). 

A. Separation of duties 

B. Forensic tasks 

C. MOU 

CAS-002 PDF Dumps | CAS-002 Exam Questions | CAS-002 Braindumps                                7 / 9

https://www.certbus.com/cas-002.html
https://www.certbus.com/cas-002.html
https://www.certbus.com/cas-002.html


https://www.certbus.com/cas-002.html
2023 Latest certbus CAS-002 PDF and VCE dumps Download

D. OLA 

E. NDA 

F. Job rotation 

Correct Answer: AE 
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