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QUESTION 1

An Administrator working with IBM Security QRadar SIEM V7.2.8 needs to enable the PCI report template. What is the
procedure to accomplish this task? 

A. Admin Tab -> Reports -> Templates -> Compliance -> PCI -> Select "Enable" 

B. Report Tab -> Enable "Show all templates" -> Group List -> Compliance -> PCI 

C. Reports Tab -> Clear "Hide Inactive Reports" box -> Group List -> Compliance -> PCI 

D. Admin Tab -> Reports -> Templates -> Compliance -> PCI -> uncheck "Hide Template" 

Correct Answer: C 

1.

 Click the Reports tab. 

2.

 Clear the Hide Inactive Reports check box. 

3.

 In the Group list, select Compliance > PCI. 4. Select all report templates on the list: 

a.

 Click the first report on the list. 

b.

 Select all report templates by holding down the Shift key, while you click the last report on the list. 

5. In the Actions list, select Toggle Scheduling. 6. Access generated reports: 

a.

 From the list in the Generated Reports column, select the time stamp of the report that you want to view. 

b.

 In the Format column, click the icon for report format that you want to view. 

 

QUESTION 2

An IBM Security QRadar SIEM V7.2.8 Administrator wants to create a security profile within the system but 

receives an error upon saving. 

What is a possible reason for this error? 
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A. The Administrator has used non alpha numeric value(s) in the name which is not allowed. 

B. The Administrator has used less than 3 characters or more than 30 characters as name of the security profile. 

C. The Administrator has mixed non alpha numeric value(s) and alpha numeric value(s) in the name which is not
allowed. 

D. The Administrator must bring the IBM Security QRadar SIEM V7.2.8 system first in edit mode before changes are
allowed. 

Correct Answer: B 

In the Security Profile Name field, type a unique name for the security profile. The security profile name must meet the
following requirements: minimum of 3 characters and maximum of 30 characters. 

 

QUESTION 3

An IBM Security QRadar SIEM V7.2.8 Administrator needs to retain authentication failure data to a specific 

domain, for a longer period than the rest of the event data being collected. 

How is this task completed? 

A. The administrator will need to create a custom rule with the appropriate filters and retention period. 

B. The administrator will need to create a new Event Retention Bucket with the appropriate filters and retention period. 

C. The administrator will need to create a custom filter in the log activity tab with the appropriate parameters and
retention period. 

D. The administrator will need to create a custom report with the appropriate parameters and use the report format TAR
(Tape archive). 

Correct Answer: B 

In current versions of QRadar you can set custom retention buckets for Events and Flows. The 10 non-default retention
buckets are processed sequentially from top to bottom. Any events that do not match the retention buckets are
automatically placed in the default retention bucket, located at the bottom of the list. Custom retention buckets allow the
ability to add a time period and filters. If you enable a retention bucket with a defined criteria it will start deleting data
from the time is was created. Any data that matches the custom retention bucket before it was created is subject to the
criteria of the default retention bucket setting. If you need to delete data from before the Custom retention bucket was
created you can shorten the default retention bucket so data is deleted immediately. 

 

QUESTION 4

What is the difference between Flows and Event data collected by IBM Security QRadar SIEM V7.2.8? 

A. Events are streamed each minute to the Event Processor. Flows are streamed immediately to the Flow Processor. 

B. Flow data is collected from different log sources. Event data is collected from internal or external network sources. 

C. An Event occurs at a specific time and is logged at that time. A Flow is a record of network activity that can last for
seconds, minutes, hours, or days. 
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D. An Event can span time lasting seconds, minutes, hours depending on the duration of a network session. A Flow
happens at a single point in time and then is complete. 

Correct Answer: C 

 

 

QUESTION 5

Which query, when run from IBM Security QRadar SIEM V7.2.8, will show EPS for log sources? 

A. select logsourcename(logsourceid) as LogSource, sum(eventcount) / ((max(endTime) - min (startTime)) / 1000) as
EPS from events group by logsourceid order by EPS desc last 24 hours 

B. select logsourcename(logsourceqid) as LogSource, sum(eventcount) / ((max(endTime) - min (startTime)) / 1000) as
EPS from events group by logsourceqid order by EPS desc last 24 hours 

C. select logsourcename(logsourceid) as LogSource, sum(eventcount) / ((max(endTime) - min (startTime)) / 1000) as
FPS from events group by logsourceid order by EPS desc last 24 hours 

D. select logsourcename(logsourceid) as LogSource, sum(eventcount) / ((max(endTime) - min (startTime)) / 1000) as
EPS from events group by logsourceid order by FPS desc last 24 hours 

Correct Answer: B 

 

 

QUESTION 6

Where are system notifications located in IBM Security QRadar SIEM V7.2.8? 

A. Only in the Admin Tab -> System Messages. 

B. Only on the banner above the QRadar navigation tabs. 

C. On the banner above the QRadar navigation tabs or on the System Monitoring dashboard. 

D. On the banner above the QRadar navigation tabs or in the Admin Tab -> System Messages. 

Correct Answer: C 

System notifications are displayed on the QRadar dashboard or in the notification window when unexpected system
behavior occurs. 

 

QUESTION 7

An Administrator working with IBM Security QRadar SIEM V7.2.8 appliances needs to update firmware. How are the
files acquired? 

A. Firmware updates can be retrieved from IBM developerWorks. 
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B. Refer to support documents to download the firmware approved for QRadar appliances. 

C. All firmware is automatically downloaded and no Administrator intervention is required. 

D. All firmware updates are applied as part of the QRadar software patching process, and should not be applied
independently. 

Correct Answer: B 

Administrators looking for the latest firmware downloads can review this page to locate firmware updates for QRadar
appliances. The installation instructions include a direct download link to the firmware from IBM Fix Central. 

 

QUESTION 8

Which two options are available when you create a security profile in IBM Security QRadar SIEM V7.2.8? (Choose
two.) 

A. Events and Flows 

B. Databases and Network 

C. Network and Log Sources 

D. Log Sources and Databases 

Correct Answer: C 

 

 

QUESTION 9

When replacing a Console appliance in an IBM Security QRadar SIEM V7.2.8 deployment using a new IP address or
host name, what must be the same on the two Console appliances? 

A. The amount of storage must be the same. 

B. The Basic and Upgrade license must be the same. 

C. The software versions of both appliances must match. 

D. The Network Configuration and Protocol must be the same. 

Correct Answer: C 

The software version of the new Console appliance must match the software version of the old Console appliance.
QRadar does not allow appliances at different software versions in the deployment. Administrators might be required to
reinstall an ISO for the appliance to downgrade or use a Fix Pack (SFS) to upgrade on the new appliance. The
paperwork that came with your appliance lists the installed software version. 

 

QUESTION 10
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An Administrator using IBM Security QRadar SIEM V7.2.8 needs to force an instant backup to run. Which option should
be selected? 

A. Backup Now 

B. On Demand Backup 

C. Launch On Demand Backup 

D. Configure On Demand Backup 

Correct Answer: D 

 

 

QUESTION 11

The event data collected by IBM Security QRadar SIEM V7.2.8 is being deleted after one month. The legal 

department required the data be kept for two months. 

What can the administrator do to accommodate this requirement? 

A. Change the nightly backup Priority to "High". 

B. Change the nightly backup to a monthly backup. 

C. Change the Default Event Retention Policy property field "Do not delete data in this bucket" to two months. 

D. Change the Default Event Retention Policy property field "Keep data placed in this bucket for" to two months. 

Correct Answer: D 

When storage space is required - Select this option if you want events or flows that match the Keep data placed in this
bucket for parameter to remain in storage until the disk monitoring system detects that storage is required. If used disk
space reaches 85% for records and 83% for payloads, data will be deleted. Deletion continues until the used disk space
reaches 82% for records and 81% for payloads. 

When storage is required, only events or flows that match the Keep data placed in this bucket for parameter are
deleted. 

 

QUESTION 12

An Administrator has configured a customized log source extension to provide asset updates to IBM Security QRadar
SIEM V7.2.8. Instead of QRadar receiving an update that has the host name of the asset that the user logged in to, the
log source generates many asset updates that all have the same host name. In this situation what will QRadar report? 

A. This will cause stale asset data. 

B. This will cause asset growth deviations. 

C. This will cause excessive authentication failure events. 
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D. This will cause excessive flow data to be processed by the Magistrate. 

Correct Answer: B 

Instead of QRadar receiving an update that has the host name of the asset that the user logged in to, the 

log source generates many asset updates that all have the same host name. 

In this situation, the asset growth deviation is caused by one asset profile that contains many IP addresses 

and user names. 

 

QUESTION 13

What are three protocols that collect flow data from network devices, such as routers, and send this data to IBM
Security QRadar SIEM V7.2.8? 

A. NetFlow, J-Flow and sFlow 

B. NetFlow, IPFIX and syslog 

C. NetFlow, rsyslog and sFlow 

D. NetFlow, Packeteer and syslog 

Correct Answer: A 

NetFlow, J-Flow, and sFlow are protocols that collect flow data from network devices, such as routers, and send this
data to QRadar. 

 

QUESTION 14

What are the focus areas of the default dashboards available with IBM Security QRadar SIEM V7.2.8? 

A. operating system status, network activity, system monitoring, and compliance 

B. security, network activity, application activity, system monitoring, and compliance 

C. errors, attack activity, network accesses, operating system status, and offense activity 

D. errors, attack activity, security, network activity, application activity, system monitoring, and compliance 

Correct Answer: B 

 

 

QUESTION 15

What is the procedure to upgrade an IBM Security QRadar SIEM V7.2.8 Distributed Deployment? 

A. First the Console needs to be upgraded and then the rest of the managed hosts. 
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B. All systems in the environment need to be shutdown before all systems can be upgraded. 

C. First the Collectors need to be upgraded before the rest of the environment can be upgraded. 

D. Download the update to the QRadar update server which will automatically install the update to all hosts in the
Distributed Deployment. 

Correct Answer: A 
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