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QUESTION 1

DRAG DROP 

Your company has an existing web app that runs on Azure virtual machines. 

You need to ensure that the app is protected from SQL injection attempts and uses a layer-7 load balancer. The solution
must minimize disruptions to the code of the app. 

What should you recommend? To answer, drag the appropriate services to the correct targets. Each service may be
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Box 1: Azure Application Gateway 

The Azure Application Gateway Web Application Firewall (WAF) provides protection for web applications. These
protections are provided by the Open Web Application Security Project (OWASP) Core Rule Set (CRS). 

Box 2: Web Application Firewall (WAF) 

Reference: 

https://docs.microsoft.com/en-us/azure/web-application-firewall/ag/application-gateway-customize-waf-rules-portal 

 

QUESTION 2

You need to recommend an App Service architecture that meets the requirements for Appl. 

The solution must minimize costs. 

What should few recommend? 

A. one App Service Environment (ASE) per availability zone 

B. one App Service plan per availability zone 

C. one App Service plan per region 

D. one App Service Environment (ASE) per region 

Correct Answer: A 
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QUESTION 3

You have data files in Azure Blob Storage. 

You plan to transform the files and move them to Azure Data Lake Storage. 

You need to transform the data by using mapping data flow. 

Which service should you use? 

A. Azure Data Box Gateway 

B. Azure Databricks 

C. Azure Data Factory 

D. Azure Storage Sync 

Correct Answer: C 

You can use Copy Activity in Azure Data Factory to copy data from and to Azure Data Lake Storage Gen2, and use
Data Flow to transform data in Azure Data Lake Storage Gen2. 

Reference: https://docs.microsoft.com/en-us/azure/data-factory/connector-azure-data-lake-storage 

 

QUESTION 4

HOTSPOT 

You plan to migrate App1 to Azure. 

You need to recommend a high-availability solution for App1. The solution must meet the resiliency requirements. 

What should you include in the recommendation? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: 3 

Scenario: App1 must meet the following requirements: 

1. 

Be hosted in an Azure region that supports availability zones. 

2. 

Maintain availability if two availability zones in the local Azure region fail. 

A host group is a resource that represents a collection of dedicated hosts. You create a host group in a region and an
availability zone, and add hosts to it. 

Use Availability Zones for fault isolation 

Availability zones are unique physical locations within an Azure region. Each zone is made up of one or more
datacenters equipped with independent power, cooling, and networking. 
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A host group is created in a single availability zone. Once created, all hosts will be placed within that zone. To achieve
high availability across zones, you need to create multiple host groups (one per zone) and spread your hosts
accordingly. 

Box 2: 1 

Scenario: App1 must meet the following requirements: 

Be hosted on Azure virtual machines that support automatic scaling. 

An Azure virtual machine scale set can automatically increase or decrease the number of VM instances that run your
application. This automated and elastic behavior reduces the management overhead to monitor and optimize the 

performance of your application. 

 

QUESTION 5

The application will host video files that range from 50 MB to 12 GB. The application will use certificate-based
authentication and will be available to users on the internet. 

You need to recommend a storage option for the video files. The solution must provide the fastest read performance
and must minimize storage costs. 

What should you recommend? 

A. Azure Files 

B. Azure Data Lake Storage Gen2 

C. Azure Blob Storage 

D. Azure SQL Database 

Correct Answer: C 

Blob Storage: Stores large amounts of unstructured data, such as text or binary data, that can be accessed from
anywhere in the world via HTTP or HTTPS. You can use Blob storage to expose data publicly to the world, or to store 

application data privately. 

Max file in Blob Storage. 4.77 TB. 

Reference: 

https://docs.microsoft.com/en-us/azure/architecture/solution-ideas/articles/digital-media-video 

 

QUESTION 6

You have an Azure subscription. 

You need to deploy an Azure Kubernetes Service (AKS) solution that will use Linux nodes. The solution must meet the
following requirements: 
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1.

 Minimize the time it takes to provision compute resources during scale-out operations. 

2.

 Support autoscaling of Linux containers. 

3.

 Minimize administrative effort. Which scaling option should you recommend? 

A. Virtual Kubelet 

B. cluster autoscaler 

C. horizontal pod autoscaler 

D. AKS virtual nodes 

Correct Answer: D 

About the cluster autoscaler. 

AKS clusters can scale in one of two ways: 

1.

 The cluster autoscaler watches for pods that can\\'t be scheduled on nodes because of resource constraints. The
cluster then automatically increases the number of nodes. 

2.

 The horizontal pod autoscaler uses the Metrics Server in a Kubernetes cluster to monitor the resource demand of
pods. 

Reference: https://docs.microsoft.com/en-us/azure/aks/cluster-autoscaler 

 

QUESTION 7

DRAG DROP 

You have an Azure subscription. The subscription contains Azure virtual machines that run Windows Server 2016 and
Linux. 

You need to use Azure Log Analytics design an alerting strategy for security-related events. 

Which Log Analytics tables should you query? To answer, drag the appropriate tables to the correct log types. Each
value may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view 

content. 

NOTE: Each correct selection is worth one point. 
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Select and Place: 

Correct Answer: 

Windows Event logs --> Information sent to the Windows event logging system. Syslog -->Information sent to the Linux
event logging system. 

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/log-analytics-agent 

 

QUESTION 8

You have an Azure subscription that contains a Basic Azure virtual WAN named VirtualWAN1 and the virtual hubs
shown in the following table. 

You have an ExpressRoute circuit in the US East region. 

You need to create an ExpressRoute association to VirtualWAN1. 
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What should you do first? 

A. Upgrade VirtualWAN1 to Standard. 

B. Create a gateway on Hub1. 

C. Create a hub virtual network in US East. 

D. Enable the ExpressRoute premium add-on. 

Correct Answer: D 

Connectivity across geopolitical regions is not supported on the standard ExpressRoute SKU. You will need to enable
the ExpressRoute premium add-on to support global connectivity. 

Reference: https://docs.microsoft.com/en-us/azure/expressroute/expressroute-locations 

 

QUESTION 9

You have an Azure Active Directory (Azure AD) tenant named contoso.com that has a security group named Group\\'.
Group i is configured Tor assigned membership. Group I has 50 members. including 20 guest users. You need To
recommend a solution for evaluating the member ship of Group1. The solution must meet the following requirements: 

1.

 The evaluation must be repeated automatically every three months 

2.

 Every member must be able to report whether they need to be in Group1 

3.

 Users who report that they do not need to be in Group 1 must be removed from Group1 automatically 

4.

 Users who do not report whether they need to be m Group1 must be removed from 

Group1 automatically. 

What should you include in me recommendation? 

A. implement Azure AU Identity Protection. 

B. Change the Membership type of Group1 to Dynamic User. 

C. Implement Azure AD Privileged Identity Management. 

D. Create an access review. 

Correct Answer: D 

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview#learn-about-access-
reviews 

Latest AZ-305 Dumps | AZ-305 PDF Dumps | AZ-305 Practice Test                              9 / 16

https://www.certbus.com/az-305.html
https://www.certbus.com/az-305.html
https://www.certbus.com/az-305.html


https://www.certbus.com/az-305.html
2023 Latest certbus AZ-305 PDF and VCE dumps Download

Have reviews recur periodically: You can set up recurring access reviews of users at set frequencies such as weekly,
monthly, quarterly or annually, and the reviewers will be notified at the start of each review. Reviewers can approve or
deny access with a friendly interface and with the help of smart recommendations. 

An administrator creates an access review of Group C with 50 member users and 25 guest users. Makes it a self-
review. 50 licenses for each user as self-reviewers.* https://docs.microsoft.com/en-us/azure/active-
directory/governance/ access-reviews-overview#example-license-scenarios There are 4 requirements and every single
one is only met by access reviews. https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-
overview#when-should-you-use-access-reviews Dynamic User is needed if a user must be automatically granted
access on base of its attributes (department, jobtitle, location, etc.) https://techcommunity.microsoft.com/t5/itops-talk-
blog/dynamic-groups-in-azure-ad-and-microsoft-365/ba- p/2267494 Implementing Azure AD PIM is no solution and
absolutely not necessary for access reviews. https://docs.microsoft.com/en-us/azure/active-
directory/governance/access-reviews-overview#where-do-you-create-reviews 

 

QUESTION 10

HOTSPOT 

You need to implement the Azure RBAC role assignment. The solution must meet the authentication and authorization
requirements. 

How many assignment should you configure for the Network Contributor role for Role1? To answer, select appropriate
in the answer area. 

Hot Area: 

Correct Answer: 
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QUESTION 11

HOTSPOT 

You have an app that generates 50,000 events daily. 

You plan to Stream the events to an Azure event hub and use Event Hubs Capture to implement cold path processing
Of the events Output Of Event Hubs Capture will be consumed by a reporting system. 

You reed to identify which type of Azure storage must be provisioned to support Event Hubs Capture, and which
inbound data format the reporting system must support. 

What should you identity? To answer. select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 12

Your company has an app named App1 that uses data from the on-premises Microsoft SQL Server databases shown in
the following table. 
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App1 and the data are used on the first day of the month only. The data is not expected to grow more than 3% each
year. 

The company is rewriting App1 as an Azure web app and plans to migrate all the data to Azure. 

You need to migrate the data to Azure SQL Database. The solution must minimize costs. 

Which service tier should you use? 

A. vCore-based Business Critical 

B. vCore-based General Purpose 

C. DTU-based Standard 

D. DTU-based Basic 

Correct Answer: C 

DTU-based Standard supports databases up to 1 TB in size. 

Reference: https://docs.microsoft.com/en-us/azure/azure-sql/database/service-tiers-dtu 

 

QUESTION 13

DRAG DROP 

Your on-premises network contains a server named Server1 that runs an ASP.NET application named App1. 

You have a hybrid deployment of Azure Active Directory (Azure AD). 

You need to recommend a solution to ensure that users sign in by using their Azure AD account and Azure Multi-Factor
Authentication (MFA) when they connect to App1 from the internet. 

Which three features should you recommend be deployed and configured in sequence? To answer, move the
appropriate features from the list of features to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

AD Application Proxy AD Enterprise Application AD Conditional access policy 

https://thesleepyadmins.com/2019/02/ 

 

QUESTION 14

You need to recommend a data storage strategy for WebApp1. What should you include in in the recommendation? 

A. an Azure SQL Database elastic pool 

B. a vCore-based Azure SQL database 
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C. an Azure virtual machine that runs SQL Server 

D. a fixed-size DTU AzureSQL database. 

Correct Answer: B 

 

 

QUESTION 15

You need to design a highly available Azure SQL database that meets the following requirements: 

1. 

Failover between replicas of the database must occur without any data loss. 

2. 

The database must remain available in the event of a zone outage. 

3. 

Costs must be minimized. Which deployment option should you use? 

A. Azure SQL Database Business Critical 

B. Azure SQL Database Managed Instance Business Critical 

C. Azure SQL Database Hyperscale 

D. Azure SQL Database Standard 

Correct Answer: A 

General Purpose / Standard prevents data loss through high available storage https://docs.microsoft.com/en-
us/azure/azure-sql/database/service-tier-generalpurpose?view=azuresql. This architectural model relies on high
availability and reliability of Azure Blob storage that transparently replicates database files and guarantees no data loss
if underlying infrastructure failure happens. General Purpose / Standard support Zone Redundancy For General
Purpose tier the zone-redundant configuration is Generally Available in the following regions:
https://docs.microsoft.com/en-us/azure/azuresql/database/high-availability-sla?view=azuresqlandtabs=azurepowershell
Without any information regarding the usage pattern, serverless is possible. 
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