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QUESTION 1

You have an Azure IoT hub that uses a Device Provisioning Service instance. 

You create a new individual device enrollment that uses symmetric key attestation. 

Which detail from the enrollment is required to auto provision the device by using the Device Provisioning Service? 

A. the registration ID of the enrollment 

B. the primary key of the enrollment 

C. the device identity of the IoT hub 

D. the hostname of the IoT hub 

Correct Answer: A 

The registration ID is used to uniquely identify a device registration with the Device Provisioning Service. The device ID
must be unique in the provisioning service 

ID scope. Each device must have a registration ID. 

Note: An individual enrollment is an entry for a single device that may register. Individual enrollments may use either
X.509 leaf certificates or SAS tokens (from a physical or virtual TPM) as attestation mechanisms. The registration ID in
an 

individual enrollment is alphanumeric, lowercase, and may contain hyphens. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-dps/concepts-service#enrollment 

 

QUESTION 2

You have an Azure IoT solution that includes an Azure IoT hub, 100 Azure IoT Edge devices, and 500 leaf devices. 

You need to perform a key rotation across the devices. 

Which three types of entities should you update? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. the $edgeHub module identity 

B. the $edgeAgent module identity 

C. the leaf module identities 

D. the IoT Edge device identities 

E. the iothubowner policy credentials 
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F. the leaf device identities 

Correct Answer: ADF 

To get authorization to connect to IoT Hub, devices and services must send security tokens signed with either a shared
access or symmetric key. These keys are stored with a device identity in the identity registry. 

An IoT Hub identity registry can be accessed like a dictionary, by using the deviceId or moduleId as the key. 

Reference: 

https://docs.microsoft.com/bs-latn-ba/azure/iot-dps/how-to-control-access 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-identity-registry 

 

QUESTION 3

You have an Azure subscription 

You need to deploy an Azure loT hub by using an Azure Resource Manager (ARM) template. 

The solution must ensure that the loT hub rejects connections from devices that only support cipher suites that use
SHA1. 

What should you include in the template? 

A. authenticationType\\'\\'KeyBased\\'\\' 

B. \\'\\'disableDeviceSAS\\'\\' : true\\'\\' 

C. \\'\\'disableModuleSAS\\'\\': \\'\\'true\\'\\' 

D. \\'\\'minTIsversion\\'\\':\\'\\'1.2\\'\\' 

Correct Answer: A 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are developing a custom Azure IoT Edge module. 

The module needs to identify the device ID of the local device. 

Solution: You configure the module to read the IOTEDGE_DEVICEID environment variable. 
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Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

The Azure ID of the current device is available on the IOTEDGE_DEVICEID environment variable. 

Instead read the device ID of the device twin. 

Note: Device twins are JSON documents that store device state information including metadata, configurations, and
conditions. Azure IoT Hub maintains a device twin for each device that you connect to IoT Hub. 

Device identity properties. The root of the device twin JSON document contains the read-only properties from the
corresponding device identity stored in the identity registry. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins 

 

QUESTION 5

DRAG DROP 

You have an Azure IoT solution that includes an Azure IoT hub. 

You receive a root certification authority (CA) certificate from the security department at your company. 

You need to configure the IoT hub to use the root CA certificate. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Reference: https://docs.microsoft.com/bs-latn-ba/azure/iot-hub/iot-hub-security-x509-get-started 

 

QUESTION 6

You have an Azure IoT hub. 

You need to check whether the IoT hub was affected by an outage. 

What should you select in the Azure portal? To answer, select the appropriate option in the answer area. 

NOTE: Each correct selection is worth one point. 

A. Resource health 
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B. Metrics 

C. Alerts 

D. Diagnostic settings 

Correct Answer: A 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-azure-service-health-integration 

 

QUESTION 7

DRAG DROP 

You have an Azure IoT Edge solution. 

You plan to deploy an Azure Security Center for IoT security agent. You need to configure the security agent to meet
the following requirements: 

1. 

Connection events must be reported as high priority. 

2. 

High priority events must be collected every seven minutes. 

How should you configure the azureiotsecurity module twin? To answer, drag the appropriate values to the correct
locations. Each value may be used once, more than once, or not at all. You may need to drag the split bar between
panes or 

scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 
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Correct Answer: 
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Box 1: "desired": { 

To configure connection events as high priority and collect high priority events every 7 minutes, use the following
configuration. 

"desired": { "ms_iotn:urn_azureiot_Security_SecurityAgentConfiguration": { "highPriorityMessageFrequency": {

 "value": "PT7M"

 },

 "eventPriorityConnectionCreate": {

 "value": "High"

 } 
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Box 2: "highPriorityMessageFrequency ": { Box 3: "eventPriorityConnectionCreate": { Reference: 

https://docs.microsoft.com/en-us/azure/defender-for-iot/how-to-agent-configuration 

 

QUESTION 8

You use Azure Security Center in an Azure IoT solution. 

You need to exclude some security events. The solution must minimize development effort. 

What should you do? 

A. Create an Azure function to filter security messages. 

B. Add a configuration to the code of the physical IoT device. 

C. Add configuration details to the device twin object. 

D. Create an azureiotsecurity module twin and add configuration details to the module twin object. 

Correct Answer: D 

Properties related to every Azure Security Center for IoT security agent are located in the agent configuration object,
within the desired properties section, of the azureiotsecurity module. 

To modify the configuration, create and modify this object inside the azureiotsecurity module twin identity. 

Note: Azure Security Center for IoT\\'s security agent twin configuration object is a JSON format object. The
configuration object is a set of controllable properties that you can define to control the behavior of the agent. 

These configurations help you customize the agent for each scenario required. For example, automatically excluding
some events, or keeping power consumption to a minimal level are possible by configuring these properties. 

Reference: 

https://docs.microsoft.com/en-us/azure/asc-for-iot/how-to-agent-configuration 

 

QUESTION 9

DRAG DROP 

Your company is creating a new camera security system that will use Azure IoT Hub. 

You plan to use an Azure IoT Edge device that will run Ubuntu Server 18.04. 

You need to configure the IoT Edge device. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Step 1: Run the following commands 

Install the container runtime. 

Azure IoT Edge relies on an OCI-compatible container runtime. For production scenarios, we recommended that you
use the Moby-based engine provided below. The Moby engine is the only container engine officially supported with
Azure 

IoT Edge. Docker CE/EE container images are compatible with the Moby runtime. 

Install the Moby engine. 

sudo apt-get install moby-engine 

Install the Moby command-line interface (CLI). The CLI is useful for development but optional for production
deployments. 

sudo apt-get install moby-cli 

Install the security daemon. The package is installed at /etc/iotedge/. 

sudo apt-get install iotedge 

Step 2: From Iot Hub,create an IoT Edge device registry entry. 

Note: In your IoT Hub in the Azure portal, IoT Edge devices are created and managed separately from IOT devices that
are not edge enabled. 
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Sign in to the Azure portal and navigate to your IoT hub. 

In the left pane, select IoT Edge from the menu. 

Select Add an IoT Edge device. 

Provide a descriptive device ID. Use the default settings to auto-generate authentication keys and connect the new
device to your hub. 

Select Save. 

Retrieve the connection string in the Azure portal 

1.

 When you\\'re ready to set up your device, you need the connection string that links your physical device with its
identity in the IoT hub. 

2.

 From the IoT Edge page in the portal, click on the device ID from the list of IoT Edge devices. 

3.

 Copy the value of either Primary Connection String or Secondary Connection String. 

Step 3: Add the connection string to.. 

To manually provision a device, you need to provide it with a device connection string that you can create by registering
a new device in your IoT hub. 

Open the configuration file. 

sudo nano /etc/iotedge/config.yaml 

Find the provisioning configurations of the file and uncomment the Manual provisioning configuration section. Update
the value of device_connection_string with the connection string from your IoT Edge device. 

Save and close the file. 

After entering the provisioning information in the configuration file, restart the daemon: 

sudo systemctl restart iotedge 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-install-iot-edge-linux 

 

QUESTION 10

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this question, you will NOT be able to return to it. As a result, these questions will not
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appear in the review screen. 

You have an Azure IoT solution that includes an Azure IoT hub, a Device Provisioning Service instance, and 1,000
connected IoT devices. 

All the IoT devices are provisioned automatically by using one enrollment group. You need to temporarily disable the IoT
devices from the connecting to the IoT hub. 

Solution: From the IoT hub, you change the credentials for the shared access policy of the IoT devices. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

Reference: https://docs.microsoft.com/bs-latn-ba/azure/iot-dps/how-to-unprovision-devices 

 

QUESTION 11

You have an Azure IoT solution that includes an Azure IoT hub named hub1. 

You plan to deploy an Azure Time Series Insights Gen 2 environment and connect the environment to hub1. 

You need to use the device ID from hub1 as the Time Series ID. 

What should you set as the Time Series ID when creating the environment? 

A. device-id 

B. connection-device-id 

C. iothub-connection-device-id 

D. deviceId 

Correct Answer: C 

Your Time Series ID property is iothub-connection-device-id, dt-subject. 

As an IoT Plug and Play user, for your Time Series ID, specify a composite key that consists of iothub-connection-
device-id and dt-subject. The IoT hub adds these system properties that contain your IoT Plug and Play device ID and
your device component names, respectively. 

Reference: https://docs.microsoft.com/en-us/azure/iot-develop/tutorial-configure-tsi 

 

QUESTION 12

DRAG DROP 

You have an Azure IoT Edge device named Edge1. 
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You need to configure the module container to link the module storage to the host storage. 

How should you configure the deployment manifest? To answer, drag the appropriate keys to the correct targets. Each
key may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to
view 

content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer:  

Box 1: createOptions 

Every module has a settings property that contains the module image, an address for the container image in a container
registry, and any createOptions to configure the image on startup. 

Box 2: portbindings 

Use the PortBindings setting in the HostConfig group of the Docker container create options to map the exposed port in
the module to a port on the host device. 

For example, if you exposed port 8080 inside the module and want to map that to port 80 of the host device, the create
options in the template.json file would look like the following example: 

"createOptions": { "HostConfig": { "PortBindings": { "8080/tcp": [ { "HostPort": "80" } ] } } } 

Reference: https://docs.microsoft.com/en-us/azure/iot-edge/how-to-use-create-options 
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QUESTION 13

HOTSPOT 

You have an Azure IoT hub and three Azure IoT Edge devices. The device twin code for each device is shown in the
following table. 

A standard automatic deployment is already applied. 

You have three layered deployments. The deployment code for each deployment is shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise select No. NOTE: Each correct
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selection is worth one point. 

Hot Area: 

Correct Answer: 

 

 

QUESTION 14

DRAG DROP 

You have an Azure IoT hub. 

You need to deploy a Device Provisioning Service instance that uses X.509 attestation to support new loT devices. 

Which three actions should you perform in sequence in the Azure portal? 

To answer move the appropriate actions from the list of actions to the answer area and arrange them in the correct
order. 

Select and Place: 
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Correct Answer: 
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QUESTION 15

You have an Azure IoT hub that is being taken from prototype to production. 

You plan to connect IoT devices to the IoT hub. The devices have hardware security modules (HSMs). 

You need to use the most secure authentication method between the devices and the IoT hub. Company policy
prohibits the use of internally generated certificates. 

Which authentication method should you use? 

A. an X.509 self-signed certificate 

B. a certificate thumbprint 

C. a symmetric key 
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D. An X.509 certificate signed by a root certification authority (CA). 

Correct Answer: D 

Purchase X.509 certificates from a root certificate authority (CA). This method is recommended for production
environments. 

The hardware security module, or HSM, is used for secure, hardware-based storage of device secrets, and is the most
secure form of secret storage. Both X.509 certificates and SAS tokens can be stored in the HSM 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-dps/concepts-security 
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