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QUESTION 1

A Solutions Architect is considering possible options for improving the security of the data on an Amazon EBS volume
attached to an Amazon EC2 instance. Which solution will improve the security of the data? 

A. Use AWS KMS to encrypt the EBS volume 

B. Create an IAM policy that restricts read and write access to the volume 

C. Migrate the sensitive data to an instance store volume 

D. Use Amazon single sign-on to control login access to the EC2 instance 

Correct Answer: A 

Reference https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html 

 

QUESTION 2

A Solutions Architect is designing an application that is expected to have millions of users. The Architect needs options
to store session data. Which option is the MOST performant? 

A. Amazon ElastiCache 

B. Amazon RDS 

C. Amazon S3 

D. Amazon EFS 

Correct Answer: B 

 

QUESTION 3

An administrator is using Amazon CloudFormation to deploy a three tier web application that consists of a web tier and
application tier that will utilize Amazon DynamoDB for storage when creating the CloudFormation template which of the
following would allow the application instance access to the DynamoDB tables without exposing API credentials? 

A. Create an Identity and Access Management Role that has the required permissions to read and write from the
required DynamoDB table and associate the Role to the application instances by referencing an instance profile. 

B. Use the Parameter section in the Cloud Formation template to nave the user input Access and Secret Keys from an
already created IAM user that has me permissions required to read and write from the required DynamoDB table. 

C. Create an Identity and Access Management Role that has the required permissions to read and write from the
required DynamoDB table and reference the Role in the instance profile property of the application instance. 

D. Create an identity and Access Management user in the CloudFormation template that has permissions to read and
write from the required DynamoDB table, use the GetAtt function to retrieve the Access and secret keys and pass them
to the application instance through user-data. 
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Correct Answer: C 

 

QUESTION 4

A company wants to expand its web services from us-east-1 into ap-southeast-1. The company stores a large amount of
static content on its website, and recently received complaints about slow loading speeds and the website timing out. 

What should be done to meet the expansion goal while also addressing the latency and timeout issues? 

A. Store the static content in Amazon S3 and enable S3 Transfer Acceleration. 

B. Store the static content in an Amazon EBS volume in the ap-southeast-1 region and provision larger Amazon EC2
instances for the website. 

C. Use an Amazon Route 53 simple routing policy to distribute cached content across three regions. 

D. Use Amazon S3 to store the static content and configure an Amazon CloudFront distribution. 

Correct Answer: D 

 

QUESTION 5

An on-premises database is experiencing significant performance problems when running SQL queries. With 10 users,
the lookups are performing as expected. As the number of users increases, the lookups take three times longer than
expected to return values to an application. 

Which action should a Solutions Architect take to maintain performance as the user count increases? 

A. Use Amazon SQS. 

B. Deploy Multi-AZ RDS MySQL 

C. Configure Amazon RDS with additional read replicas. 

D. Migrate from MySQL to RDS Microsoft SQL Server. 

Correct Answer: B 

 

QUESTION 6

A Solutions Architect must select the most cost-efficient architecture for a service that responds to web requests. These
web requests are small and query a DynamoDB table. The request rate ranges from zero to several hundred each
second, without any predictable patterns. 

What is the MOST cost-efficient architecture for this service? 

A. Network Load Balancer/Amazon EC2 

B. Application Load Balancer/Amazon ECS 

C. API Gateway/AWS Lambda 
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D. AWS Elastic Beanstalk/AWS Lambda 

Correct Answer: A 

 

QUESTION 7

A company has an application that generates invoices and makes the invoices available online. Invoices are stored as
PDFs in an Amazon S3 bucket. Customers typically only view each invoice during the month it is issued. However, past
invoices need to be immediately available. There are concerns over rising storage costs as the company gains more
customers. 

What is the MOST cost-effective method to store the data? 

A. Use Amazon S3 for current invoices. Set up lifecycle rules to migrate invoices to the GLACIER storage class after 30
days. 

B. Store the invoices as text files. Use Amazon CloudFront to convert the invoices from text to PDF when customers
download invoices. 

C. Store the invoices as binaries in an Amazon RDS database instance. Retrieve them from the database when
customers request invoices. 

D. Use Amazon S3 for current invoices. Set up lifecycle rules to migrate invoices to Amazon S3 Standard-Infrequent
Access (S3 Standard-IA) after 30 days. 

Correct Answer: D 

 

QUESTION 8

A Solutions Architect is designing a web application. The web and application tiers need to access the Internet, but they
cannot be accessed from the Internet. Which of the following steps is required? 

A. Attach an Elastic IP address to each Amazon EC2 instance and add a route from the private subnet to the public
subnet. 

B. Launch a NAT gateway in the public subnet and add a route to it from the private subnet. 

C. Launch Amazon EC2 instances in the public subnet and change the security group to allow outbound traffic on port
80. 

D. Launch a NAT gateway in the private subnet and deploy a NAT instance in the private subnet. 

Correct Answer: B 

 

QUESTION 9

A company hosts a popular web application. The web application connects to a database running in a private VPC
subnet. The web servers must be accessible only to customers on an SSL connection. The RDS MySQL database
server must be accessible only from the web servers. 

How should the Architect design a solution to meet the requirements without impacting running applications? 
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A. Create a network ACL on the web server\\'s subnet, and allow HTTPS inbound and MySQL outbound. Place both
database and web servers on the same subnet. 

B. Open an HTTPS port on the security group for web servers and set the source to 0.0.0.0/0. Open the MySQL port on
the database security group and attach it to the MySQL instance. Set the source to Web Server Security Group. 

C. Create a network ACL on the web server\\'s subnet, and allow HTTPS inbound, and specify the source as 0.0.0.0/0.
Create a network ACL on a database subnet, allow MySQL port inbound for web servers, and deny all outbound traffic. 

D. Open the MySQL port on the security group for web servers and set the source to 0.0.0.0/0. Open the HTTPS port on
the database security group and attach it to the MySQL instance. Set the source to Web Server Security Group. 

Correct Answer: B 

 

QUESTION 10

A Solutions Architect is designing a solution to monitor weather changes by the minute. The frontend application is
hosted on Amazon EC2 instances. The backend must be scalable to a virtually unlimited size, and data retrieval must
occur with minimal latency. 

Which AWS service should the Architect use to store the data and achieve these requirements? 

A. Amazon S3 

B. Amazon DynamoDB 

C. Amazon RDS 

D. Amazon EBS 

Correct Answer: A 

 

QUESTION 11

A Solution Architect is designing a disaster recovery solution for a 5 TB Amazon Redshift cluster. The recovery site
must be at least 500 miles (805 kilometers) from the live site. How should the Architect meet these requirements? 

A. Use AWS CloudFormation to deploy the cluster in a second region. 

B. Take a snapshot of the cluster and copy it to another Availability Zone. 

C. Modify the Redshift cluster to span two regions. 

D. Enable cross-region snapshots to a different region. 

Correct Answer: D 

 

QUESTION 12

Fill in the blanks: The base URI for all requests for instance metadata is ___________ 
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A. http://254.169.169.254/latest/ 

B. http://169.169.254.254/latest/ 

C. http://127.0.0.1/latest/ 

D. http://169.254.169.254/latest/ 

Correct Answer: D 

http://aws.amazon.com/search?searchQuery=metadataandsearchPath=allandx=0andy=0 
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