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QUESTION 1

A company has an application that is using a MySQL-compatible Amazon Aurora Multi-AZ DB cluster as the database.
A cross-Region read replica has been created for disaster recovery purposes. A DevOps engineer wants to automate
the promotion of the replica so it becomes the primary database instance in the event of a failure. 

Which solution will accomplish this? 

A. Configure a latency-based Amazon Route 53 CNAME with health checks so it points to both the primary and replica
endpoints. Subscribe an Amazon SNS topic to Amazon RDS failure notifications from AWS CloudTrail and use that
topic to trigger an AWS Lambda function that will promote the replica instance as the master. 

B. Create an Aurora custom endpoint to point to the primary database instance. Configure the application to use this
endpoint. Configure AWS CloudTrail to run an AWS Lambda function to promote the replica instance and modify the
custom endpoint to point to the newly promoted instance. 

C. Create an AWS Lambda function to modify the application\\'s AWS Cloud Formation template to promote the replica,
apply the template to update the stack, and point the application to the newly promoted instance. Create an Amazon
CloudWatch alarm to trigger this Lambda function after the failure event occurs. 

D. Store the Aurora endpoint in AWS Systems Manager Parameter Store. Create an Amazon EventBridge (Amazon
CloudWatch Events) event that defects the database failure and runs an AWS Lambda function to promote the replica
instance and update the endpoint URL stored in AWS Systems Manager Parameter Store. Code the application to
reload the endpoint from Parameter Store if a database connection fails. 

Correct Answer: B 

 

QUESTION 2

What is the scope of an EBS snapshot? 

A. Availability Zone 

B. Placement Group 

C. Region 

D. VPC 

Correct Answer: C 

An EBS snapshot is tied to its region and can only be used to create volumes in the same region. You can copy a
snapshot from one region to another. For more information, see Copying an Amazon EBS Snapshot. 

Reference: http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/resources.html 

 

QUESTION 3

A company is testing a web application that runs on Amazon EC2 instances behind an Application Load Balancer. The
instances run in an Auto Scaling group across multiple Availability Zones. The company uses a blue/green deployment 
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process with immutable instances when deploying new software. During testing, users are being automatically logged
out of the application at random times. Testers also report that, when a new version of the application is deployed, all
users 

are logged out. The Development team needs a solution to ensure users remain logged in across scaling events and
application deployments. 

What is the MOST efficient way to ensure users remain logged in? 

A. Enable smart sessions on the load balancer and modify the application to check for an existing session. 

B. Enable session sharing on the load balancer and modify the application to read from the session store. 

C. Store user session information in an Amazon S3 bucket and modify the application to read session information from
the bucket. 

D. Modify the application to store user session information in an Amazon ElastiCache cluster. 

Correct Answer: D 

 

QUESTION 4

Which services can be used as optional components of setting up a new Trail in CloudTrail? 

A. KMS, SNS and SES 

B. CloudWatch, S3 and SNS 

C. KMS, Cloudwatch and SNS 

D. KMS, S3 and CloudWatch 

Correct Answer: C 

Key Management Service: The use of AWS KMS is an optional element of CloudTrail, but it allows additional encryption
to be added to your Log files when stored on S3 Simple Notification Service: Amazon SNS is also an optional
component for CloudTrail, but it allows for you to create notifications, for example when a new log file is delivered to S3
SNS could notify someone or a team via an e-mail. Or it could be used in conjunction with CloudWatch when metric
thresholds have been reached. CloudWatch Logs: Again, this is another optional component, but AWS CloudTrail
allows you to deliver its logs to AWS Cloudwatch Logs as well as S3 for specific monitoring metrics to take place. 

Reference: https://cloudacademy.com/amazon-web-services/aws-cloudtrail-introduction-course/how-doesaws-cloudtrail-
work.html 

 

QUESTION 5

Your CTO thinks your AWS account was hacked. What is the only way to know for certain if there was unauthorized
access and what they did, assuming your hackers are very sophisticated AWS engineers and doing everything they can
to cover their tracks? 

A. Use CloudTrail Log File Integrity Validation. 

B. Use AWS Config SNS Subscriptions and process events in real time. 

DOP-C01 PDF Dumps | DOP-C01 VCE Dumps | DOP-C01 Exam Questions                              3 / 10

https://www.certbus.com/aws-devops-engineer-professional.html
https://www.certbus.com/aws-devops-engineer-professional.html
https://www.certbus.com/aws-devops-engineer-professional.html


https://www.certbus.com/aws-devops-engineer-professional.html
2023 Latest certbus DOP-C01 PDF and VCE dumps Download

C. Use CloudTrail backed up to AWS S3 and Glacier. 

D. Use AWS Config Timeline forensics. 

Correct Answer: A 

You must use CloudTrail Log File Validation (default or custom implementation), as any other tracking method is subject
to forgery in the event of a full account compromise by sophisticated enough hackers. Validated log files are invaluable
in security and forensic investigations. For example, a validated log file enables you to assert positively that the log file
itself has not changed, or that particular user credentials performed specific API activity. The CloudTrail log file integrity
validation process also lets you know if a log file has been deleted or changed, or assert positively that no log files were
delivered to your account during a given period of time. 

Reference: http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-log-file-validation-intro.html 

 

QUESTION 6

You are building out a layer in a software stack on AWS that needs to be able to scale out to react to increased demand
as fast as possible. You are running the code on EC2 instances in an Auto Scaling Group behind an ELB. Which
application code deployment method should you use? 

A. SSH into new instances that come online, and deploy new code onto the system by pulling it from an S3 bucket,
which is populated by code that you refresh from source control on new pushes. 

B. Bake an AMI when deploying new versions of code, and use that AMI for the Auto Scaling Launch Configuration. 

C. Create a Dockerfile when preparing to deploy a new version to production and publish it to S3. Use UserData in the
Auto Scaling Launch configuration to pull down the Dockerfile from S3 and run it when new instances launch. 

D. Create a new Auto Scaling Launch Configuration with UserData scripts configured to pull the latest code at all times. 

Correct Answer: B 

... the bootstrapping process can be slower if you have a complex application or multiple applications to install.
Managing a fleet of applications with several build tools and dependencies can be a challenging task during rollouts.
Furthermore, 

your deployment service should be designed to do faster rollouts to take advantage of Auto Scaling. 

Reference: https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf 

 

QUESTION 7

A root owner is trying to create an IAM user of the various departments. The owner has created groups for each
department, but wants to still delineate the user based on the sub division level. E.g. The two users from different sub
departments should be identified separately and have separate permissions. How can the root owner configure this? 

A. Create a hierarchy of the IAM users which are separated based on the department 

B. Create a nested group 

C. Use the paths to separate the users of the same group 
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D. It is not possible to delineate within a group 

Correct Answer: C 

Explanation: The path functionality within an IAM group and user allows them to delineate by further levels. In this case
the user needs to use the path with each user or group so that the ARN of the user will look similar to:
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user1
arn:aws:iam::123456789012:user/division_abc/subdivision_xyz/user2 

Reference: http://docs.aws.amazon.com/IAM/latest/UserGuide/Using_Identifiers.html#Identifiers_ARNs 

 

QUESTION 8

As part of your continuous deployment process, your application undergoes an I/O load performance test before it is
deployed to production using new AMIs. The application uses one Amazon Elastic Block Store (EBS) PIOPS volume
per instance and requires consistent I/O performance. Which of the following must be carried out to ensure that I/O load
performance tests yield the correct results in a repeatable manner? 

A. Ensure that the I/O block sizes for the test are randomly selected. 

B. Ensure that the Amazon EBS volumes have been pre-warmed by reading all the blocks before the test. 

C. Ensure that snapshots of the Amazon EBS volumes are created as a backup. 

D. Ensure that the Amazon EBS volume is encrypted. 

E. Ensure that the Amazon EBS volume has been pre-warmed by creating a snapshot of the volume before the test. 

Correct Answer: B 

 

QUESTION 9

A company mandates the creation of capture logs for everything running in its AWS account. The account has multiple
VPCs with Amazon EC2 instances, Application Load Balancers, Amazon RDS MySQL databases, and AWS WAF rules
configured. The logs must be protected from deletion. A daily visual analysis of log anomalies from the previous day is
required. Which combination of actions should a DevOps Engineer take to accomplish this? (Choose three.) 

A. Configure an AWS Lambda function to send all CloudWatch logs to an Amazon S3 bucket. Create a dashboard
report in Amazon QuickSight. 

B. Configure AWS CloudTrail to send all logs to Amazon Inspector. Create a dashboard report in Amazon QuickSight. 

C. Configure Amazon S3 MFA Delete on the logging Amazon S3 bucket. 

D. Configure an Amazon S3 object lock legal hold on the logging Amazon S3 bucket. 

E. Configure AWS Artifact to send all logs to the logging Amazon S3 bucket. Create a dashboard report in Amazon
QuickSight. 

F. Deploy an Amazon CloudWatch agent to all Amazon EC2 instances. 

Correct Answer: ADF 
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QUESTION 10

A company wants to use Amazon DynamoDB for maintaining metadata on its forums. See the sample data set in the
image below. 

A DevOps Engineer is required to define the table schema with the partition key, the sort key, the local secondary index,
projected attributes, and fetch operations. The schema should support the following example searches using the least
provisioned read capacity units to minimize cost. -Search within ForumName for items where the subject starts with `a\\'.
-Search forums within the given LastPostDateTime time frame. -Return the thread value where LastPostDateTime is
within the last three months. 

Which schema meets the requirements? 

A. Use Subject as the primary key and ForumName as the sort key. Have LSI with LastPostDateTime as the sort key
and fetch operations for thread. 

B. Use ForumName as the primary key and Subject as the sort key. Have LSI with LastPostDateTime as the sort key
and the projected attribute thread. 

C. Use ForumName as the primary key and Subject as the sort key. Have LSI with Thread as the sort key and the
projected attribute LastPostDateTime. 
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D. Use Subject as the primary key and ForumName as the sort key. Have LSI with Thread as the sort key and fetch
operations for LastPostDateTime. 

Correct Answer: A 

 

QUESTION 11

A company is implementing AWS CodePipeline to automate its testing process. The company wants to be notified when
the execution state fails and used the following custom event pattern in Amazon CloudWatch: 

Which type of events will match this event pattern? 

A. Failed deploy and build actions across all the pipelines. 

B. All rejected or failed approval actions across all the pipelines. 

C. All the events across all pipelines. 

D. Approval actions across all the pipelines. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/codepipeline/latest/userguide/detect-state-changes-cloudwatchevents.html 

 

QUESTION 12

You need to perform ad-hoc analysis on log data, including searching quickly for specific error codes and reference
numbers. Which should you evaluate first? 

A. AWS Elasticsearch Service 

B. AWS RedShift 
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C. AWS EMR 

D. AWS DynamoDB 

Correct Answer: A 

Amazon Elasticsearch Service (Amazon ES) is a managed service that makes it easy to deploy, operate, and scale
Elasticsearch clusters in the AWS cloud. Elasticsearch is a popular open-source search and analytics engine for use
cases 

such as log analytics, real-time application monitoring, and click stream analytics. 

Reference: 

http://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/what-is-amazon-elasticsearch-s ervice.html 

 

QUESTION 13

You currently run your infrastructure on Amazon EC2 instances behind an Auto Scaling group. All logs for you
application are currently written to ephemeral storage. Recently your company experienced a major bug in code that
made it through testing and was ultimately deployed to your fleet. This bug triggered your Auto Scaling group to scale
up and back down before you could successfully retrieve the logs off your server to better assist you in troubleshooting
the bug. Which technique should you use to make sure you are able to review your logs after your instances have shut
down? 

A. Configure the ephemeral policies on your Auto Scaling group to back up on terminate. 

B. Configure your Auto Scaling policies to create a snapshot of all ephemeral storage on terminate. 

C. Install the CloudWatch Logs Agent on your AMI, and configure CloudWatch Logs Agent to stream your logs. 

D. Install the CloudWatch monitoring agent on your AMI, and set up new SNS alert for CloudWatch metrics that triggers
the CloudWatch monitoring agent to backup all logs on the ephemeral drive. 

E. Install the CloudWatch monitoring agent on your AMI, Update your Auto Scaling policy to enable automated
CloudWatch Log copy. 

Correct Answer: C 

 

QUESTION 14

Company policies require that information about IP traffic going between instances in the production Amazon VPC is
captured. The capturing mechanism must always be enabled and the Security team must be notified when any changes
in 

configuration occur. 

What should be done to ensure that these requirements are met? 

A. Using the UserData section of an AWS CloudFormation template, install tcpdump on every provisioned Amazon EC2
instance. The output of the tool is sent to Amazon EFS for aggregation and querying. In addition, scheduling an Amazon
CloudWatch Events rule calls an AWS Lambda function to check whether tcpdump is up and running and sends an
email to the security organization when there is an exception. 
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B. Create a flow log for the production VPC and assign an Amazon S3 bucket as a destination for delivery. Using
Amazon S3 Event Notification, set up an AWS Lambda function that is triggered when a new log file gets delivered. This
Lambda function updates an entry in Amazon DynamoDB, which is periodically checked by scheduling an Amazon
CloudWatch Events rule to notify security when logs have not arrived. 

C. Create a flow log for the production VPC. Create a new rule using AWS Config that is triggered by configuration
changes of resources of type `EC2:VPC\\'. As part of configuring the rule, create an AWS Lambda function that looks up
flow logs for a given VPC. If the VPC flow logs are not configured, return a `NON_COMPLIANT\\' status and notify the
security organization. 

D. Configure a new trail using AWS CloudTrail service. Using the UserData section of an AWS CloudFormation
template, install tcpdump on every provisioned Amazon EC2 instance. Connect Amazon Athena to the CloudTrail and
write an AWS Lambda function that monitors for a flow log disable event. Once the CloudTrail entry has been spotted,
alert the security organization. 

Correct Answer: C 

 

QUESTION 15

You are building a Ruby on Rails application for internal, non-production use which uses MySQL as a database. You
want developers without very much AWS experience to be able to deploy new code with a single command line push.
You 

also want to set this up as simply as possible. 

Which tool is ideal for this setup? 

A. AWS CloudFormation 

B. AWS OpsWorks 

C. AWS ELB + EC2 with CLI Push 

D. AWS Elastic Beanstalk 

Correct Answer: D 

Elastic Beanstalk\\'s primary mode of operation exactly supports this use case out of the box. It is simpler than all the
other options for this question. With Elastic Beanstalk, you can quickly deploy and manage applications in the AWS
cloud without worrying about the infrastructure that runs those applications. AWS Elastic Beanstalk reduces
management complexity without restricting choice or control. You simply upload your application, and Elastic Beanstalk
automatically handles the details of capacity provisioning, load balancing, scaling, and application health monitoring. 

Reference: http://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby_rails.html 
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