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QUESTION 1

A security team is creating a response plan in the event an employee executes unauthorized actions on AWS
infrastructure. They want to include steps to determine if the employee\\'s IAM permissions changed as part of the
incident. 

What steps should the team document in the plan? 

Please select: 

A. Use AWS Config to examine the employee\\'s IAM permissions prior to the incident and compare them to the
employee\\'s current IAM permissions. 

B. Use Made to examine the employee\\'s IAM permissions prior to the incident and compare them to the employee\\'s A
current IAM permissions. 

C. Use CloudTrail to examine the employee\\'s IAM permissions prior to the incident and compare them to the
employee\\'s current IAM permissions. 

D. Use Trusted Advisor to examine the employee\\'s IAM permissions prior to the incident and compare them to the
employee\\'s current IAM permissions. 

Correct Answer: A 

You can use the AWSConfig history to see the history of a particular item. The below snapshot shows an example
configuration for a user in AWS Config 

Option B,C and D are all invalid because these services cannot be used to see the history of a particular configuration
item. This can only be accomplished by AWS Config. For more information on tracking changes in AWS Config, please
visit the below URL: https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/TrackineChanees.htmll 

The correct answer is: Use AWS Config to examine the employee\\'s IAM permissions prior to the incident and compare
them the employee\\'s current IAM permissions. 

 

QUESTION 2

A Security Engineer has several thousand Amazon EC2 instances split across production and development
environments. Each instance is tagged with its environment. The Engineer needs to analyze and patch all the
development EC2 instances to ensure they are not currently exposed to any common vulnerabilities or exposures
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(CVEs). 

Which combination of steps is the MOST efficient way for the Engineer to meet these requirements? (Choose two.) 

A. Log on to each EC2 instance, check and export the different software versions installed, and verify this against a list
of current CVEs. 

B. Install the Amazon Inspector agent on all development instances Build a custom rule package, and configure
Inspector to perform a scan using this custom rule on all instances tagged as being in the development environment. 

C. Install the Amazon Inspector agent on all development instances Configure Inspector to perform a scan using the
CVE rule package on all instances tagged as being in the development environment. 

D. Install the Amazon EC2 System Manager agent on all development instances Issue the Run command to EC2
System Manager to update all instances 

E. Use AWS Trusted Advisor to check that all EC2 instances have been patched to the most recent version of operating
system and installed software. 

Correct Answer: CD 

 

 

QUESTION 3

A company has contracted with a third party to audit several AWS accounts. To enable the audit, cross-account IAM
roles have been created in each account targeted for audit. The Auditor is having trouble accessing some of the
accounts. 

Which of the following may be causing this problem? (Choose three.) 

A. The external ID used by the Auditor is missing or incorrect. 

B. The Auditor is using the incorrect password. 

C. The Auditor has not been granted sts:AssumeRole for the role in the destination account. 

D. The Amazon EC2 role used by the Auditor must be set to the destination account role. 

E. The secret key used by the Auditor is missing or incorrect. 

F. The role ARN used by the Auditor is missing or incorrect. 

Correct Answer: ACF 

Using IAM to grant access to a Third-Party Account 1) Create a role to provide access to the require resources 1.1)
Create a role policy that specifies the AWS Account ID to be accessed, "sts:AssumeRole" as action, and
"sts:ExternalID" as condition 1.2) Create a role using the role policy just created 1.3) Assign a resouce policy to the role.
This will provide permission to access resource ARNs to the auditor 

2) Repeat steps 1 and 2 on all AWS accounts 

3) The auditor connects to the AWS account AWS Security Token Service (STS). The auditor must provide its
ExternalID from step 1.2, the ARN of the role he is trying to assume from step 1.3, sts:ExternalID 
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4) STS provide the auditor with temporary credentials that provides the role access from step 1 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html https://aws.amazon.com/b
logs/security/how-to-audit-cross-account-roles-using-aws-cloudtrail-andamazon-cloudwatch-events/ 

 

QUESTION 4

A company stores images for a website in an Amazon S3 bucket. The company is using Amazon CloudFront to serve
the images to the end users. The company recently discovered that the images are being accessed form countries
where the company does not have a distribution license. 

Which actions should the company take to secure the images to limit their distribution? (Choose two.) 

A. Update the S3 bucket policy to restrict access to a CloudFront origin access identity (OAI). 

B. Update the website DNS record to use an Amazon Route 53 geolocation record deny list of countries where the
company lacks a license. 

C. Add a CloudFront geo restriction deny list of countries where the company lacks a license. 

D. Update the S3 bucket policy with a deny list of countries where the company lacks a license. 

E. Enable the Restrict Viewer Access option in CloudFront to create a deny list of countries where the company lacks a
license. 

Correct Answer: AE 

 

 

QUESTION 5

An EC2 Instance hosts a Java based application that access a DynamoDB table. This EC2 Instance is currently serving
production based users. Which of the following is a secure way of ensuring that the EC2 Instance access the Dynamo
table 

Please select: 

A. Use IAM Roles with permissions to interact with DynamoDB and assign it to the EC2 Instance 

B. Use KMS keys with the right permissions to interact with DynamoDB and assign it to the EC2 Instance 

C. Use IAM Access Keys with the right permissions to interact with DynamoDB and assign it to the EC2 Instance 

D. Use IAM Access Groups with the right permissions to interact with DynamoDB and assign it to the EC2 Instance 

Correct Answer: A 

To always ensure secure access to AWS resources from EC2 Instances, always ensure to assign a Role to the EC2
Instance Option B is invalid because KMS keys are not used as a mechanism for providing EC2 Instances access to
AWS services. Option C is invalid Access keys is not a safe mechanism for providing EC2 Instances access to AWS
services. Option D is invalid because there is no way access groups can be assigned to EC2 Instances. 

For more information on IAM Roles, please refer to the below URL:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id roles.html The correct answer is: Use IAM Roles with
permissions to interact with DynamoDB and assign it to the EC2 Instance 

 

QUESTION 6

A company is outsourcing its operational support 1o an external company. The company\\'s security officer must
implement an access solution fen delegating operational support that minimizes overhead. 

Which approach should the security officer take to meet these requirements? 

A. implement Amazon Cognito identity pools with a role that uses a policy that denies the actions related to Amazon
Cognito API management Allow the external company to federate through its identity provider 

B. Federate AWS identity and Access Management (IAM) with the external company\\'s identity provider Create an IAM
role and attach a policy with the necessary permissions 

C. Create an IAM group for me external company Add a policy to the group that denies IAM modifications Securely
provide the credentials to the eternal company. 

D. Use AWS SSO with the external company\\'s identity provider. Create an IAM group to map to the identity provider
user group, and attach a policy with the necessary permissions. 

Correct Answer: B 

 

QUESTION 7

A company hosts data in S3. There is now a mandate that going forward all data in the S3 bucket needs to encrypt at
rest. How can this be achieved? Please select: 

A. Use AWS Access keys to encrypt the data 

B. Use SSL certificates to encrypt the data 

C. Enable server side encryption on the S3 bucket 

D. Enable MFA on the S3 bucket 

Correct Answer: C 

The AWS Documentation mentions the following Server-side encryption is about data encryption at rest-that is, Amazon
S3 encrypts your data at the object level as it writes it to disks in its data centers and decrypts it for you when you
access it. As long as you authenticate your request and you have access 

permissions, there is no difference in the way you access encrypted or unencrypted objects. 

Options A and B are invalid because neither Access Keys nor SSL certificates can be used to encrypt 

data. 

Option D is invalid because MFA is just used as an extra level of security for S3 buckets For more 

information on S3 server side encryption, please refer to the below Link: 
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https://docs.aws.amazon.com/AmazonS3/latest/dev/serv-side-encryption.html 

 

QUESTION 8

A company has a website with an Amazon CloudFront HTTPS distribution, an Application Load Balancer (ALB) with
multiple web instances for dynamic website content, and an Amazon S3 bucket for static website content. The
company\\'s security engineer recently updated the website security requirements: 

1.

 HTTPS needs to be enforced for all data in transit with specific ciphers. 

2.

 The CloudFront distribution needs to be accessible from the internet only. 

Which solution will meet these requirements? 

A. Set up an S3 bucket policy with the awssecuretransport key Configure the CloudFront origin access identity (OAI)
with the S3 bucket Configure CloudFront to use specific ciphers. Enforce the ALB with an HTTPS listener only and
select the appropriate security policy for the ciphers Link the ALB with AWS WAF to allow access from the CloudFront
IP ranges. 

B. Set up an S3 bucket policy with the aws:securetransport key. Configure the CloudFront origin access identity (OAI)
with the S3 bucket. Enforce the ALB with an HTTPS listener only and select the appropriate security policy for the
ciphers. 

C. Modify the CloudFront distribution to use AWS WAF. Force HTTPS on the S3 bucket with specific ciphers in the
bucket policy. Configure an HTTPS listener only for the ALB. Set up a security group to limit access to the ALB from the
CloudFront IP ranges 

D. Modify the CloudFront distribution to use the ALB as the origin. Enforce an HTTPS listener on the ALB. Create a path-
based routing rule on the ALB with proxies that connect lo Amazon S3. Create a bucket policy to allow access from
these proxies only. 

Correct Answer: C 

 

 

QUESTION 9

A company Is building a data lake on Amazon S3. The data consists of millions of small files containing sensitive
information. The security team has the following requirements for the architecture: 

1.

 Data must be encrypted in transit. 

2.

 Data must be encrypted at rest. 

3.
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 The bucket must be private, but if the bucket is accidentally made public, the data must remain confidential. 

Which combination of steps would meet the requirements? (Select THREE.) 

A. Enable AES-256 encryption using server-side encryption with Amazon S3-managed encryption keys (SSE-S3) on the
S3 bucket 

B. Enable default encryption with server-side encryption with AWS KMS-managed keys (SSE-KMS) on the S3 bucket. 

C. Add a bucket policy that includes a deny if a PutObject request does not include awsiSecureTcanspoct. 

D. Add a bucket policy with ws: Sourcelpto Allow uploads and downloads from the corporate intranet only. 

E. Add a bucket policy that includes a deny if a PutObject request does not include s3:x- amz-sairv9rside-enctyption:
"aws: kms". 

F. Enable Amazon Macie to monitor and act on changes to the data lake\\'s S3 bucket. 

Correct Answer: BDF 

 

QUESTION 10

A security engineer is designing an incident response plan to address the risk of a compromised Amazon EC2 instance.
The plan must recommend a solution to meet the following requirements: 

1.

 A trusted forensic environment must be provisioned 

2.

 Automated response processes must be orchestrated 

Which AWS services should be included in the plan? (Select TWO) 

A. AWS CloudFormation 

B. Amazon GuardDuty 

C. Amazon Inspector 

D. Amazon Macie 

E. AWS Step Functions 

Correct Answer: AB 

Reference: https://aws.amazon.com/blogs/security/how-to-automate-incident-response-in-aws-cloud-forec2-instances/ 

 

QUESTION 11

Your team is experimenting with the API gateway service for an application. There is a need to implement a custom
module which can be used for authentication/authorization for calls made to the API gateway. How can this be
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achieved? 

Please select: 

A. Use the request parameters for authorization 

B. Use a Lambda authorizer 

C. Use the gateway authorizer 

D. Use CORS on the API gateway 

Correct Answer: B 

The AWS Documentation mentions the following An Amazon API Gateway Lambda authorizer (formerly known as a
custom authorize?) is a Lambda function that you provide to control access to your API methods. A Lambda authorizer
uses bearer token authentication strategies, such as OAuth or SAML. It can also use information described by headers,
paths, query strings, stage variables, or context variables request parameters. Options A,C and D are invalid because
these cannot be used if you need a custom authentication/authorization for calls made to the API gateway For more
information on using the API gateway Lambda authorizer please visit the URL:
https://docs.aws.amazon.com/apisateway/latest/developerguide/apieateway-use-lambda-authorizer.htmll The correct
answer is: Use a Lambda authorizer 

 

QUESTION 12

An organization has three applications running on AWS, each accessing the same data on Amazon S3. The data on
Amazon S3 is server-side encrypted by using an AWS KMS Customer Master Key (CMK). 

What is the recommended method to ensure that each application has its own programmatic access control permissions
on the KMS CMK? 

A. Change the key policy permissions associated with the KMS CMK for each application when it must access the data
in Amazon S3. 

B. Have each application assume an IAM role that provides permissions to use the AWS Certificate Manager CMK. 

C. Have each application use a grant on the KMS CMK to add or remove specific access controls on the KMS CMK. 

D. Have each application use an IAM policy in a user context to have specific access permissions on the KMS CMK. 

Correct Answer: C 

 

QUESTION 13

When you enable automatic key rotation for an existing CMK key where the backing key is managed by AWS, after how
long is the key rotated? 

Please select: 

A. After 30 days 

B. After 128 days 
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C. After 365 days 

D. After 3 years 

Correct Answer: D 

The AWS Documentation states the following ?AWS managed CM Ks: You cannot manage key rotation for AWS
managed CMKs. AWS KMS automatically rotates AWS managed keys every three years (1095 days). Note: AWS-
managed CMKs are rotated every 3yrs, Customer-Managed CMKs are rotated every 365-days from when rotation is
enabled. Option A, B, C are invalid because the dettings for automatic key rotation is not changeable. For more
information on key rotation please visit the below URL https://docs.aws.amazon.com/kms/latest/ developereuide/rotate-
keys.html AWS managed CMKs are CMKs in your account that are created, managed, and used on your behalf by an
AWS service that is integrated with AWS KMS. This CMK is unique to your AWS account and region. Only the service
that created the AWS managed CMK can use it You can login to you IAM dashbaord . Click on "Encryption Keys" You
will find the list based on the services you are using as follows: 

1. 

aws/elasticfilesystem 1 aws/lightsail 

2. 

aws/s3 

3. 

aws/rds and many more Detailed Guide: KMS You can recognize AWS managed CMKs because their aliases have the
format aws/service-name, such as aws/redshift. Typically, a service creates its AWS managed CMK in your account
when you set up the service or the first time you use the CMfC The AWS services that integrate with AWS KMS can use
it in many different ways. Some services create AWS managed CMKs in your account. Other services require that you
specify a customer managed CMK that you have created. And, others support both types of CMKs to allow you the ease
of an AWS managed CMK or the control of a customer- managed CMK Rotation period for CMKs is as follows: 

1. 

AWS managed CMKs: 1095 days 

2. 

Customer managed CMKs: 365 days Since question mentions about "CMK where backing keys is managed by AWS",
its Amazon(AWS) managed and its rotation period turns out to be 1095 days{every 3 years) For more details, please
check below AWS Docs: https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html The correct answer is:
After 3 years 

 

QUESTION 14

An IAM user with fill EC2 permissions could bot start an Amazon EC2 instance after it was stopped for a maintenance
task. Upon starting the instance, the instance state would change to "Pending", but after a few seconds, it would switch
back to "Stopped". 

An inspection revealed that the instance has attached Amazon EBS volumes that were encrypted by using a Customer
Master Key (CMK). When these encrypted volumes were detached, the IAM user was able to start the EC2 instances. 

The IAM user policy is as follows: 
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What additional items need to be added to the IAM user policy? (Choose two.) 

A. kms:GenerateDataKey 

B. kms:Decrypt 

C. kms:CreateGrant 

D. "Condition": {"Bool": {"kms:ViaService": "ec2.us-west-2.amazonaws.com"}} 

E. "Condition": {"Bool": {"kms:GrantIsForAWSResource": true}} 

Correct Answer: CE 

The EBS which is AWS resource service is encrypted with CMK and to allow EC2 to decrypt , the IAM user should
create a grant ( action) and a boolean condition for the AWs resource . This link explains how AWS keys works.
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html 

 

QUESTION 15

Which of the below services can be integrated with the AWS Web application firewall service. Choose 2 answers from
the options given below 

Please select: 

A. AWS Cloudfront 

B. AWS Lambda 

C. AWS Application Load Balancer 

D. AWS Classic Load Balancer 

Correct Answer: AC 

The AWS documentation mentions the following on the Application Load Balancer AWS WAF can be deployed on
Amazon CloudFront and the Application Load Balancer (ALB). As part of Amazon CloudFront it car be part of your
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Content Distribution Network (CDN) protecting your resources and content at the Edge locations and as part of the
Application Load Balancer it can protect your origin web servers running behind the ALBs. Options B and D are invalid
because only Cloudfront and the Application Load Balancer services are supported by AWS WAF. For more information
on the web application firewall please refer to the below URL: 

https://aws.amazon.com/waf/faq; 

The correct answers are: AWS Cloudfront AWS Application Load Balancer 
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