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QUESTION 1

A developer implemented a static website hosted in Amazon S3 that makes web service requests in Amazon API
Gateway and AWS Lambda. The site is showing an error that reads. \\'\\'No \\'Access Control-Allow-Origin\\'header\\'
header is present on the requested resource. Origin \\'null is therefore not allowed access \\'\\' What should the
Developer do to resolve this issue? 

A. Enable cross-origin resource sharing (CORS) on the S3 bucket 

B. Enable cross-origin resource sharing (CORS) for the method in API Gateway 

C. Add the Access Control-Request-Method header to the request 

D. Add the Access-Control Inquest Headers header to the request 

Correct Answer: A 

Reference: https://forums.aws.amazon.com/thread.jspa?threadID=252972 

 

QUESTION 2

An application uploads photos to an Amazon S3 bucket. Each photo that is uploaded to the S3 bucket must be resized
to a thumbnail image by the application. Each thumbnail image is uploaded with a new name in the same S3 bucket.
Which AWS service can a developer configure to directly process each single S3 event for each S3 object upload? 

A. Amazon EC2 

B. Amazon Elastic Container Service (Amazon ECS) 

C. AWS Elastic Beanstalk 

D. AWS Lambda 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/with-s3-example.html 

 

QUESTION 3

A developer is creating an event handling system. To handle messages asynchronously, the developer created a
standard Amazon SQS queue. Quality assurance testing reveals that some events were processed multiple times. What
is the recommended way to ensure the events are not processed more than once? 

A. Change long polling to short polling. 

B. Use a FIFO queue and configure deduplication. 

C. Convert the standard SQS queue into a FIFO queue. 

D. Send the messages with message timers. 
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Correct Answer: B 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html 

 

QUESTION 4

A developer creates an Amazon S3 bucket to store project status files that are uploaded hourly. The developer also
creates an AWS Lambda function that will be used to process the project status files. What should the developer do to
invoke the function with the LEAST amount of AWS infrastructure? 

A. Create an Amazon EventBridge (Amazon CloudWatch Events) rule to invoke the function every 5 minutes and scan
for new objects. 

B. Create an S3 event notification to invoke the function when a new object is created in the S3 bucket. 

C. Create an S3 event notification that publishes a message to an Amazon Simple Notification Service (Amazon SNS)
topic. Subscribe the function to the SNS topic. 

D. Create an S3 event notification that adds a message to an Amazon Simple Queue Service (Amazon SQS) queue.
Configure the function to poll the queue. 

Correct Answer: C 

Reference: https://docs.aws.amazon.com/AmazonS3/latest/userguide/ways-to-add-notification-config-to-bucket.html 

 

QUESTION 5

An application needs to use the IP address of the client in its processing. The application has been moved into AWS
and has been placed behind an Application Load Balancer (ALB). However, all the client IP addresses now appear to be
the same. The application must maintain the ability to scale horizontally. 

Based on this scenario, what is the MOST cost-effective solution to this problem? 

A. Remove the application from the ALB. Delete the ALB and change Amazon Route 53 to direct traffic to the instance
running the application. 

B. Remove the application from the ALB. Create a Classic Load Balancer in its place. Direct traffic to the application
using the HTTP protocol. 

C. Alter the application code to inspect the X-Forwarded-For header. Ensure that the code can work properly if a list of
IP addresses is passed in the header. 

D. Alter the application code to inspect a custom header. Alter the client code to pass the IP address in the custom
header. 

Correct Answer: C 

 

QUESTION 6

A developer is writing an application that will process data delivered into an Amazon S3 bucket. The data is delivered
approximately 10 times a day, and the developer expects the data will be processed in less than 1 minute, on average.
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How can the developer deploy and invoke the application with the lowest cost and lowest latency? 

A. Deploy the application as an AWS Lambda function and invoke it with an Amazon CloudWatch alarm triggered by an
S3 object upload. 

B. Deploy the application as an AWS Lambda function and invoke it with an S3 event notification. 

C. Deploy the application as an AWS Lambda function and invoke it with an Amazon CloudWatch scheduled event. 

D. Deploy the application onto an Amazon EC2 instance and have it poll the S3 bucket for new objects. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/lambda/latest/dg/with-s3.html 

 

QUESTION 7

A company has a front-end application that runs on four Amazon EC2 instances behind an Elastic Load Balancer (ELB)
in a production environment that is provisioned by AWS Elastic Beanstalk. A developer needs to deploy and test new
application code while updating the Elastic Beanstalk platform from the current version to a newer version of Node.js.
The solution must result in zero downtime for the application. 

Which solution meets these requirements? 

A. Clone the production environment to a different platform version. Deploy the new application code, and test it. Swap
the environment URLs upon verification. 

B. Deploy the new application code in an all-at-once deployment to the existing EC2 instances. Test the code. Redeploy
the previous code if verification fails. 

C. Perform an immutable update to deploy the new application code to new EC2 instances. Serve traffic to the new
instances after they pass health checks. 

D. Use a rolling deployment for the new application code. Apply the code to a subset of EC2 instances until the tests
pass. Redeploy the previous code if the tests fail. 

Correct Answer: C 

 

QUESTION 8

A Developer wants to upload data to Amazon S3 and must encrypt the data in transit. Which of the following solutions
will accomplish this task? (Choose two.) 

A. Set up hardware VPN tunnels to a VPC and access S3 through a VPC endpoint 

B. Set up Client-Side Encryption with an AWS KMS-Managed Customer Master Key 

C. Set up Server-Side Encryption with AWS KMS-Managed Keys 

D. Transfer the data over an SSL connection 

E. Set up Server-Side Encryption with S3-Managed Keys 
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Correct Answer: BD 

https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html 

 

QUESTION 9

A developer is developing an application that uses signed requests (Signature Version 4) to call other AWS services.
The developer has created a canonical request, has created the string to sign, and has calculated signing information.
Which methods could the developer use to complete a signed request? (Choose two.) 

A. Add the signature to an HTTP header that is named Authorization 

B. Add the signature to a session cookie 

C. Add the signature to an HTTP header that is named Authentication 

D. Add the signature to a query string parameter that is named X-Amz-Signature 

E. Add the signature to an HTTP header that is named WWW-Authenticate 

Correct Answer: BD 

Reference: https://docs.aws.amazon.com/general/latest/gr/signature-v4-troubleshooting.html 

 

QUESTION 10

A Developer is creating a serverless website with content that includes HTML files, images, videos, and JavaScript
(client-side scripts). Which combination of services should the Developer use to create the website? 

A. Amazon S3 and Amazon CloudFront 

B. Amazon EC2 and Amazon ElastiCache 

C. Amazon ECS and Redis 

D. AWS Lambda and Amazon API Gateway 

Correct Answer: A 

Reference: https://d1.awsstatic.com/whitepapers/Building%20Static%20Websites%20on%20AWS.pdf 

 

QUESTION 11

A developer must increase read performance from an unencrypted Amazon S3 bucket. The application requires
100.000 read requests each second Cost-effectiveness is a priority. What would be the SIMPLEST approach to
implement these requirements? 

A. Create 20 or more prefixes in Amazon S3 Place files by prefixes. Read in parallel by prefixes 

B. Create 20 of more AWS accounts Create a bucket in each account Read in parallel by bucket 
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C. Deploy Memcached on Amazon EC2 Cache the files in memory Retrieve from the Memcached cache 

D. Copy all files to Amazon DynamoDB Index the files with S3 metadata Retrieve from DynamoDB 

Correct Answer: A 

 

QUESTION 12

According to best practice, how should access keys be managed in AWS? (Choose two.) 

A. Use the same access key in all applications for consistency. 

B. Delete all access keys for the account root user. 

C. Leave unused access keys in the account for tracking purposes. 

D. Embed and encrypt access keys in code for continuous deployment. 

E. Use Amazon IAM roles instead of access keys where possible. 

Correct Answer: BE 

 

QUESTION 13

A company has a web application In an Amazon Elastic Container Service (Amazon ECS) cluster running hundreds of
secure services in AWS Fargate containers. The services are in target groups routed by an Application Load Balancer
(ALB) Application users log in to the website anonymously, but they must be authenticated using any OpenID Connect
protocol-compatible identity provider (IdP) to access the secure services Which authentication approach would meet
these requirements with the LEAST amount of effort? 

A. Configure the services to use Amazon Cognito. 

B. Configure the ALB to use Amazon Cognito 

C. Configure the services to use AWS Security Token Service (AWS STS) with the OpenID Connect IdP. 

D. Configure the Amazon ECS cluster to use AWS Security Token Service (AWS STS) with the OpenID Connect IdP 

Correct Answer: A 

 

QUESTION 14

A company has implemented AWS CodeDeploy as part of its cloud native CI/CD stack The company enables automatic
rollbacks while deploying a new version of a popular web application from in place to Amazon EC2. What occurs it the
deployment of the new version fails due to code regression? 

A. The last known good deployment is automatically restored using the snapshot stored in Amazon S3 

B. CodeDeploy switches the Amazon Route 53 alias records back to the known good green deployment and terminates
the failed blue deployment 
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C. A new deployment of the last known good version of the application is deployed with a new deployment ID 

D. AWS CodePipeline promotes the most recent deployment with a SUCCEEDED status to production 

Correct Answer: B 

 

 

QUESTION 15

A company is adding stored value (or gift card) capability to its highly popular casual gaming website. Users need to be
able to trade this value for other users\\' items on the platform. This would require both users\\' records be updated as a
single transaction, or both users\\' records to be completely rolled back. 

Which AWS database options can provide the transactional capability required for this new feature? (Choose two.) 

A. Amazon DynamoDB with operations made with the ConsistentRead parameter set to true 

B. Amazon ElastiCache for Memcached with operations made within a transaction block 

C. Amazon Aurora MySQL with operations made within a transaction block 

D. Amazon DynamoDB with reads and writes made using Transact* operations 

E. Amazon Redshift with operations made within a transaction block. 

Correct Answer: CD 
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