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QUESTION 1

A company has an ecommerce web application with an Amazon RDS for MySQL DB instance. The marketing team has
noticed some unexpected updates to the product and pricing information on the website, which is impacting sales
targets. The marketing team wants a database specialist to audit future database activity to help identify how and when
the changes are being made. 

What should the database specialist do to meet these requirements? (Choose two.) 

A. Create an RDS event subscription to the audit event type. 

B. Enable auditing of CONNECT and QUERY_DML events. 

C. SSH to the DB instance and review the database logs. 

D. Publish the database logs to Amazon CloudWatch Logs. 

E. Enable Enhanced Monitoring on the DB instance. 

Correct Answer: BD 

https://aws.amazon.com/blogs/database/configuring-an-audit-log-to-capture-database-activities-for-amazon-rds-for-
mysql-and-amazon-aurora-with-mysql-compatibility/ 

 

QUESTION 2

A company is running a two-tier ecommerce application in one AWS account. The web server is deployed using an
Amazon RDS for MySQL Multi-AZ DB instance. A Developer mistakenly deleted the database in the production
environment. The database has been restored, but this resulted in hours of downtime and lost revenue. 

Which combination of changes in existing IAM policies should a Database Specialist make to prevent an error like this
from happening in the future? (Choose three.) 

A. Grant least privilege to groups, users, and roles 

B. Allow all users to restore a database from a backup that will reduce the overall downtime to restore the database 

C. Enable multi-factor authentication for sensitive operations to access sensitive resources and API operations 

D. Use policy conditions to restrict access to selective IP addresses 

E. Use AccessList Controls policy type to restrict users for database instance deletion 

F. Enable AWS CloudTrail logging and Enhanced Monitoring 

Correct Answer: ACD 

https://aws.amazon.com/blogs/database/using-iam-multifactor-authentication-with-amazon-rds/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/security_iam_id-based-policy-html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/DataDurability.html 
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QUESTION 3

An electric utility company wants to store power plant sensor data in an Amazon DynamoDB table. The utility company
has over 100 power plants and each power plant has over 200 sensors that send data every 2 seconds. The sensor
data includes time with milliseconds precision, a value, and a fault attribute if the sensor is malfunctioning. Power plants
are identified by a globally unique identifier. Sensors are identified by a unique identifier within each power plant. A
database specialist needs to design the table to support an efficient method of finding all faulty sensors within a given
power plant. 

Which schema should the database specialist use when creating the DynamoDB table to achieve the fastest query time
when looking for faulty sensors? 

A. Use the plant identifier as the partition key and the measurement time as the sort key.Create a global secondary
index (GSI) with the plant identifier as the partition key and the fault attribute as the sort key. 

B. Create a composite of the plant identifier and sensor identifier as the partition key. Use the measurement time as the
sort key. Create a local secondary index (LSI) on the fault attribute. 

C. Create a composite of the plant identifier and sensor identifier as the partition key. Use the measurement time as the
sort key. Create a global secondary index (GSI) with the plant identifier as the partition key and the fault attribute as the
sort key. 

D. Use the plant identifier as the partition key and the sensor identifier as the sort key.Create a local secondary index
(LSI) on the fault attribute. 

Correct Answer: D 

Plant id as partition key and Sensor id as a sort key. Fault can be identified quickly using the local secondary index and
associated plant and sensor can be identified easily. 

 

QUESTION 4

A corporation wishes to move a 1 TB Oracle database from its current location to an Amazon Aurora PostgreSQL DB
cluster. The database specialist at the firm noticed that the Oracle database stores 100 GB of large binary objects
(LOBs) across many tables. The Oracle database supports LOBs up to 500 MB in size and an average of 350 MB. AWS
DMS was picked by the Database Specialist to transfer the data with the most replication instances. 

How should the database specialist improve the transfer of the database to AWS DMS? 

A. Create a single task using full LOB mode with a LOB chunk size of 500 MB to migrate the data and LOBs together 

B. Create two tasks: task1 with LOB tables using full LOB mode with a LOB chunk size of 500 MB and task2 without
LOBs 

C. Create two tasks: task1 with LOB tables using limited LOB mode with a maximum LOB size of 500 MB and task 2
without LOBs 

D. Create a single task using limited LOB mode with a maximum LOB size of 500 MB to migrate data and LOBs
together 

Correct Answer: C 

https://docs.aws.amazon.com/dms/latest/userguide/CHAP_BestPractices.html#CHAP_Bes tPractices.LOBS, 

"AWS DMS migrates LOB data in two phases: 1. AWS DMS creates a new row in the target table and populates the row
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with all data except the associated LOB value. 2.AWS DMS updates the row in the target table with the LOB data." This 

means that we would need two tasks, one per phase and use limited LOB mode for best performance. 

 

QUESTION 5

An AWS CloudFormation stack that included an Amazon RDS DB instance was accidentally deleted and recent data
was lost. A Database Specialist needs to add RDS settings to the CloudFormation template to reduce the chance of
accidental instance data loss in the future. 

Which settings will meet this requirement? (Choose three.) 

A. Set DeletionProtection to True 

B. Set MultiAZ to True 

C. Set TerminationProtection to True 

D. Set DeleteAutomatedBackups to False 

E. Set DeletionPolicy to Delete 

F. Set DeletionPolicy to Retain 

Correct Answer: ACF 

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-attribute-deletionpolicy.html
https://aws.amazon.com/premiumsupport/knowledge-center/cloudformation-accidental-updates/ 

 

QUESTION 6

A Database Specialist is designing a new database infrastructure for a ride hailing application. The application data
includes a ride tracking system that stores GPS coordinates for all rides. Real-time statistics and metadata lookups must
be performed with high throughput and microsecond latency. The database should be fault tolerant with minimal
operational overhead and development effort. 

Which solution meets these requirements in the MOST efficient way? 

A. Use Amazon RDS for MySQL as the database and use Amazon ElastiCache 

B. Use Amazon DynamoDB as the database and use DynamoDB Accelerator 

C. Use Amazon Aurora MySQL as the database and use Aurora\\'s buffer cache 

D. Use Amazon DynamoDB as the database and use Amazon API Gateway 

Correct Answer: B 

https://aws.amazon.com/dynamodb/dax/#:~:text=Amazon%20DynamoDB%20Accelerator
%20(DAX)%20is,millions%20of%20requests%20per%20second. "Amazon DynamoDB Accelerator (DAX) is a fully
managed, highly available, in-memory cache for DynamoDB that delivers up to a 10x performance improvement from
milliseconds to microseconds even at millions of requests per second. " 
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QUESTION 7

A retail company uses Amazon Redshift Spectrum to run complex analytical queries on objects that are stored in an
Amazon S3 bucket. The objects are joined with multiple dimension tables that are stored in an Amazon Redshift
database. The company uses the database to create monthly and quarterly aggregated reports. Users who attempt to
run queries are reporting the following error message: error: Spectrum Scan Error: Access throttled 

Which solution will resolve this error? 

A. Check file sizes of fact tables in Amazon S3, and look for large files. Break up large files into smaller files of equal
size between 100 MB and 1 GB 

B. Reduce the number of queries that users can run in parallel. 

C. Check file sizes of fact tables in Amazon S3, and look for small files. Merge the small files into larger files of at least
64 MB in size. 

D. Review and optimize queries that submit a large aggregation step to Redshift Spectrum. 

Correct Answer: C 

https://docs.aws.amazon.com/redshift/latest/dg/c-spectrum-troubleshooting.html#spectrum-troubleshooting-access-
throttled https://docs.aws.amazon.com/redshift/latest/dg/c-spectrum-troubleshooting.html 

 

QUESTION 8

A company is concerned about the cost of a large-scale, transactional application using Amazon DynamoDB that only
needs to store data for 2 days before it is deleted. In looking at the tables, a Database Specialist notices that much of
the data is months old, and goes back to when the application was first deployed. 

What can the Database Specialist do to reduce the overall cost? 

A. Create a new attribute in each table to track the expiration time and create an AWS Glue transformation to delete
entries more than 2 days old. 

B. Create a new attribute in each table to track the expiration time and enable DynamoDB Streams on each table. 

C. Create a new attribute in each table to track the expiration time and enable time to live (TTL) on each table. 

D. Create an Amazon CloudWatch Events event to export the data to Amazon S3 daily using AWS Data Pipeline and
then truncate the Amazon DynamoDB table. 

Correct Answer: C 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/TTL.html 

 

QUESTION 9

A social media company is using Amazon DynamoDB to store user profile data and user activity data. Developers are
reading and writing the data, causing the size of the tables to grow significantly. Developers have started to face 
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performance bottlenecks with the tables. 

Which solution should a database specialist recommend to read items the FASTEST without consuming all the
provisioned throughput for the tables? 

A. Use the Scan API operation in parallel with many workers to read all the items. Use the Query API operation to read
multiple items that have a specific partition key and sort key. Use the GetItem API operation to read a single item. 

B. Use the Scan API operation with a filter expression that allows multiple items to be read. Use the Query API
operation to read multiple items that have a specific partition key and sort key. Use the GetItem API operation to read a
single item. 

C. Use the Scan API operation with a filter expression that allows multiple items to be read. Use the Query API
operation to read a single item that has a specific primary key. Use the BatchGetItem API operation to read multiple
items. 

D. Use the Scan API operation in parallel with many workers to read all the items. Use the Query API operation to read
a single item that has a specific primary key Use the BatchGetItem API operation to read multiple items. 

Correct Answer: B 

https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.Rea dData.html 

 

QUESTION 10

A company has multiple applications serving data from a secure on-premises database. The company is migrating all
applications and databases to the AWS Cloud. The IT Risk and Compliance department requires that auditing be
enabled on all secure databases to capture all log ins, log outs, failed logins, permission changes, and database
schema changes. A Database Specialist has recommended Amazon Aurora MySQL as the migration target, and
leveraging the Advanced Auditing feature in Aurora. Which events need to be specified in the Advanced Auditing
configuration to satisfy the minimum auditing requirements? (Choose three.) 

A. CONNECT 

B. QUERY_DCL 

C. QUERY_DDL 

D. QUERY_DML 

E. TABLE 

F. QUERY 

Correct Answer: ABC 

Connect-logins / DCL-authorizations (grant,revoke), DDL-schema updates 

 

QUESTION 11

A company is building a software as a service application. As part of the new user sign-on workflow, a Python script
invokes the CreateTable operation using the Amazon DynamoDB API. After the call returns, the script attempts to call 
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PutItem. 

Occasionally, the PutItem request fails with a ResourceNotFoundException error, which causes the workflow to fail. The
development team has confirmed that the same table name is used in the two API calls. 

How should a database specialist fix this issue? 

A. Add an allow statement for the dynamodb:PutItem action in a policy attached to the role used by the application
creating the table. 

B. Set the StreamEnabled property of the StreamSpecification parameter to true, then call PutItem. 

C. Change the application to call DescribeTable periodically until the TableStatus is ACTIVE, then call PutItem. 

D. Add a ConditionExpression parameter in the PutItem request. 

Correct Answer: C 

https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html 

 

QUESTION 12

A company plans to migrate a MySQL-based application from an on-premises environment to AWS. The application
performs database joins across several tables and uses indexes for faster query response times. The company needs
the database to be highly available with automatic failover. 

Which solution on AWS will meet these requirements with the LEAST operational overhead? 

A. Deploy an Amazon RDS DB instance with a read replica. 

B. Deploy an Amazon RDS Multi-AZ DB instance. 

C. Deploy Amazon DynamoDB global tables. 

D. Deploy multiple Amazon RDS DB instances. Use Amazon Route 53 DNS with failover health checks configured. 

Correct Answer: B 

 

QUESTION 13

A ride-hailing application stores bookings in a persistent Amazon RDS for MySQL DB instance. This program is very
popular, and the corporation anticipates a tenfold rise in the application\\'s user base over the next several months. The 

application receives a higher volume of traffic in the morning and evening. 

This application is divided into two sections: 

An internal booking component that takes online reservations in response to concurrent user queries. 

A component of a third-party customer relationship management (CRM) system that customer service professionals
utilize. Booking data is accessed using queries in the CRM. 

To manage this workload effectively, a database professional must create a cost-effective database system. 
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Which solution satisfies these criteria? 

A. Use Amazon ElastiCache for Redis to accept the bookings. Associate an AWS Lambda function to capture changes
and push the booking data to the RDS for MySQL DB instance used by the CRM. 

B. Use Amazon DynamoDB to accept the bookings. Enable DynamoDB Streams and associate an AWS Lambda
function to capture changes and push the booking data to an Amazon SQS queue. This triggers another Lambda
function that pulls data from Amazon SQS and writes it to the RDS for MySQL DB instance used by the CRM. 

C. Use Amazon ElastiCache for Redis to accept the bookings. Associate an AWS Lambda function to capture changes
and push the booking data to an Amazon Redshift database used by the CRM. 

D. Use Amazon DynamoDB to accept the bookings. Enable DynamoDB Streams and associate an AWS Lambda
function to capture changes and push the booking data to Amazon Athena, which is used by the CRM. 

Correct Answer: B 

"AWS Lambda function to capture changes" capture changes to what? ElastiCache? The main use of ElastiCache is to
cache frequently read data. Also "the company expects a tenfold increase in the user base" and "correspond to
simultaneous requests from users" 

 

QUESTION 14

A Database Specialist modified an existing parameter group currently associated with a production Amazon RDS for
SQL Server Multi-AZ DB instance. The change is associated with a static parameter type, which controls the number of
user connections allowed on the most critical RDS SQL Server DB instance for the company. This change has been
approved for a specific maintenance window to help minimize the impact on users. How should the Database Specialist
apply the parameter group change for the DB instance? 

A. Select the option to apply the change immediately 

B. Allow the preconfigured RDS maintenance window for the given DB instance to control when the change is applied 

C. Apply the change manually by rebooting the DB instance during the approved maintenance window 

D. Reboot the secondary Multi-AZ DB instance 

Correct Answer: C 

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_WorkingWithParamGr
oups.html#USER_WorkingWithParamGroups.Modifying 

 

QUESTION 15

A company\\'s database specialist implements an AWS Database Migration Service (AWS DMS) task for change data
capture (CDC) to replicate data from an on-premises Oracle database to Amazon S3. When usage of the company\\'s 

application increases, the database specialist notices multiple hours of latency with the CDC. 

Which solutions will reduce this latency? (Choose two.) 

A. Configure the DMS task to run in full large binary object (LOB) mode. 
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B. Configure the DMS task to run in limited large binary object (LOB) mode. 

C. Create a Multi-AZ replication instance. 

D. Load tables in parallel by creating multiple replication instances for sets of tables that participate in common
transactions. 

E. Replicate tables in parallel by creating multiple DMS tasks for sets of tables that do not participate in common
transactions. 

Correct Answer: BE 
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