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QUESTION 1

The Marketing Director in your company asked you to create a mobile app that lets users post sightings of good deeds
known as random acts of kindness in 80-character summaries. You decided to write the application in JavaScript so that
it would run on the broadest range of phones, browsers, and tablets. Your application should provide access to Amazon
DynamoDB to store the good deed summaries. Initial testing of a prototype shows that there aren\\'t large spikes in
usage. 

Which option provides the most cost-effective and scalable architecture for this application? 

A. Provide the JavaScript client with temporary credentials from the Security Token Service using a Token Vending
Machine 

B. Register the application with a Web Identity Provider like Amazon, Google, or Facebook, create an IAM role for that
provider, and set up permissions for the IAM role to allow S3 gets and DynamoDB puts. You serve your mobile
application out of an S3 bucket enabled as a web site. Your client updates DynamoDB. 

C. Provide the JavaScript client with temporary credentials from the Security Token Service using a Token Vending
Machine (TVM) to provide signed credentials mapped to an IAM user allowing DynamoDB puts. You serve your mobile
application out of Apache EC2 instances that are load-balanced and autoscaled. Your EC2 instances are configured
with an IAM role that allows DynamoDB puts. Your server updates DynamoDB. 

D. Register the JavaScript application with a Web Identity Provider like Amazon, Google, or Facebook, create an IAM
role for that provider, and set up permissions for the IAM role to allow DynamoDB puts. You serve your mobile
application out of Apache EC2 instances that are load-balanced and autoscaled. Your EC2 instances are configured
with an IAM role that allows DynamoDB puts. Your server updates DynamoDB. 

Correct Answer: B 

 

QUESTION 2

Your company operates a website for promoters to sell tickets for entertainment events. You are using a load balancer
in front of an Auto Scaling group of web server. Promotion of popular events can cause surges of websites visitors.
During scaling-out at theses times, newly launched instances are unable to complete configuration quickly enough,
leading to user disappointment. 

What option should you choose to improve scaling yet minimize costs? Choose 2 answers 

A. Create an AMI with the application pre-configured. Create a new Auto Scaling launch configuration using this new
AMI, and configure the Auto Scaling group to launch with this AMI 

B. Use Auto Scaling pre-warming to launch instances before they are required. Configure pre- warming to use the CPU
trend CloudWatch metric for the group 

C. Publish a custom CloudWatch metric from your application on the number of tickets sold, and create an Auto Scaling
policy based on this 

D. Using the history of past scaling events for similar event sales to predict future scaling requirements. Use the Auto
Scaling scheduled scaling feature to vary the size of the fleet 

E. Configure an Amazon S3 bucket for website hosting. Upload into the bucket an HTML holding page with its `x-amz-
website-redirect-location\\' metadata property set to the load balancer endpoint. Configure Elastic Load Balancing to
redirect to the holding page when the load on web servers is above a certain level 
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Correct Answer: DE 

 

QUESTION 3

Do the Amazon EBS volumes persist independently from the running life of an Amazon EC2 instance? 

A. No 

B. Only if instructed to when created 

C. Yes 

Correct Answer: C 

 

QUESTION 4

Which of the following notification endpoints or clients are supported by Amazon Simple Notification Service? Choose 2
answers 

A. Email 

B. CloudFront distribution 

C. File Transfer Protocol 

D. Short Message Service 

E. Simple Network Management Protocol 

Correct Answer: BC 

 

QUESTION 5

A gas company needs to monitor gas pressure in their pipelines. Pressure data is streamed from sensors placed
throughout the pipelines to monitor the data in real time. When an anomaly is detected, the system must send a
notification to open valve. An Amazon Kinesis stream collects the data from the sensors and an anomaly Kinesis stream
triggers an AWS Lambda function to open the appropriate valve. 

Which solution is the MOST cost-effective for responding to anomalies in real time? 

A. Attach a Kinesis Firehose to the stream and persist the sensor data in an Amazon S3 bucket. Schedule an AWS
Lambda function to run a query in Amazon Athena against the data in Amazon S3 to identify anomalies. When a change
is detected, the Lambda function sends a message to the anomaly stream to open the valve. 

B. Launch an Amazon EMR cluster that uses Spark Streaming to connect to the Kinesis stream and Spark machine
learning to detect anomalies. When a change is detected, the Spark application sends a message to the anomaly
stream to open the valve. 

C. Launch a fleet of Amazon EC2 instances with a Kinesis Client Library application that consumes the stream and
aggregates sensor data over time to identify anomalies. When an anomaly is detected, the application sends a message
to the anomaly stream to open the valve. 
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D. Create a Kinesis Analytics application by using the RANDOM_CUT_FOREST function to detect an anomaly. When
the anomaly score that is returned from the function is outside of an acceptable range, a message is sent to the
anomaly stream to open the valve. 

Correct Answer: A 

 

QUESTION 6

An organization has 10,000 devices that generate 10 GB of telemetry data per day, with each record size around 10 KB.
Each record has 100 fields, and one field consists of unstructured log data with a "String" data type in the English
language. Some fields are required for the real-time dashboard, but all fields must be available for long-term
generation. 

The organization also has 10 PB of previously cleaned and structured data, partitioned by Date, in a SAN that must be
migrated to AWS within one month. Currently, the organization does not have any real-time capabilities in their solution.
Because of storage limitations in the on-premises data warehouse, selective data is loaded while generating the long-
term trend with ANSI SQL queries through JDBC for visualization. In addition to the one-time data loading, the
organization needs a cost-effective and real-time solution. 

How can these requirements be met? (Choose two.) 

A. use AWS IoT to send data from devices to an Amazon SQS queue, create a set of workers in an Auto Scaling group
and read records in batch from the queue to process and save the data. Fan out to an Amazon SNS queue attached
with an AWS Lambda function to filter the request dataset and save it to Amazon Elasticsearch Service for real-time
analytics. 

B. Create a Direct Connect connection between AWS and the on-premises data center and copy the data to Amazon S3
using S3 Acceleration. Use Amazon Athena to query the data. 

C. Use AWS IoT to send the data from devices to Amazon Kinesis Data Streams with the IoT rules engine. Use one
Kinesis Data Firehose stream attached to a Kinesis stream to batch and stream the data partitioned by date. Use
another Kinesis Firehose stream attached to the same Kinesis stream to filter out the required fields to ingest into
Elasticsearch for real-time analytics. 

D. Use AWS IoT to send the data from devices to Amazon Kinesis Data Streams with the IoT rules engine. Use one
Kinesis Data Firehose stream attached to a Kinesis stream to stream the data into an Amazon S3 bucket partitioned by
date. Attach an AWS Lambda function with the same Kinesis stream to filter out the required fields for ingestion into
Amazon DynamoDB for real-time analytics. 

E. use multiple AWS Snowball Edge devices to transfer data to Amazon S3, and use Amazon Athena to query the data. 

Correct Answer: AD 

 

QUESTION 7

You need to configure an Amazon S3 bucket to serve static assets for your public-facing web application. Which
methods ensure that all objects uploaded to the bucket are set to public read? Choose 2 answers 

A. Set permissions on the object to public read during upload 

B. Configure the bucket ACL to sell all objects to public read 

C. Configure the bucket policy to set all objects to public read 
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D. Use AWS identity and access Management roles to set the bucket to public read 

E. Amazon S3 objects default to public read, so no action is needed 

Correct Answer: BC 

 

QUESTION 8

Which DNS name can only be resolved within Amazon EC2? 

A. Internal DNS name 

B. External DNS name 

C. Global DNS name 

D. Private DNS name 

Correct Answer: A 

 

QUESTION 9

A customers needs to capture all client connection information from their load balancer every five minutes. The
company wants to use data for analyzing traffic patterns and troubleshooting their applications. Which of the following
options meets the customer requirements? 

A. Enable access logs on the load balancer 

B. Enable AWS CloudTrail for the load balancer 

C. Enable Amazon CloudWatch metrics on the load balancer 

D. Install the Amazon CloudWatch Logs agent on the load balancer 

Correct Answer: B 

 

QUESTION 10

What happens to the I/O operations while you take a database snapshot? 

A. I/O operations to the database are suspended for an hour while the backup is in progress. 

B. I/O operations to the database are sent to a Replica (if available) for a few minutes while the backup is in progress. 

C. I/O operations will be functioning normally 

D. I/O operations to the database are suspended for a few minutes while the backup is in progress. 

Correct Answer: D 
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QUESTION 11

What is the maximum response time for a Business level Premium Support case? 

A. 30 minutes 

B. You always get instant responses (within a few seconds). 

C. 10 minutes 

D. 1 hour 

Correct Answer: D 

 

QUESTION 12

To help you manage your Amazon EC2 instances, images, and other Amazon EC2 resources, you can assign your own
metadata to each resource in the form of____________ 

A. special filters 

B. functions 

C. tags 

D. wildcards 

Correct Answer: C 

 

QUESTION 13

When should I choose Provisioned IOPS over Standard RDS storage? 

A. If you use production online transaction processing (OLTP) workloads. 

B. If you have batch-oriented workloads 

C. If you have workloads that are not sensitive to consistent performance 

Correct Answer: A 

 

QUESTION 14

You want to securely distribute credentials for your Amazon RDS instance to your fleet of web server instances. The
credentials are stored in a file that is controlled by a configuration management system. 

How do you securely deploy the credentials in an automated manner across the fleet of web server instances, which
can number in the hundreds, while retaining the ability to roll back if needed? 

A. Store your credential files in an Amazon S3 bucket. Use Amazon S3 server-side encryption on the credential files.
Have a scheduled job that pulls down the credential files into the instances every 10 minutes 
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B. Store the credential files in your version-controlled repository with the rest of your code. Have a post-commit action in
version control that kicks off a job in your continuous integration system which securely copies the new credentials files
to all web server instances 

C. Insert credential files into user data and use an instance lifecycle policy to periodically refresh the files from the user
data 

D. Keep credential files as a binary blob in an Amazon RDS MySQL DB instance, and have a script on each Amazon
EC2 instance that pulls the files down from the RDS instance 

E. Store the credential files in your version-controlled repository with the rest of your code. Use a parallel file copy
program to send the credential files from your local machine to the Amazon EC2 instances 

Correct Answer: D 

 

QUESTION 15

An organization\\'s data warehouse contains sales data for reporting purposes. data governance policies prohibit staff
from accessing the customers\\' credit card numbers. 

How can these policies be adhered to and still allow a Data Scientist to group transactions that use the same credit card
number? 

A. Store a cryptographic hash of the credit card number. 

B. Encrypt the credit card number with a symmetric encryption key, and give the key only to the authorized Data
Scientist. 

C. Mask the credit card numbers to only show the last four digits of the credit card number. 

D. Encrypt the credit card number with an asymmetric encryption key and give the decryption key only to the authorized
Data Scientist. 

Correct Answer: C 
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