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QUESTION 1

You have 3 Cloud Storage buckets that all store sensitive data. 

Which grantees should you audit to ensure that these buckets are not public? 

A. allUsers 

B. allAuthenticatedUsers 

C. publicUsers 

D. allUsers and allAuthenticatedUsers 

Correct Answer: D 

 

 

QUESTION 2

You have just created a new project which will be used to deploy a globally distributed application. You will use Cloud
Spanner for data storage. You want to create a Cloud Spanner instance. You want to perform the first step in
preparation of creating the instance. What should you do? 

A. Enable the Cloud Spanner API. 

B. Configure your Cloud Spanner instance to be multi-regional. 

C. Create a new VPC network with subnetworks in all desired regions. 

D. Grant yourself the IAM role of Cloud Spanner Admin. 

Correct Answer: A 

Reference: https://cloud.google.com/spanner/docs/instances 

 

QUESTION 3

Several employees at your company have been creating projects with Cloud Platform and paying for it with their
personal credit cards, which the company reimburses. The company wants to centralize all these projects under a
single, new billing account. What should you do? 

A. Contact cloud-billing@google.com with your bank account details and request a corporate billing account for your
company. 

B. Create a ticket with Google Support and wait for their call to share your credit card details over the phone. 

C. In the Google Platform Console, go to the Resource Manage and move all projects to the root Organizarion. 

D. In the Google Cloud Platform Console, create a new billing account and set up a payment method. 
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Correct Answer: D 

Reference: https://www.whizlabs.com/blog/google-cloud-interview-questions/ 

It\\'s pretty straight-forward: you should establish a new billing account with a company-based payment method. Then
set all the projects to use that new billing account. 

 

QUESTION 4

You need to create a custom VPC with a single subnet. The subnet\\'s range must be as large as possible. Which range
should you use? 

A. 0.0.0.0/0 

B. 10.0.0.0/8 

C. 172.16.0.0/12 

D. 192.168.0.0/16 

Correct Answer: B 

B is correct. Pay attention to the question, is talking about custom VPC subnet and is not mentioning you will use
automatic subnet mode creation. If you set subnet to custom, the minimum size is /8.
https://cloud.google.com/vpc/docs/vpc#manually_created_subnet_ip_ranges 

 

QUESTION 5

You are the team lead of a group of 10 developers. You provided each developer with an individual Google Cloud
Project that they can use as their personal sandbox to experiment with different Google Cloud solutions. You want to be
notified if any of the developers are spending above $500 per month on their sandbox environment. What should you
do? 

A. Create a single budget for all projects and configure budget alerts on this budget. 

B. Create a separate billing account per sandbox project and enable BigQuery billing exports. Create a Data Studio
dashboard to plot the spending per billing account. 

C. Create a budget per project and configure budget alerts on all of these budgets. 

D. Create a single billing account for all sandbox projects and enable BigQuery billing exports. Create a Data Studio
dashboard to plot the spending per project. 

Correct Answer: C 

Reference: https://cloud.google.com/billing/docs/how-to/budgets 

 

QUESTION 6

You have an application that receives SSL-encrypted TCP traffic on port 443. Clients for this application are located all
over the world. You want to minimize latency for the clients. Which load balancing option should you use? 
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A. HTTPS Load Balancer 

B. Network Load Balancer 

C. SSL Proxy Load Balancer 

D. Internal TCP/UDP Load Balancer. Add a firewall rule allowing ingress traffic from 0.0.0.0/0 on the target instances. 

Correct Answer: C 

Reference: https://cloud.google.com/load-balancing/docs/ssl 

 

QUESTION 7

You want to find out when users were added to Cloud Spanner Identity Access Management (IAM) roles on your
Google Cloud Platform (GCP) project. What should you do in the GCP Console? 

A. Open the Cloud Spanner console to review configurations. 

B. Open the IAM and admin console to review IAM policies for Cloud Spanner roles. 

C. Go to the Stackdriver Monitoring console and review information for Cloud Spanner. 

D. Go to the Stackdriver Logging console, review admin activity logs, and filter them for Cloud Spanner IAM roles. 

Correct Answer: D 

Activity logs captures the time when the users were given the IAM roles for Cloud Spanner 

 

QUESTION 8

You want to select and configure a solution for storing and archiving data on Google Cloud Platform. You need to
support compliance objectives for data from one geographic location. This data is archived after 30 days and needs to
be accessed annually. What should you do? 

A. Select Multi-Regional Storage. Add a bucket lifecycle rule that archives data after 30 days to Coldline Storage. 

B. Select Multi-Regional Storage. Add a bucket lifecycle rule that archives data after 30 days to Nearline Storage. 

C. Select Regional Storage. Add a bucket lifecycle rule that archives data after 30 days to Nearline Storage. 

D. Select Regional Storage. Add a bucket lifecycle rule that archives data after 30 days to Coldline Storage. 

Correct Answer: D 

Google Cloud Coldline is a new cold-tier storage for archival data with access frequency of less than once per year.
Unlike other cold storage options, Nearline has no delays prior to data access, so now it is the leading solution among
competitors. 

 

QUESTION 9
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You have an application that uses Cloud Spanner as a database backend to keep current state information about users.
Cloud Bigtable logs all events triggered by users. You export Cloud Spanner data to Cloud Storage during daily
backups. One of your analysts asks you to join data from Cloud Spanner and Cloud Bigtable for specific users. You
want to complete this ad hoc request as efficiently as possible. What should you do? 

A. Create a dataflow job that copies data from Cloud Bigtable and Cloud Storage for specific users. 

B. Create a dataflow job that copies data from Cloud Bigtable and Cloud Spanner for specific users. 

C. Create a Cloud Dataproc cluster that runs a Spark job to extract data from Cloud Bigtable and Cloud Storage for
specific users. 

D. Create two separate BigQuery external tables on Cloud Storage and Cloud Bigtable. Use the BigQuery console to
join these tables through user fields, and apply appropriate filters. 

Correct Answer: D 

D is the correct answer, 

An external data source is a data source that you can query directly from BigQuery, even though the data is not stored
in BigQuery storage. 

BigQuery supports the following external data sources: 

Amazon S3 

Azure Storage 

Cloud Bigtable 

Cloud Spanner 

Cloud SQL 

Cloud Storage 

Drive 

 

QUESTION 10

Your developers have some application metrics that they\\'re tracking. They\\'d like to be able to create alerts based on
these metrics. What steps need to happen in order to alert based on these metrics? 

A. In the UI create a new logging metric with the required filters, edit the application code to set the metric value when
needed, and create an alert in Stackdriver based on the new metric. 

B. Create a custom monitoring metric in code, edit the application code to set the metric value when needed, create an
alert in Stackdriver based on the new metric. 

C. Add the Stackdriver monitoring and logging agent to the instances running the code. 

D. Create a custom monitoring metric in code, in the UI create a matching logging metric, and create an alert in
Stackdriver based on the new metric. 

Correct Answer: B 
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QUESTION 11

You are migrating a production-critical on-premises application that requires 96 vCPUs to perform its task. You want to
make sure the application runs in a similar environment on GCP. What should you do? 

A. When creating the VM, use machine type n1-standard-96. 

B. When creating the VM, use Intel Skylake as the CPU platform. 

C. Create the VM using Compute Engine default settings. Use gcloud to modify the running instance to have 96
vCPUs. 

D. Start the VM using Compute Engine default settings, and adjust as you go based on Rightsizing Recommendations. 

Correct Answer: A 

https://cloud.google.com/compute/docs/machine-types 

 

QUESTION 12

You need to verify that a Google Cloud Platform service account was created at a particular time. What should you do? 

A. Filter the Activity log to view the Configuration category. Filter the Resource type to Service Account. 

B. Filter the Activity log to view the Configuration category. Filter the Resource type to Google Project. 

C. Filter the Activity log to view the Data Access category. Filter the Resource type to Service Account. 

D. Filter the Activity log to view the Data Access category. Filter the Resource type to Google Project. 

Correct Answer: A 

Filter the Activity log to view the Configuration category. Filter the Resource type to Service Account. 

 

QUESTION 13

You have an App Engine application serving as your front-end. It\\'s going to publish messages to Pub/Sub. The
Pub/Sub API hasn\\'t been enabled yet. What is the fastest way to enable the API? 

A. Use a service account to auto-enable the API. 

B. Enable the API in the Console. 

C. Application\\'s in App Engine don\\'t require external APIs to be enabled. 

D. The API will be enabled the first time the code attempts to access Pub/Sub. 

Correct Answer: D 
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QUESTION 14

You want to deploy an application on Cloud Run that processes messages from a Cloud Pub/Sub topic. You want to
follow Google-recommended practices. What should you do? 

A. 1. Create a Cloud Function that uses a Cloud Pub/Sub trigger on that topic. 

2. Call your application on Cloud Run from the Cloud Function for every message. 

B. 1. Grant the Pub/Sub Subscriber role to the service account used by Cloud Run. 

2.

 Create a Cloud Pub/Sub subscription for that topic. 

3.

 Make your application pull messages from that subscription. 

C. 1. Create a service account. 

2.

 Give the Cloud Run Invoker role to that service account for your Cloud Run application. 

3.

 Create a Cloud Pub/Sub subscription that uses that service account and uses your Cloud Run application as the push
endpoint. 

D. 1. Deploy your application on Cloud Run on GKE with the connectivity set to Internal. 

2.

 Create a Cloud Pub/Sub subscription for that topic. 

3.

 In the same Google Kubernetes Engine cluster as your application, deploy a container that takes the messages and
sends them to your application. 

Correct Answer: C 

C. is the correct answer: Create a service account. 2. Give the Cloud Run Invoker role to that service account for your
Cloud Run application. 3. Create a Cloud Pub/Sub subscription that uses that service account and uses your Cloud Run
application as the push endpoint 

 

QUESTION 15

You need to help a developer install the App Engine Go extensions. However, you\\'ve forgotten the exact name of the
component. Which command could you run to show all of the available options? 

A. gcloud config list 
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B. gcloud component list 

C. gcloud config components list 

D. gcloud components list 

Correct Answer: D 
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