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QUESTION 1

An attacker is attempting to harvest user credentials on a client\\'s website. A security analyst notices multiple attempts
of random usernames and passwords. 

When the analyst types in a random username and password, the logon screen displays the following message: 

The username you entered does not exist. 

Which of the following should the analyst recommend be enabled? 

A. Input validation 

B. Obfuscation 

C. Error handling 

D. Username lockout 

Correct Answer: B 

 

QUESTION 2

A large enterprise has moved all Hs data to the cloud behind strong authentication and encryption A sales director
recently had a laptop stolen and later, enterprise data was round to have been compromised database. Which of the
following was the MOST likely cause? 

A. Shadow IT 

B. Credential stuffing 

C. SQL injection 

D. Man-in-the-browser 

E. Bluejacking 

Correct Answer: A 

While SQL Injection might be one way that enterprise data from the local database was compromised, an attacker could
simple have hacked into the person machine and opened up the local database to steal the data. SQL Injection is
possible, but is not MOST Likely. You need to ask the question: If the enterprise has moved everything into the cloud,
then the only reason there is a local database on the person\\'s machine is because they installed the database. They
installed an application on their local machine when they should have been using an application on the company\\'s
cloud. That, in its definition, is shadow IT. 

 

QUESTION 3

While preparing a software Inventory report, a security analyst discovers an unauthorized program installed on most of
the company\\'s servers. The program utilizes the same code signing certificate as an application deployed to only the
accounting team. 
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Which of the following mitigations would BEST secure the server environment? 

A. Revoke the code signing certificate used by both programs. 

B. Block all unapproved file hashes from installation. 

C. Add the accounting application file hash to the allowed list. 

D. Update the code signing certificate for the approved application. 

Correct Answer: C 

 

QUESTION 4

A Chief information Officer is concerned about employees using company-issued laptops to steal dala when accessing
network shares 

Which of the following should the company implement? 

A. DLP 

B. CASB 

C. HIDS 

D. EDR 

E. UEFI 

Correct Answer: A 

 

QUESTION 5

An organization routes all of its traffic through a VPN Most users are remote and connect into a corporate datacenter
that houses confidential information There is a firewall at the Internet border followed by a DIP appliance, the VPN
server and the datacenter itself. Which of the following is the WEAKEST design element? 

A. The DLP appliance should be integrated into a NGFW. 

B. Split-tunnel connections can negatively impact the DLP appliance\\'s performance 

C. Encrypted VPN traffic will not be inspected when entering or leaving the network 

D. Adding two hops in the VPN tunnel may slow down remote connections 

Correct Answer: C 

 

QUESTION 6

A security analyst is concerned about traffic initiated to the dark web form the corporate LAN. Which of the following
networks should the analyst monitor? 
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A. SFTP 

B. AS 

C. Tor 

D. LoC 

Correct Answer: C 

TOR is a dark web browser 

 

QUESTION 7

A security audit has revealed that a process control terminal is vulnerable to malicious users installing and executing
software on the system. The terminal is beyond end-of-life support and cannot be upgraded, so it is placed on a
projected network segment. Which of the following would be MOST effective to implement to further mitigate the
reported vulnerability? 

A. DNS sinkholing 

B. DLP rules on the terminal 

C. An IP blacklist 

D. Application whitelisting 

Correct Answer: D 

 

QUESTION 8

A database administrator wants to grant access to an application that will be reading and writing data to a database.
The database is shared by other applications also used by the finance department Which of the following account types
Is MOST appropriate for this purpose? 

A. Service 

B. Shared 

C. eneric 

D. Admin 

Correct Answer: A 

The study guide explicitly states that generic accounts are for many different individuals doing the same work whereas a
service account is explicitly for a application/service to run its work. 

 

QUESTION 9

A Chief Security Office\\'s (CSO\\'s) key priorities are to improve preparation, response, and recovery practices to
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minimize system downtime and enhance organizational resilience to ransomware attacks. Which of the following would
BEST meet the CSO\\'s objectives? 

A. Use email-filtering software and centralized account management, patch high-risk systems, and restrict
administration privileges on fileshares. 

B. Purchase cyber insurance from a reputable provider to reduce expenses during an incident. 

C. Invest in end-user awareness training to change the long-term culture and behavior of staff and executives, reducing
the organization\\'s susceptibility to phishing attacks. 

D. Implement application whitelisting and centralized event-log management, and perform regular testing and validation
of full backups. 

Correct Answer: D 

 

QUESTION 10

A company recently expenenced an attack dunng which #5 main website was directed to the atacker\\'s web server,
allowing the attacker to harvest credentials from unsuspecting customers. Which of the following snould the company
Implement to prevent this type of attack from accurting in the future? 

A. IPSec 

B. SSL/TLS 

C. DNSSEC 

D. S/MIME 

Correct Answer: B 

 

QUESTION 11

The findings in a consultant\\'s report indicate the most critical risk to the security posture from an incident response
perspective is a lack of workstation and server investigation capabilities. Which of the following should be implemented
to remediate this risk? 

A. HIDS 

B. FDE 

C. NGFW 

D. EDR 

Correct Answer: D 

EDR solutions are designed to detect and respond to malicious activity on workstations and servers, and they provide a
detailed analysis of the incident, allowing organizations to quickly remediate the threat. According to the CompTIA
Security+ SY0-601 Official Text Book, EDR solutions can be used to detect malicious activity on endpoints, investigate
the incident, and contain the threat. EDR solutions can also provide real-time monitoring and alerting for potential
security events, as well as detailed forensic analysis for security incidents. Additionally, the text book recommends that
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organizations also implement a host- based intrusion detection system (HIDS) to alert them to malicious activity on their
workstations and servers. 

 

QUESTION 12

Aconbgany uses a drone for precise perimeter and boundary monitoring. Which of the following should be MOST
conceming to the company? 

A. Privacy 

B. Cloud storage of telemetry data 

C. GPS spoofing 

D. Weather events 

Correct Answer: C 

 

QUESTION 13

In the middle of a cyberattack, a security engineer removes the infected devices from the network and locks down all
compromised accounts. In which of the following incident response phases is the security engineer currently operating? 

A. Identification 

B. Preparation 

C. Eradiction 

D. Recovery 

E. Containment 

Correct Answer: E 

Isolation involves removing affected components from any environment the greater one. This can be anything from
removing the server from the network after become the target of DoS attacks, to the point of placing applications in a
VM sandbox outside the environment where the host usually runs. Whatever the situation, you\\'ll want to make sure
you don\\'t there is another Interface between the affected component and the production network or the Internet. 

 

QUESTION 14

An enterprise needs to keep cryptographic keys in a safe manner. Which of the following network appliances can
achieve this goal? 

A. HSM 

B. CASB 

C. TPM 
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D. DLP 

Correct Answer: A 

"A hardware security module (HSM) is a physical computing device that safeguards and manages digital keys" 

 

QUESTION 15

Which of the following BEST helps to demonstrate integrity during a forensic investigation? 

A. Event logs 

B. Encryption 

C. Hashing 

D. Snapshots 

Correct Answer: C 

Hahshing = Checksum = Integrity 
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