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QUESTION 1

Unshielded Twisted Pair (UTP) cables comes in several categories. The categories are based on: 

A. The level of performance 

B. How thick the shielding is. 

C. The length of the cable 

D. The diameter of the copper. 

Correct Answer: A 

TIA/EIA-568 is a set of telecommunications standards from the Telecommunications Industry Association, an offshoot of
the EIA. The standards address commercial building cabling for telecom products and services. 

The standard is currently (2009) at revision C, replacing the 2001 revision B, the 1995 revision A, and the initial issue of
1991, which are now obsolete. 

Perhaps the best known features of TIA/EIA-568 are the pin/pair assignments for eight- conductor 100ohm balanced
twisted pair cabling. These assignments are named T568A and T568B, and are frequently referred to (erroneously) as
TIA/EIA-568A and TIA/EIA-568B. An IEC standard ISO/IEC 11801 provides similar standards for network cables. 

The standard defines categories of unshielded twisted pair cable systems, with different levels of performance in signal
bandwidth, attenuation, and cross-talk. Generally increasing category numbers correspond with a cable system suitable
for higher rates of data transmission. Category 3 cable was suitable for telephone circuits and data rates up to 16 million
bits per second. Category 5 cable, with more restrictions on attenuation and cross talk, has a bandwidth of 100 MHz.
The 1995 edition of the standard defined categories 3, 4, and 5. Categories 1 and 2 were excluded from the standard
since these categories were only used for voice circuits, not for data. 

Twisted pair cabling is a type of wiring in which two conductors of a single circuit are twisted together for the purposes of
canceling out electromagnetic interference (EMI) from external sources; for instance, electromagnetic radiation from
unshielded twisted pair (UTP) cables, and crosstalk between neighboring pairs. It was invented by Alexander Graham
Bell. 

SOME OF THE LIMITATION OF UTP UTP has several drawbacks. Because it does not have shielding like shielded
twisted-pair cables, UTP is susceptible to interference from external electrical sources, which could reduce the integrity
of the signal. Also, to intercept transmitted data, an intruder can install a tap on the cable or monitor the radiation from
the wire. Thus, UTP may not be a good choice when transmitting very sensitive data or when installed in an
environment with much electromagnetic interference (EMI) or radio frequency interference (RFI). Despite its drawbacks,
UTP is the most common cable type. UTP is inexpensive, can be easily bent during installation, and, in most cases, the
risk from the above drawbacks is not enough to justify more expensive cables. 

Resource(s) used for this question: 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 Press) (Kindle
Locations 6507-6511). Auerbach Publications. Kindle Edition. 

http://en.wikipedia.org/wiki/TIA/EIA-568#cite_note-7 

http://en.wikipedia.org/wiki/Twisted_pair 

AIOv3 Telecommunication and Networking Security (page 455) 
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QUESTION 2

Which of the following best describes signature-based detection? 

A. Compare source code, looking for events or sets of events that could cause damage to a system or network. 

B. Compare system activity for the behaviour patterns of new attacks. 

C. Compare system activity, looking for events or sets of events that match a predefined pattern of events that describe
a known attack. 

D. Compare network nodes looking for objects or sets of objects that match a predefined pattern of objects that may
describe a known attack. 

Correct Answer: C 

Misuse detectors compare system activity, looking for events or sets of events that match a predefined pattern of events
that describe a known attack. As the patterns corresponding to known attacks are called signatures, misuse detection is
sometimes called "signature-based detection." 

The most common form of misuse detection used in commercial products specifies each pattern of events
corresponding to an attack as a separate signature. However, there are more sophisticated approaches to doing misuse
detection (called "state-based" analysis techniques) that can leverage a single signature to detect groups of attacks. 

Reference: Old Document: BACE, Rebecca and MELL, Peter, NIST Special Publication 800-31 on Intrusion Detection
Systems, Page 

16. 

The publication above has been replaced by 800-94 on page 2-4 

The Updated URL is: http://csrc.nist.gov/publications/nistpubs/800-94/SP800-94.pdf 

 

QUESTION 3

Which access control model provides upper and lower bounds of access capabilities for a subject? 

A. Role-based access control 

B. Lattice-based access control 

C. Biba access control 

D. Content-dependent access control 

Correct Answer: B 

In the lattice model, users are assigned security clearences and the data is classified. Access decisions are made
based on the clearence of the user and the classification of the object. Lattice-based access control is an essential
ingredient of formal security models such as Bell- LaPadula, Biba, Chinese Wall, etc. 

The bounds concept comes from the formal definition of a lattice as a "partially ordered set for which every pair of
elements has a greatest lower bound and a least upper bound." To see the application, consider a file classified as
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"SECRET" and a user Joe with a security clearence of "TOP SECRET." Under Bell-LaPadula, Joe\\'s "least upper
bound" access to the file is "READ" and his least lower bound is "NO WRITE" (star property). 

Role-based access control is incorrect. Under RBAC, the access is controlled by the permissions assigned to a role and
the specific role assigned to the user. 

Biba access control is incorrect. The Biba integrity model is based on a lattice structure but the context of the question
disqualiifes it as the best answer. 

Content-dependent access control is incorrect. In content dependent access control, the actual content of the
information determines access as enforced by the arbiter. 

References: 

CBK, pp. 324-325. 

AIO3, pp. 291-293. See aprticularly Figure 5-19 on p. 293 for an illustration of bounds in action. 

 

QUESTION 4

Which of the following protocols suite does the Internet use? 

A. IP/UDP/TCP 

B. IP/UDP/ICMP/TCP 

C. TCP/IP 

D. IMAP/SMTP/POP3 

Correct Answer: C 

Transmission Control Protocol/Internet Protocol (TCP/IP) is the common name for the suite of protocols that was
developed by the Department of Defense (DoD) in the 1970\\'s to support the construction of the internet. The Internet is
based on TCP/IP. 

The Internet protocol suite is the networking model and a set of communications protocols used for the Internet and
similar networks. It is commonly known as TCP/IP, because its most important protocols, the Transmission Control
Protocol (TCP) and the Internet Protocol (IP), were the first networking protocols defined in this standard. It is
occasionally known as the DoD model, because the development of the networking model was funded by DARPA, an
agency of the United States Department of Defense. 

TCP/IP provides end-to-end connectivity specifying how data should be formatted, addressed, transmitted, routed and
received at the destination. This functionality has been organized into four abstraction layers within the DoD Model
which are used to sort all related protocols according to the scope of networking involved. 

From lowest to highest, the layers are: 

The link layer, containing communication technologies for a single network segment (link), 

The internet layer, connecting independent networks, thus establishing internetworking, 

The transport layer handling process-to-process communication, 

The application layer, which interfaces to the user and provides support services. 
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The TCP/IP model and related protocols are maintained by the Internet Engineering Task Force (IETF). 

The following answers are incorrect: 

IP/UDP/TCP. This is incorrect, all three are popular protocol and they are not considered a suite of 

protocols. 

IP/UDP/ICMP/TCP. This is incorrect, all 4 are some of the MOST commonly used protocol but they are not 

called a suite of protocol. 

IMAP/SMTP/POP3 . This is incorrect because they are all email protocol and consist of only a few of the protocol that
would be included in the TCP/IP suite of protocol. 

Reference(s) used for this question: 

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition ((ISC)2 

Press) (Kindle Locations 5267-5268). Auerbach Publications. Kindle Edition. 

http://en.wikipedia.org/wiki/Internet_protocol_suite 

 

QUESTION 5

A host-based IDS is resident on which of the following? 

A. On each of the critical hosts 

B. decentralized hosts 

C. central hosts 

D. bastion hosts 

Correct Answer: A 

A host-based IDS is resident on a host and reviews the system and event logs in order to detect an attack on the host
and to determine if the attack was successful. All critical serves should have a Host Based Intrusion Detection System
(HIDS) installed. As you are well aware, network based IDS cannot make sense or detect pattern of attacks within
encrypted traffic. A HIDS might be able to detect such attack after the traffic has been decrypted on the host. This is
why critical servers should have both NIDS and HIDS. 

FROM WIKIPEDIA: 

A HIDS will monitor all or part of the dynamic behavior and of the state of a computer system. Much as a NIDS will
dynamically inspect network packets, a HIDS might detect which program accesses what resources and assure that
(say) a word-processor hasn\\\'t suddenly and inexplicably started modifying the system password-database. Similarly a
HIDS might look at the state of a system, its stored information, whether in RAM, in the file-system, or elsewhere; and
check that the contents of these appear as expected. 

One can think of a HIDS as an agent that monitors whether anything/anyone - internal or external - has circumvented
the security policy that the operating system tries to enforce. 

http://en.wikipedia.org/wiki/Host-based_intrusion_detection_system 
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QUESTION 6

Before the advent of classless addressing, the address 128.192.168.16 would have been considered part of: 

A. a class A network. 

B. a class B network. 

C. a class C network. 

D. a class D network. 

Correct Answer: B 

Before the advent of classless addressing, one could tell the size of a network by the first few bits of an IP address. If
the first bit was set to zero (the first byte being from 0 to 127), the address was a class A network. Values from 128 to
191 were used for class B networks whereas values between 192 and 223 were used for class C networks. Class D,
with values from 224 to 239 (the first three bits set to one and the fourth to zero), was reserved for IP multicast. Source:
STREBE, Matthew and PERKINS, Charles, Firewalls 24seven, Sybex 2000, Chapter 3: TCP/IP from a Security
Viewpoint. 

 

QUESTION 7

Which of the following prevents, detects, and corrects errors so that the integrity, availability, and confidentiality of
transactions over networks may be maintained? 

A. Communications security management and techniques 

B. Information security management and techniques 

C. Client security management and techniques 

D. Server security management and techniques 

Correct Answer: A 

Communications security and techniques are the best area for addressing this objective. 

"Information security management and techniques" is incorrect. While the overall information security program would
include this objective, communications security is the more specific and better answer. 

"Client security management and techniques" is incorrect. While client security plays a part in this overall objective,
communications security is the more specific and better answer. 

"Server security management and techniques" is incorrect. While server security plays a part in this overall 

objective, communications security is the more specific and better answer. 

References: 

CBK, p. 408 
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QUESTION 8

Which of the following service is not provided by a public key infrastructure (PKI)? 

A. Access control 

B. Integrity 

C. Authentication 

D. Reliability 

Correct Answer: D 

A Public Key Infrastructure (PKI) provides confidentiality, access control, integrity, authentication and non-

repudiation. 

It does not provide reliability services. 

Reference(s) used for this question: 

TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. 

 

QUESTION 9

What would BEST define a covert channel? 

A. An undocumented backdoor that has been left by a programmer in an operating system 

B. An open system port that should be closed. 

C. A communication channel that allows transfer of information in a manner that violates the system\\'s security policy. 

D. A trojan horse. 

Correct Answer: C 

The Answer: A communication channel that allows transfer of information in a manner that violates the system\\'s
security policy. A covert channel is a way for an entity to receive information in an unauthorized manner. It is an
information flow that is not controlled by a security mechanism. This type of information path was not developed for
communication; thus, the system does not properly protect this path, because the developers never envisioned
information being passed in this way. Receiving information in this manner clearly violates the system\\'s security policy.
The channel to transfer this unauthorized data is the result of one of the following conditions:· Oversight in the
development of the product

 Improper implementation of access controls

 Existence of a shared resource between the two entities

 Installation of a Trojan horse The following answers are incorrect: An undocumented backdoor that has been left by a
programmer in an operating system is incorrect because it is not a means by which unauthorized transfer of information
takes place. Such backdoor is usually referred to as a Maintenance Hook. An open system port that should be closed is
incorrect as it does not define a covert channel. 
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A trojan horse is incorrect because it is a program that looks like a useful program but when you install it it would include
a bonus such as a Worm, Backdoor, or some other malware without the installer knowing about it. 

Reference(s) used for this question: 

Shon Harris AIO v3 , Chapter-5 : Security Models and Architecture 

AIOv4 Security Architecture and Design (pages 343 - 344) 

AIOv5 Security Architecture and Design (pages 345 - 346) 

 

QUESTION 10

Which of the following is more suitable for a hardware implementation? 

A. Stream ciphers 

B. Block ciphers 

C. Cipher block chaining 

D. Electronic code book 

Correct Answer: A 

A stream cipher treats the message as a stream of bits or bytes and performs mathematical functions on them
individually. The key is a random value input into the stream cipher, which it uses to ensure the randomness of the
keystream data. They are more suitable for hardware implementations, because they encrypt and decrypt one bit at a
time. They are intensive because each bit must be manipulated, which works better at the silicon level. Block ciphers
operate a the block level, dividing the message into blocks of bits. Cipher Block chaining (CBC) and Electronic Code
Book (ECB) are operation modes of DES, a block encryption algorithm. 

Source: WALLHOFF, John, CBK#5 Cryptography (CISSP Study Guide), April 2002 (page 2). 

 

QUESTION 11

Which of the following is TRUE regarding Transmission Control Protocol (TCP) and User Datagram Protocol (UDP)? 

A. TCP is connection-oriented, UDP is not. 

B. UDP provides for Error Correction, TCP does not. 

C. UDP is useful for longer messages, rather than TCP. 

D. TCP does not guarantee delivery of data, while UDP does guarantee data delivery. 

Correct Answer: A 

TCP is a reliable connection-oriented transport for guaranteed delivery of data. 

Protocols represent certain rules and regulations that are essential in order to have data communication between two
entities. Internet Protocols work in sending and receiving data packets. This type of communication may be either
connection-less or connection-oriented. 
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In a connection-oriented scenario, an acknowledgement is being received by the sender from the receiver 

in support of a perfect transfer. Transmission Control Protocol or TCP is such a protocol. On the other hand, UDP or
User Datagram Protocol is of the connection-less type where no feedback is being forwarded to the sender after
delivery and the data transfer have taken place or not. Though, it\\'s not a guaranteed method, but, once a connection is
established, UDP works much faster than TCP as TCP has to rely on a feedback and accordingly, the entire 3-way
handshaking takes place. 

The following answers are incorrect: 

UDP provides for Error Correction, TCP does not: UDP does not provide for error correction, while TCP does. UDP is
useful for longer messages, rather than TCP: UDP is useful for shorter messages due to its 

connectionless nature. 

TCP does not guarantee delivery of data, while UDP does guarantee data delivery: The opposite is true. 

References Used for this question: 

http://www.cyberciti.biz/faq/key-differences-between-tcp-and-udp-protocols/ http://www.skullbox.net/ 

tcpudp.php 

James\\'s TCP-IP FAQ - Understanding Port Numbers. 

 

QUESTION 12

Controlling access to information systems and associated networks is necessary for the preservation of their: 

A. Authenticity, confidentiality and availability 

B. Confidentiality, integrity, and availability. 

C. integrity and availability. 

D. authenticity,confidentiality, integrity and availability. 

Correct Answer: B 

Controlling access to information systems and associated networks is necessary for the preservation of their
confidentiality, integrity and availability. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 31. 

 

QUESTION 13

What mechanism does a system use to compare the security labels of a subject and an object? 

A. Validation Module. 

B. Reference Monitor. 
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C. Clearance Check. 

D. Security Module. 

Correct Answer: B 

Because the Reference Monitor is responsible for access control to the objects by the subjects it compares 

the security labels of a subject and an object. 

According to the OIG: The reference monitor is an access control concept referring to an abstract machine 

that mediates all accesses to objects by subjects based on information in an access control database. The 

reference monitor must mediate all access, be protected from modification, be verifiable as correct, and 

must always be invoked. The reference monitor, in accordance with the security policy, controls the checks 

that are made in the access control database. 

The following are incorrect: 

Validation Module. A Validation Module is typically found in application source code and is used to validate 

data being inputted. 

Clearance Check. Is a distractor, there is no such thing other than what someone would do when checking 

if someone is authorized to access a secure facility. 

Security Module. Is typically a general purpose module that prerforms a variety of security related 

functions. 

References: 

OIG CBK, Security Architecture and Design (page 324) 

AIO, 4th Edition, Security Architecture and Design, pp 328-328. 

Wikipedia - http://en.wikipedia.org/wiki/Reference_monitor 

 

QUESTION 14

Which of the following best corresponds to the type of memory addressing where the address location that is specified
in the program instruction contains the address of the final desired location? 

A. Direct addressing 

B. Indirect addressing 

C. Indexed addressing 

D. Program addressing 
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Correct Answer: B 

Indirect addressing is when the address location that is specified in the program instruction contains the address of the
final desired location. Direct addressing is when a portion of primary memory is accessed by specifying the actual
address of the memory location. Indexed addressing is when the contents of the address defined in the program\\'s
instruction is added to that of an index register. Program addressing is not a defined memory addressing mode. 

Source: WALLHOFF, John, CBK#6 Security Architecture and Models (CISSP Study Guide), April 2002 (page 2). 

 

QUESTION 15

Which of the following was designed as a more fault-tolerant topology than Ethernet, and very resilient when properly
implemented? 

A. Token Link. 

B. Token system. 

C. Token Ring. 

D. Duplicate ring. 

Correct Answer: C 

Token Ring was designed to be a more fault-tolerant topology than Ethernet, and can be a very resilient topology when
properly implemented. 

Source: KRUTZ, Ronald L. and VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of Computer
Security, 2001, John Wiley and Sons, Page 72. 
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