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QUESTION 1

The same security policy has been redundantly implemented as part of the service contracts for Web services A, B and
C. In order to reduce the effort of maintaining multiple redundant service policies, it has been decided to centralize
policy enforcement across these three services. 

Which of the following industry standards will need to be used for Web services A, B and C in order for their service
contracts to share the same security policy document? 

A. WS-PolicyAttachment 

B. WS-SecureConversation 

C. WS-Trust 

D. WS-Security 

Correct Answer: A 

 

QUESTION 2

The use of derived keys is based on symmetric encryption. This is similar to asymmetric encryption because different
keys can be derived from a session key and used separately for encryption and decryption. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 3

An attacker is able to gain access to a service and invokes the service. Upon executing the service logic, the attacker is
able to gain access to underlying service resources, including a private database. The attacker proceeds to delete data
from the database. 

The attacker has successfully executed which type of attack? 

A. exception generation attack 

B. insufficient authorization attack 

C. denial of service attack 

D. None of the above. 

Correct Answer: B 

 

QUESTION 4
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Service A retrieves data from third-party services that reside outside the organizational boundary. The quality of the data
provided by these third-party services is not guaranteed. Service A contains exception shielding logic that checks all
outgoing messages. It is discovered that service consumers are still sometimes receiving malicious content from
Service A. Because digital signatures are being used, it is confirmed that Service A is, in fact, the sender of these
messages and that the messages are not being altered by any intermediaries. 

Why do messages from Service A continue to contain malicious content? 

A. Messages received from third-party services are the likely source of the malicious content. 

B. Digital signatures alone are not sufficient. They need to be used in conjunction with asymmetric encryption in order to
ensure that no intermediary can alter messages. 

C. Exception shielding logic needs to be used in conjunction with asymmetric encryption in order to guarantee that
malicious content is not spread to service consumers. 

D. None of the above. 

Correct Answer: A 

 

QUESTION 5

As an SOA security specialist you are being asked to educate an IT team about how to best design security policies for
a given set of services. 

Which of the following recommendations are valid? 

A. common security requirements can be centralized into shared security policies 

B. security policies are defined by using WSDL and XML Schema industry standards together 

C. security policies can be decoupled from service logic 

D. security policies can be part of service contracts and are therefore subject to the Service Loose Coupling principle 

Correct Answer: ACD 

 

QUESTION 6

The application of the Trusted Subsystem pattern directly supports the goals of the Service Loose Coupling principle. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 7

The Service Perimeter Guard pattern can be used in combination with other patterns to help avoid both data-oriented
attacks and access-oriented attacks. 
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A. True 

B. False 

Correct Answer: A 

 

QUESTION 8

Which of the following types of WS-SecurityPolicy assertions is required in order to determine whether derived keys are
needed for a key agreement security session? 

A. protection assertions 

B. token assertions 

C. security binding assertions 

D. None of the above. 

Correct Answer: B 

 

QUESTION 9

Architects responsible for a domain service inventory are being asked to make some of their services available to
service consumers from outside the organization. However, they are reluctant to do so and consult you to help define a
security architecture that will keep all of the existing services within the domain service inventory hidden within a private
network. 

Which of the following is a valid approach for fulfilling this requirement? 

A. Apply the Brokered Authentication pattern to position an authentication broker outside the private network that has
beenconfigured to access the internal services via a firewall. The authentication broker becomes the sole contact point
for external service consumers. 

B. Apply the Service Perimeter Guard pattern in order to position a perimeter service outside the private network that
has been configured to access the internal services via a firewall. The perimeter service becomes the sole contact point
for external service consumers. 

C. Apply the Trusted Subsystem pattern in order to position a service outside the private network that authenticates
each incoming request and then uses its own set of credentials to get access to internal services. This service becomes
the sole contact point for external service consumers. 

D. None of the above. 

Correct Answer: B 

 

QUESTION 10

The application of the Service Loose Coupling principle does not relate to the use of security policies as part of service
contracts. 
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A. True 

B. False 

Correct Answer: B 

 

QUESTION 11

Service A is a Web service with an implementation that uses managed code. To perform a graphics-related operation,
this managed code needs to access a graphics function that exist as unmanaged code. A malicious service consumer
sends a message to Service A containing a very large numeric value. This value is forwarded by Service A\\' s logic to
the graphics function. As a result, the service crashes and becomes unavailable. 

The service consumer successfully executed which attack? 

A. Buffer overrun attack 

B. Exception generation attack 

C. XML parser attack 

D. None of the above 

Correct Answer: A 

 

QUESTION 12

A malicious active intermediary intercepts a message sent between two services. What concerns are raised by such an
attack? 

A. The integrity of the message can be compromised 

B. The confidentiality of the message can be compromised 

C. the message can be routed to a different destination 

D. All of the above. 

Correct Answer: D 

 

QUESTION 13

Service A is part of a large service composition. Following an attack, Service A becomes non- responsive. Which of the
following attacks could be responsible for Service A\\'s non- responsiveness? 

A. Buffer overrun attack 

B. Exception generation attack 

C. XML parser attack 
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D. None of the above. 

Correct Answer: AC 

 

QUESTION 14

When considering the ESB as providing intermediary logic, which of the following types of subject confirmation methods
relate to its access control issues? 

A. Holder-of-key 

B. Sender-vouches 

C. Issuer-vouches 

D. None of the above. 

Correct Answer: B 

 

QUESTION 15

The exception shielding logic resulting from the application of the Exception Shielding pattern can be centralized by
applying which additional pattern? 

A. Message Screening 

B. Trusted Subsystem 

C. Service Perimeter Guard 

D. None of the above. 

Correct Answer: C 
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