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QUESTION 1

The application of the Service Autonomy principle is always negatively affected when applying the Data Confidentiality
pattern together with the Data Origin Authentication pattern. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 2

Service A contains a service capability that runs a complex mathematical function, which results in runtime failure if
invalid input values are supplied by a service consumer. Security needs to be added so that it can be verified that
message content received by Service A has not been altered since the message was sent by a legitimate service
consumer. Which pattern needs to be applied to fulfill this security requirement? 

A. Data Confidentiality 

B. Data Origin Authentication 

C. Direct Authentication 

D. Brokered Authentication 

Correct Answer: B 

 

QUESTION 3

A set of SAML tokens has been used as a result of the application of the Brokered Authentication pattern within a
particular service inventory. Because SAML assertions normally contain a signature, the security specialist is confident
that the integrity of messages will be maintained. 

What\\'s wrong with this assumption? 

A. The signature contained within the SAML assertion protects the integrity of the assertion, not of the message itself. 

B. SAML assertions also contain the name of the issuer and the validity period, which are needed in addition to the
signature to ensure message integrity. 

C. SAML assertions cannot contain signatures. 

D. Nothing is wrong. The security specialist\\'s assumption is correct. 

Correct Answer: A 

 

QUESTION 4
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The requirement to defer security related state data at runtime relates directly to the application of which service-
orientation principle? 

A. Service Loose Coupling 

B. Service Autonomy 

C. Service Abstraction 

D. None of the above. 

Correct Answer: D 

 

QUESTION 5

A SAML assertion always contains: 

A. the name of the issuer 

B. a validity period 

C. subject confirmation 

D. signature 

Correct Answer: AB 

 

QUESTION 6

Service A supports WS-Security and Service B does not. How can they exchange secure messages? 

A. WS-Security regulates identity stores and therefore does not prohibit Service A and Service B from exchanging
secure messages. 

B. Service B can be designed to support XML Canonicalization instead. This enables Service B to be compatible with
any service that supports WS-Security. 

C. As long as both services share the same public key. itdoesn\\'tmatter whether WS- Security is supported. 

D. None of the above. 

Correct Answer: D 

 

QUESTION 7

Service A is an agnostic service that currently uses message-layer security implemented by symmetric encryption.
However, because Service A has recently been successfully attacked, it has been decided that asymmetric encryption
needs to be used instead. The nature of the messages exchanged by Service A requires that only some parts of the
message data need to be encrypted. Although it is agreed that asymmetric encryption is required, architects are
concerned that it will adversely affect the service\\'s runtime performance. 
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Which of the following approaches will fulfill these security requirements with the least amount of performance
degradation? 

A. An authentication broker needs to be introduced with a dedicated identity store. 

B. Only the required parts of the message need to be encrypted instead of encrypting the entire message. 

C. The Direct Authentication pattern needs to be applied so that no intermediary is involved between Service A and its
service consumers. 

D. Certificates need to be issued by a registered certificate authority. 

Correct Answer: B 

 

QUESTION 8

The more the security architecture is across services, the more the service composition architecture. 

A. standardized, flexible 

B. centralized, vendor-neutral 

C. standardized, vendor-centric 

D. centralized, inflexible 

Correct Answer: A 

 

QUESTION 9

The Data Confidentiality pattern is applied to all of the services in a service inventory. As a result, all message data
must be encrypted. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 10

The services within a domain service inventory provide access to confidential data retrieved from a shared database.
These services need to be accessible from outside the domain service inventory. 

Which of the following design options will preserve the confidentiality of the data when the services are accessed from
outside the service inventory? 

A. The Direct Authentication pattern is applied to the database used by the services that need to be externally
accessed. 

B. A dedicated database is created to store the confidential data. This database will only be used by the services that
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need to be externally accessed. 

C. The messages exchanged by the services are designed to include security tokens. 

D. None of above 

Correct Answer: D 

 

QUESTION 11

Which of the following security mechanisms can provide centralized security measures for all services within a service
inventory? 

A. public key infrastructure 

B. single sign-on 

C. hashed certificate repository 

D. identity management system 

Correct Answer: ABD 

 

QUESTION 12

The application of the Service Composability principle dictates that services acting as composition members be
designed to establish and propagate a security context to other composition members, while services acting as
composition controllers be designed so that they are prepared to join a security context already in progress rather than
carrying out authentication themselves. 

A. True 

B. False 

Correct Answer: B 

 

QUESTION 13

A certificate authority is generally responsible for 

A. authenticating the identity of an entity requesting a certificate 

B. publishing information about revoked certificates 

C. receiving notifications about the loss of private keys 

D. signing certificates that bind a public key to authenticate identity information about the key holder 

Correct Answer: ABCD 
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QUESTION 14

Which of the following is the primary technology used for the application of the Data Origin Authentication pattern? 

A. SAML claims 

B. symmetric encryption 

C. security tokens 

D. None of the above 

Correct Answer: D 

 

QUESTION 15

The X.509 token can be used to express a security token that provides an X.509 digital certificate. 

A. text-based 

B. UDDI-based 

C. binary 

D. None of the above. 

Correct Answer: C 
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