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QUESTION 1

After surveying for the ideal mounting locations for APs, you have been asked to compromise RF propagation
optimization due to aesthetic concerns raised by your customer. In the end, you\\'ve decided to mount the APs in the
ideal locations and paint the APs so they go unnoticed in the environment. 

What is a valid recommendation or consideration when painting APs? (Choose 2) 

A. Always use paints with metallic dye in them to prevent potential RF propagation impact. 

B. Do not paint the notification LEDs on the AP, but configure them to be dim or turned off altogether until
troubleshooting is required. 

C. Painting APs may void the product manufacturer\\'s warranty. 

D. Most AP models for indoor environments come in a variety of form factors and colors. Painting is never
recommended. 

E. Painting APs always introduces a fire and gas emissions hazard and should be avoided for all indoor APs. 

Correct Answer: BC 

 

QUESTION 2

During a post-deployment verification, you are requested to troubleshoot an area where users are experiencing poor
throughput. They are using data communication only, mainly from laptops. You captured the frame displayed in the
exhibit from the location where problems are reported. This frame is typical of those that were captured by the analyzer. 
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What does this frame reveal about the RF network in this area? 

A. One station seems to be streaming video, thus may have reserved significant bandwidth via admission control 

B. Contention Free is in place in this network, which may starve some non-QoS stations from access 

C. Multipath or excessive collisions seem to be an issue in this area 

D. The AP seems to be too far to provide enough coverage to this area 

E. Stations are using null data frames as protection mechanisms to reserve the medium 

F. The station that sent this frame is causing a DoS attack by using extended Duration values 

Correct Answer: C 

 

 

QUESTION 3
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Given: For this fill-in the blank question, each answer option contains an answer for the first and second blanks,
separated by a dash "--". Choose the answer option that correctly fills in both blanks in the following sentence. 

A WLAN may use 802.11 admission control to________, and admission control requirements are configured separately
for each________ 

A. Block stations with inadequate security parameters -- SSID 

B. Identify voice-enabled wireless devices -- AP radio (that is, 2.4 GHz or 5 GHz) 

C. Regulate the available bandwidth resources -- Access Category 

D. Mark ingress and egress frames with priority values -- TCP/IP port 

E. Administer VoWiFi use policy -- VLAN 

Correct Answer: C 

 

 

QUESTION 4

When deploying long-distance 802.11 bridge links (10 miles / 16 km), what parameter may be critical for improving data
flow by reducing retries caused by the long distances? 

A. The sequence control field value 

B. The acknowledgement timeout threshold 

C. The minimum transmit data rate value 

D. The CTS-to-self threshold 

E. The Beacon interval 

F. The PHY parameter set field 

Correct Answer: B 

 

QUESTION 5

What RF math formula should be used to convert an RF value in units of dBm into a value of mW? 

*NotE. "dBm" in the formulas represents the known dBm value 

A. mW 10(dBm/10) 

B. mW 

C. mW 

D. mW 
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E. mW 

F. mW = 

Correct Answer: A 

 

 

QUESTION 6

What is the DSCP Per Hop Behavior equivalent classification of the 802.11e AC_VO priority level? 

A. AF31 

B. EF 

C. VO 

D. AF12 

E. CS3 

Correct Answer: B 

 

 

QUESTION 7

While configuring your site survey software for an upcoming manual survey project, you notice the configuration option
for "Network Card Simu-lation" as shown in the exhibit. 
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A. This setting allows the site survey software to convert the AP\\'s measured downlink RF data into a simulated data
set as if the same data were transmitted by a specific client station. It is useful for determining uplink client performance
when clients are located far from APs as well as projecting cell size for ad hoc networks. 

B. Since WLAN adapters are not typically calibrated by manufacturers, this setting is a form of software calibration in
which you can calibrate an (uncalibrated) adapter to match one of thecalibrated adapters shown in the list. This process
improves the reliability of RF data collection and reporting when uncalibrated adapters are used. 

C. This is the configuration area in which you specify the adapter type that will be used for the site survey so that the
survey software can interpret that adapter\\'s reported metrics (based on proprietary formulas) into an RF measurement
that is standardized by the survey software and known to its users. This is done for every survey. 

D. The site survey software manufacturer allows you to view the collected RF data as if it were collected by a different
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type of adapter. This functionality allows you to review survey data to determine how the RF environment will likely look
based on the receive sensitivity and other RF capabilities of a specific client adapter. 

Correct Answer: D 

 

 

QUESTION 8

You are on site, planning a network at a freight shipping company on a busy harbor. Since the preliminary WLAN design
specifies support for the 5 GHz spectrum, you would like to test for radar pulses to determine if DFS channels should be
supported at this facility. As a part of your spectral survey with a laptop-based analyzer, you include DFS testing to
identify the presence of radar. This is done by manually observing Real-time FFT, Duty Cycle, and Active Devices
charts of the spectrum analyzer software. 

What potential drawback is present with this DFS test method? (Choose 3) 

A. Many WLAN products that support DFS channels report several false positives. Ideally, the actual WLAN equipment
used in the deployment should be used to test for DFS. 

B. Some sources of 5 GHz radar, such as military ships, are mobile in nature. A longer, automated test setup should be
used to identify the presence or absence of radar. 

C. Manual identification of radar pulses using spectrum analysis charts can be very difficult due to radar\\'s low
amplitude at the Wi-Fi receiver. 

D. Modern spectrum analyzer adapters do not provide the necessary bandwidth resolution required to detect and
measure radar signatures. 

Correct Answer: ABC 

 

 

QUESTION 9

You are site surveying a network for VoWiFi. You have positioned an AP for a manual survey and are moving away
from the AP with a phone in Survey Mode in your hand and you are reading the RSSI value of the signal received from
the AP. You have previously determined that the noise floor was approximately -94 dBm on this floor of the building.
The phone\\'s documentation does not specify a recommended RSSI or SNR value for best performance. Based on the 

information provided and the type of device (VoWiFi phone) you are deploying, what minimum RSSI should you plan for
in all areas you are monitoring and where VoWiFi service is desired? 

A. -75 dBm 

B. -72 dBm 

C. -67 dBm 

D. -62 dBm 

E. -58 dBm 
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Correct Answer: C 

 

 

QUESTION 10

An associated STA detects a new BSS with the same SSID as the STA\\'s current BSS. The new BSS uses a different
IP subnet than the current BSS. If the STA is configured to use 802.1X/EAP preauthentication, what is likely to occur? 

A. The STA will not attempt to preauthenticate because the new BSS uses a different IP subnet. 

B. The STA will attempt to preauthenticate, but fail because the new BSS uses a different data-link broadcast domain. 

C. The STA will attempt to preauthenticate and succeed if DHCP is supported on the new subnet. 

D. The STA will attempt to preauthenticate and succeed if IP Mobility is enabled on the AP or WLAN controller. 

E. The STA will attempt to preauthenticate and succeed if the current AP has shared its cached PMK. 

Correct Answer: B 

 

QUESTION 11

In a PC-based spectrum analyzer, what data chart identifies the overall RF utilization of a specific frequency in the
environment being surveyed? 

A. FFT Max Hold 

B. FFT Average 

C. Swept Spectrogram 

D. Duty cycle 

E. Sweep Time 

F. Bandwidth resolution 

Correct Answer: D 

 

QUESTION 12

What exhibit reflects the recommended life-cycle steps for successfully designing and deploying an enterprise WLAN
from start to finish? (Choose 2) 
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A. Solution 1 

B. Solution 2 

C. Solution 3 

D. Solution 4 

E. Solution 5 

Correct Answer: AE 

 

 

QUESTION 13

Given: In a site survey deliverable report, you are expected to explain the spectrum measurements taken at the
customer\\'s site. The exhibit shows a representative sample capture of the RF environment at one of the customer
sites. 

What best explains the data presented in this exhibit? 

A. The Real Time FFT chart shows a high noise floor across the entire 2.4 GHz band. 

B. Channel 1 is being heavily utilized by Wi-Fi and channel 11 also has some moderate Wi-Fi activity. 

C. As indicated by the data in the Active Devices list, the spectrum analysis chipset is also reporting 802.11 information. 

D. Although some access points are present in a nearby area, they are not being heavily used. 

Correct Answer: D 
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QUESTION 14

You are working on a VoWLAN design with your customer\\'s wired networking team. How many distinct priority levels
do you expect for the voice applications? 

A. 1 priority level, but 2 queues (one for uplink traffic, one for downlink traffic) 

B. 1 priority level per client and AP pair, so the total number depends on the expected number of clients 

C. 1 priority level for voice RTP, 1 priority level for voice control and RTCP 

D. 1 priority level for VoWLAN client traffic, 1 priority level for wired VoIP client traffic 

Correct Answer: C 

 

QUESTION 15

Use the exhibit as a reference. 

Given: 

-In your regulatory domain, a Tx Power Level of "1" is equivalent to 17 dBm. 

-For every integer increment (e.g. from 1 to 2) to the Tx Power Level, the AP\\'s transmit power is halved. 

In units of mW, what is the actual transmit power for an AP configured at a Tx Power Level of "4"? 

A. 200 mW 

B. 50 mW 

C. 12.5 mW 

D. 8 mW 
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E. 6.25 mW 

F. 2.5 mW 

Correct Answer: E 
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